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Statistika uvodem

Hesla nejsou
unikatni napfic
sluzbami

63 %

pracovnikl priznava
pouzivani stejnych
hesel

Hesla jsou Hesla stoji za
obecné slabou financnimi
ochranou skodami
0 i ~
80 % 3 mil. KE
utoku spocivalo v Prumérna cena
kompromitaci hesla naruseni bezpecnosti
uzivatele / spravce po utoku

Hesla generuji
zbyteCnou zatez
IT podpory
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tiketl na podpore
se tyka resetu
hesel



Zalezi na heslu, nebo na druhem faktoru?
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Utoky na identitu jsou Gtokem na hesla

= 99 % utoku na identitu jsou Gtokem na heslo
* Breach Replay
« Password Spray
 Phishing
= 1 % atoku jsou Gtokem na povéreni uzivatele
« MFA
+ Swim Swapping
+ MFA Fatigue
» Adversary in the Middle (AitM)
» Post-Authentication
+ Token Theft
+ Consent Phishing
* Infrastructure Compromise

= PS: Tato statistika se ( brzy obrati, viz prace Michael Grafnetter. &



Inovace hesel

= Diskutabilni dopad pravidelné zmeny hesel
= Komplexita negeneruje bezpecna nebo unikatni hesla

= Kontroly neobsahuji unikla a organizacneé nebezpecna hesla
« WUG2026!
* Heslo123.

= NIST Password Guidance

* Lepsi délka nez komplexita, minimalné 12, Iépe 16 znaku
* Eliminace povinné expirace hesel

* Heslo obratem zmeéente v pripade kompromitace

» Podpora pro vsechny ASCII a Unicode znaky

 Zakazani napovéd pro hesel

» Podpora pro vyuziti spravcu hesel




Adopce MFA

= 2014 - 0,7 % (dostupnost MFA pro zakazniky)

= 2018 — 1,8 % (v ramci licenci zdarma pro sluzby 365)

= 2020 - 25 % (prichazi Security Defaults)

= 2022 - 30 % (Povinné MFA pro CSP a Delegované Spravce)

= 2022 — 37 % (Security Defaults jako automaticky zapnuté pro nové tenanty)
= 2023 - 41 % (Microsoft Managed Policies oznameny a pro nové tenanty)

= 2025 - 72 % (Microsoft Managed Policies nasazeny automaticky)

= 72?7?77 — 100 %?(snad uz zitra...)



Adopce MFA

Cesta k 100% MFA @

100 %

(snad uz zitra...)

Rust dostupnosti a vynucovani MFA v Microsoft Entra ID

2025
Podil tenantu 72 %
s MFA Microsoft
2023 Managed Policies
100 % o nasazeny
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37 % Microsoft v
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i MFA je dnes klicovym pilifem zabezpeceni identit. Spolecné smérujeme k 100% ochrané.



Silné MFA nebo Phishing Resistant MFA

= Ne vsechny faktory jsou si rovny svoji kvalitou a Ize je ze zarizeni zcizit
 Telefonat
« SMS
« TOTP
« OATH

= Silné MFA
* Nevyzaduje manualni dodatecné zadani znalostniho faktoru od uzivatele
 Authenticator (Push ovsem s Number Matching)

= Phishing Resistant
* Navrhove odolné proti phishing utoku a podvrzeni overovatele
* PKI/ CBA

« FIDOZ2 / Passkeys
 Windows Hello for Business
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N ez JS m e to na Sa d I I I oo Microsoft Entra ID Protection Weekly Digest Bez MEA
New risky users detected New risky sign-ins detected e
(in real-time) .
, ] N ] - N
= Utocnici uz se adaptovali. 4 W 214 2 \O

* 146 % narust AitM kampani

Microsoft Entra ID Protection Weekly Digest S MEA
[ | o Lddn Sl
M FA By pa S S New risky users detected New rislfy sign-i.ns detected
+ AitM Phishing
* Device Code Flow DA 4 <2 »

= Token Theft
* PRT a Cookies
* Vynuceni kryptografického otisku TPM
* Entra ID: Token Protection
* Chrome: Device Bound Session Credentials



Chcete védét, jak to vypada

Odbocka: Infostealer ve va rganzac? D

] Ed g e lumma-c2 o Ope Show only corporate
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C h rO I I I e Eg Leaked data Eg Leaked data
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Google Chrome
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Odbocka: Lokalni spravci a eskalace

In Azure Browser SSO

On an Azure AD Joined Device:

Transport Key -> per device (on registration)

User Iogs on Session Key -> per PRT, device

I—> Gets a PRT (Primary Refresh Token) Derived Key -> required for getting
Refresh Token

oreammerom ¥ L [ BRT Cookie (JWT token)
If no TPM -> in the Registry /
1 Stored in Lsass I—_’ Refresh Tokens

In the CloudAP (an authentication package) / J'

Local admi —
ocal acimiil can ?XP altan Stored in the browser and DPAPI 4=  Access Tokens
extract it! ) 3
Regular user rights can be used for exploitation Applications

and extraction of the SSO tokens!




Proc tedy nyni?

= Protoze chceme zvysit uroven zabezpeceni prihlasovani
« Zvysit odolnost proti phishing Utokim na zakladé analyzy rizik...
= Protoze se na nas riti requlace
« ZokB: Povinna osoba pri ovéreni identity administrator, uzivatell a technickych aktiv

+ a) vyuZiva autentizacni mechanismus, ktery je zaloZen na vicefaktorové autentizaci s alespon dvéma
ruznymi typy faktoru, nebo vyuziva autentizacni mechanismus, ktery je zalozen na aktualne odolne
kontinualni autentizaci zalozené na modelu nulove duvery,

+ b) a do doby splnéni poZadavki podle pismene a) vyuziva autentizaci pomoci kryptografickych klica

nebo certifikata.
- DORA: Metody overovani zahrnujici vsechny tyto prvky:

+ i) pouzivani metod overovani, které jsou umerné klasifikaci stanovené v souladu s cl. 8 odst. 1 narizeni
(EU) 2022/2554 a celkovému rizikovemu profilu aktiv v oblasti IKT a zohlednuji osvedcené postupy;

+ ii) pouzivani metod silného overeni v souladu s osvedcenymi postupy a technikami pro vzdaleny
pristup do site financniho subjektu, pro privilegovany pristup, pro pristup k aktivim v oblasti IKT
podporujicim zasadni nebo dulezité funkce nebo k verejne pristupnym aktivim v oblasti IKT;



(4) Povinna osoba do doby spin&ni poZadavku podle odstavce 2 vyuZiva nastroj zaloZzeny na autentizaci pomoci identifikatoru Gétu a hesla,
kdy tento nastroj musi vynucovat pravidlo

v Y4 a) délky hesla alespofi
P ro c te d n n I ? 1. 12 znaku pro &ty uZivateld,
g 2. 17 znaku pro ucty administratoru,
3. 22 znaku pro Uty technickych aktiv,
b) umoZiujici zadat heslo o délce alespori 64 znaki,
c) neomezujici pouZiti malych a velkych pismen, Cislic a specialnich znakd,
| n ZO K B d) umoZiujici uZivatelim a administratorim zménu hesla, pficemZ obdobi mezi dvéma zménami hesla nesmi byt kratsi nez 30 minut,
e) povinné zmény hesla v intervalu alesporn jednou za 18 mésiclu a
\ Vs f) neumoznujici uzivatelim a administratorim
i Kd yZ n e m ate M FA. oo 1. zvolit si jednoducha a ¢asto pouZivana hesla,
2. tvorit hesla na zakladé mnohonasobné opakujicich se znaku, pfihlaSovaciho jména, adresy elektronické posty, nazvu systému nebo

e A i kdyé ho méte.“ obdobnym zplisobem a

3. opétovné pouziti diive pouzivanych hesel s paméti alespori 12 pfedchozich hesel.
° m u Si byt h es | a |e pgi (5) Povinna osoba v souladu s odstavcem 4 zajisti
e i a) bezodkladné vynuceni zmény vychoziho hesla uzivatel( a administratort po prvnim pfihlageni,
b) bezodkladné vynuceni zm&ny vychoziho hesla technického aktiva,
c) vytvareni hesla u¢tu technického aktiva sloZeného z nahodného fetézce malych a velkych pismen, &islic a specialnich znaki,
d) bezodkladné vynuceni zmény pfistupového hesla v pfipadé divodného podezieni na narudeni jeho divérnosti,
e) vytvoreni nahodného vychoziho hesla nebo identifikatoru slouZiciho k vytvofeni nebo k obnoveni pfistupu a zajisti jeho divérnost a

f) bezodkladné zneplatnéni hesla nebo identifikatoru slouZiciho k vytvofeni nebo k obnoveni pfistupu po jeho prvnim pouziti nebo uplynuti
nejvyse 24 hodin od jeho vytvoreni.

(6) Povinna osoba u administratorského uétu zejména uréeného pro pripad obnovy po kybernetickem bezpecnosinim incidentu musi zajistit
a) bezodkladnou zménu vychoziho hesla,
b) vytvofeni hesla nahodnym fetézcem sloZzenym z malych a velkych pismen, Eislic a specialnich znakd,
c) délku hesla sloZeného alesponi z 22 znakad,
d) bezpeéné uloZeni hesla,

e) omezeni manipulace s uttem a jeho heslem, kdy s timto uétem a jeho heslem mohou manipulovat pouze povéfené osoby, a to v
nezbytné nutnych pfipadech,

f) zménu hesla po jeho pouZiti, pfi jakékoli zméné povéfenych osob, v pfipadé divodného podezieni na jeho kompromitaci nebo v
intervalu alespor jednou za 18 mésicl a

g) evidovani manipulace a pokusy o manipulaci s timto uctem a jeho heslem.



Proc tedy nyni?

= Protoze Passkeys preferuji vyrobci webovych stranek a aplikaci

e Slevomat
« Salesforce

= Protoze Passkeys preferuji vyrobci platforem
* Microsoft na Windows
« Google na Android
* Apple na iOS a také macOS
= Ale predevsim protoze Passkeys preferuji poskytovatelé identit (IdP)
* Microsoft Account v ramci Microsoft 365 Personal a Family
« Entra ID v ramci Microsoft 365 Business a Enterprise
» Vychozi preferovany faktor k registraci (Authenticator)
» Registracni kampan pro stavajici uzivatele (Authenticator)
 Apple ID v ramci iCloud



Proc tedy nyni?

= Protoze s nami hesla dost pravdépodobné jesté dlouho zustanou.

= Protoze hesla jsou primocara, jednoducha a i tak se nepouzivaji
spravne.

= Protoze Passwordless i Passkeys se nestanou jen tak bez adopce.

= Protoze chceme byt pripraveni, co se na nas a uzivatele riti.

= Protoze mame sanci s Passkeys zacit lepe po vsech strankach.




Proc tedy nyni?

= Protoze Microsoft ukoncuje podporu pro nativni SMS v ramci MFA v
Entra ID a pro sluzby Microsoft 365 k unoru 2027.

= Protoze Microsoft bude preferovat Passkeys pro MFA i prihlasovani

/7 v/

od zari 2026 a spousti registracni kampan pro jejich pouzivani.

Passkeys jako vychozi Vlastni telco (volitelné) Retirement + blokace

UZivatelé vyuzivajici pro MFA metody V Microsoft Security Store Ize Microsoft SMS/hlas se vypina. Kdo ma
SMS/hlasového volani jsou automaticky nakonfigurovat vlastniho telco providera pro SMS/hlas jako jedinou metodu, dostane
zarazeni do passkey profilu a spousti se placené SMS — doporuceno jen pro blokujici vyzvu k registraci passkey. Bez opt-
registracni (,nudge") kampan. regulatorni ¢i provozni vyjimky. out, pro vSechny tenanty.

Od 1. 8. je moZné zZadat o docasny opt-out. SMS budou nové zpoplatnény.



Statistika nuda je...

OPEN SCENARTO MODEL -

BENCHMARK LOGIC Passkey adoption compounds: a passkey-ready audience must create passkeys. Those

users must then re-login with passkeys. The benchmark therefore starts with three KPI
layers before the scenario model shows how they combine into adoption outcomes.

Badges show the Advanced scenario from Section 4: a best-case rollout, not a market average.

Source: Corbado Research, passkey adoption business case.

89% 80% o5% 68%
2 o P N
READINESS CREATION USAGE g
Passkey-ready audience Passkey creation conversion Passkey usage at login Higher passkey login rate,
ceiling stronger business outcomes



... ma vsak cenné udaje

s | 1. Passkey Readiness a7 | 2. Passkey Creation (J | 3. Passkey Usage
Web Passkey Readiness MOBILE Passkey Enrollment Rate ue To Passkey Authentication
97-599% 83% Success Rate 20
How ready the user base is by platform and How effectively users complete passkey How often a passkey opportunity turns into a
operating-system mix. creation when prompted. completed login.
open benchmark - open benchmark - open benchmark -
WehbAuthn Client RANGE Conditional Create Rate ue To Cross-Device Authentication
Capabilities o s Ccompletion Rate A
Which browsers expose the client APIs The 9_305!3'5’(9'" readines.s and a'_dd—on How desktop-to-phone authentication
required for advanced passkey flows. centribution of automatic creation after behaves when users need CDA.
password autofill.
open benchmark - open benchmark - open benchmark -
Passkey Provider Market TOP 4 Conditional UI Login Cuz
Share e Completion s
Which passkey providers shape portability, How field-level passkey suggestions affect
autefill and sync behavior. completed desktop logins.

open benchmark - open benchmark -



Cesta k Passwordless / Passkeys

|ldealni kompromis pro bezpecCnost —3

Kompromis pro koncove uzivatele =—»

4

3 Eliminace hesel
ze systému
2 Prechod na
Passwordless
1 Redukce pouzivani
hesel uzivatelem

Nasazeni nahrad
pro tradicni hesla




Jak bude nase cesta narocna

A& E o O Q=

Pritomnost a Aplikace Pripravenost  Zabezpeceni Registrace Reporty uziti
nastaveni podporujici zafizeni a povéfeni vuCi  uzivatelema i bezpecnostni
v Entra ID moderni platforem utokim pfi zménach politiky

ovérovani zafizeni



Technicke zavislosti faktoru

External [Mon-Entra) Dependency

mm External (Non-Entra) Dependency @ Maobile OS notifications

Entra ID Authentication Service @ Device Blustooth

@ Device Wi-fi
Phishing Resistant MFA

@ Entra ID MFA Service
ﬂ Entra ID MFA Service

Entra ID Authentication Service

SRDam 0

Single Factor Single Factor Password in
CEA Entra ID

(PHS & Cloud

Federation Motification

SM5  TOTP QATH

Token

Second
Factor

CBA

Voice
Call

Extemal Federated
Authentication Second Factor

Method

Accounts) } o
T

First Factor

Second Factor

Authenticator
Passwordless
Phane Sign-In

Authenticator
Passkey sign-in

Certificate
Based
Authentication

Windaows
Hello for
Business

Passkey
(FIDCZ)
Security Key

macDs
Platform
550

Passwordless MFA




Passkeys jako budoucnost Passwordless

= Evoluce vyuziti FIDO2 a WebAuthN pro zabezpecenou vymenu overovacich
informaci mezi klientem a aplikaci (Cili webovou strankou)

Spatné: Heslo Dobré: Heslo a... Lepsi: Heslo a...

Abcd123.

Microsoft Authenticator

password

TechEd2026!

Tokens OTP
Heslo123

Hardware Tokens OTP

Nejlepsi: Passwordless

Windows Microsoft Authenticator
Hello for
Business

Passkey

o Ex

FIDO2 security key  Certificate Based Authentication



Passkeys

= Evoluce FIDO2 aneb bezpecnéjsSi ovérovani uzivatele vuci aplikacim

vewvys

Nativné jsou odolné viici phishing atokiim

Nativné jsou odolné viici itokiim na komunikaci mezi serverem a ovérovaci aplikaci (klientem)
Neexistuji hesla, ktera by mohla uniknout ze serveru nebo klienta

Jsou generovana automaticky a jsou automaticky unikatni k dané sluzbé nebo aplikaci

Jsou bezpecné ulozena na hardware zarizeni a chranéna uctem uzivatele

Jsou privétivéjsi pro uzivatele (Prihlaste se oblicejem, prstem nebo Vasim PIN)

Volitelné mohou byt zalohovana nebo synchronizovana mezi zarizenimi uzivatele



Jak funguje poskytovatel ovéreni

= Muze byt vestavén v platformé, spjat se zafizenim, nebo v dané aplikaci, napfiklad spravci

hesel nebo prohlizeci

e Roaming Authenticator e Platform Authenticator Hardware-bound
also called cross-platform authenticator Built into user’s device :|
example: a USB security key example: a built-in fingerprint sensor

-2 e Single-device
') FacelD .
(Wl e Hardware attestation
2N 1
N\ e |deal for high assurance use
: O j 1@\\ TouchID

2 cases

o0 W:_r:dOWS e FIPS eligible

W/ ello

e Example: passkey stored on a

e Roaming authenticators can use different e Note: a single authenticator can store security key

transports: USB, NFC, BLE, hybrid multiple passkeys!

Synced | Copyable passkeys

e Multi-device

e Backed up and synced across
devices via a cloud provider

e No need to re-enroll a new
device on every account!

e Synced across devices but not
across ecosystems
(Apple iCloud and Google
Password Manager)



Syncable passkeys

= Multi-device passkeys je FIDO2 metoda bezpefné synchronizovana poskytovatelem
oveérovaciho prostredku pomoci vilastni sluzby mezi zarizenimi uzivatele.

Apple iOS (Keychain)

Chranéno zabezpecenim uctu uzivatele v ramci cloudové
synchronizace mezi Apple zarizenimi iOS a macOS a
biometrii uzivatele nebo PIN

Na drovni hardware chranéno bezpecnostnim Cipem

Google Android (Keystore)

Chranéno zabezpecenim uctu uzivatele v ramci cloudové
synchronizace mezi Google zarizenimi s Android a
biometrii uzivatele nebo PIN

Na urovni hardware chranéno bezpecnostnim Cipem dle
dostupnosti na daném modelu zarizeni

Microsoft Authenticator

K dispozici po aktualizacich na iOS i Android

Computer Mobile



Device-bound passkeys

= Single-device passkeys je FIDO2 metoda, ktera technicky nedokaze opustit dané zarizeni, na
kterém byla vytvorena.

Windows Hello for Business

Chranéno TPM cipem a operacnim systémem a PIN
nebo biometrickym signalem uzivatele

FIDO2

Chranéno na urovni hardware a volitelné PIN nebo
biometrii dle nastaveni uzivatele, moznostmi zarizeni
nebo dle stanovené politiky

()

FIDO2 Windows Hello
Security Keys for Business




Passkeys management

= Jednotlivé passkeys mohou byt spravovany samotnou platformou, operacnim systémem,
poskytovatelem ovéreni, napriklad spravcem hesel nebo overovaci aplikaci Ci prohlizeCem

Microsoft Authenticator

Vyuziva vlastniho poskytovatele

¥40i028

®.40028
& Passkey details P

., Woodgrove

katy@woodgrove.com

"ODGROVE

Ways to sign in or verify

Sign-in notifications Enabled
& This passkey is only available on this device
2 Passkey Enabled >
https://login.woodgrove.com
One-time password code
®© 986876 o
katy@woodgrove.com /
/
sign i /’

Created date
01/21/2023

Woodgrove work account

Change password

e

E)  Update security info
% Passkeys in
Authenticator app

Review recent activity

4 @ O




Passkeys management

= Jednotlivé passkeys mohou byt spravovany samotnou platformou, operaénim systémem,
poskytovatelem ovéreni, napriklad spravcem hesel nebo overovaci aplikaci Ci prohlizeCem

Windows 11
Vyuzivaji Windows Hello jako FIDO2 metodu

Uéty > Klice

Pomoci kli¢l ulozenych na tomto zafizeni se mizete pfihlasovat k aplikacim a weblim bez hesla. Misto toho se pfihlaste pomoci obliceje, otisku prstu nebo PIN
kédu prostrednictvim Windows Hello.

Ulozené klice

Hledat podle nazvu aplikace, webu a dal3ich...

2 nalezenych klict T Seradit podle: Nazev(odApoZ) ~
login.microso ft.com
Ik@kp

Passkeys in
Authenticator app



Passkeys ecosystem

= V ramci ovéfovani muze byt vyuzito i externiho zafizeni, které disponuje spravnym passkey ke
konkrétni sluzbe, pokud je ovéfena identita uzivatele poskytovatelem

cross-device,
cross-ecosystem
FIDO authentication
mobile device can
bootstrap another
device and/or
ecosystem




Jak to vypada

= Uzivatel nastavi Windows Hello nebo Microsoft Authenticator jako passkey metodu na svém
zarizeni a muze ji vyuzit k jednotlivym aplikacim nebo ovéfenim napfi¢ zafizenimi.

10:28

iPhone, iPad, or Android device © contoso

< “ @
gn in to “lofin.microsoft.com” as “zacmendez@outlook.com alice.hughes@contoso.com

00se a device with a saved passkey

Sign in with your face,
fingerprint, or PIN

) ®
ﬁ @ l_i%: T e P4

X Ox
:#J H".q"’:f.f;?r
EE i g
R :ga L
- @ Li“:i g ' Your device will open a new security v
"‘ ii‘?’ ;3? Follow those instructions to sign in wi

passkey. .! Sign In
0] gr,.%,z‘k“?i =9
‘ Sign in another way ru ) ﬁ
(Biets
Use Face ID to signin?

You will be signed in to “login.microsoft.com”
with your passkey for
“alice.hughes@contoso.com”.

AA # login.microsoft.coi
Back

B % D



Co je tedy otazkou?

= Vynuceni device-bound passkeys i pro mobilni zafizeni a pro které aplikace?
= Povoleni cross-device ovérovani pro Windows Hello a Authenticator?

Vyhody Nevyhody

Klice zalohovany pres
spotrebitelskou
identitu/obnovu

Brzy vSudypritomny Nelze zarucit atestaci
uzivatelsky zazitek autentizatoru

Nativni podpora odolnych
prihlasovacich tdaju na mobilu

Zadny drahy hardware Sdileni = nelze zarucit
ani sprava navic identitu uzivatele

Minimalni administratorska
kontrola
pristupovych klici na mobilu

Vestavéné mechanismy
obnovy pristupu




Co je tedy otazkou?

= |OS /Android / Windows Hello (a které) / Microsoft Authenticator / FIDO2 / a dalSi ?
= Povoleni cross-device ovérovani pro Windows Hello a Authenticator?

Connie Wilson / J.

Microsoft Entra admin center P Search resources, services and docs 3 -

# Home Security Authentication methods Add paSSkey prOfiIe
Passkey (FIDO2) settings

Passkeys are a phishing-resistant, standards-based passwordless authentication method that can be stored on a variety of se

X h Name * Passkeys in Authenticator app
Passkeys are not usable in the Self-Service Password Reset flow
> ~ r
_ Types * © Device-bound
B Delete
2 Enforce attestation (
Enable and target Configure Target specific passkeys
General Behavior * (@) Allow
e
Allow self-service set-up () Block

Model/Provider AAGUIDs * (O
Passkey profiles
At least one passkey profile must be applied to each target in this policy. The default passkey profile cannot be deleted Add

Add profile Model/Provider AAGUIDs

o D Windows Hello
Name Type Enforced attestation Key restrictions

Microsoft Authenticator
file Device-bound, synced No No

=P

[[] 454364-65463563-2345252-246254 V4




Dopad na uzivatele

= Zména pfihlaSovacich dialogt pro Windows Hello (for Business) a v Entra ID

B" Microsoft

Sign-in options

(] Face, fingerprint, PIN or security key ©)
af?

Use your device to sign in with a passkey.

Sign in to an organization
@ Search for a company or an organization you're
working with.

Back



Passkeys jako budoucnost Passwordless

= Device-bound FIDO2 passkey brano jako dnes nejvice bezpecna
metoda overeni

. m
ao 0, % %
password password+ multi-device Device-bound

Conditional MFA “passkey” FIDO credential



Passkeys ecosystem

V rdmci ovérovani muze byt vyuZzito i externiho zafizeni, které disponuje spravnym passkey ke
konkrétni sluzbe, pokud je ovéfena identita uzivatele poskytovatelem

& ® ([{J] -~ < > ) # https://login.live.youcantrustme.nl/login.srf? [T] e [[\J

B Microsoft
Sign in
Email, phone or Skype

No account? Create one!

Q Sign-in options



FIDO2

= SoucCasna specifikace a funkénost ovéreni moderni metodou a kryptografii

(Simplified)

challenge challenge
~ -—— G
” () ‘ [ Verifier J *
% . y
private key k Authenticator response Client response public key |

response = sign(k, challenge) result = verify(p, response, challenge)



FIDO2

= RozSifeni o ovéreni identity aplikace/serveru a klienta vzajemnou kryptografickou operaci

(Simplified)

challenge +origin challenge
~ —— -«
¢ o= o “ [ Verifier ] =3
% —_— 4 —
private key k  Authenticator ~ TeSPONse Client rospeise public key p
response = sign(k, challenge) result = verify(p, response, challenge)

+origin +origin



CTAP a WebAuthN

= Funkénost zajisténa na urovni platformy, API, operacniho systému, prohlizeCe

N
User
@ Verification HTTPS
. ®
WebAuthn
AP We.b Server
(Relying Party)
Platform
AP]

&

Roaming Platform
Authenticator Authenticator

%



Poznamky z praxe

Aneb jak na skryté detaily nasazeni Passkeys



Entra CBA

Certifikaty

Kdo je vyda? Cloud PKI!

Jak je doruceni zarizenim? Intune!

Stale validni princip

Podpora na mobilnich platformach a aplikacich

Be Microsoft

Choose a way to sign in
Approve a request on my Microsoft
Authenticator app

El Use my password

|=_Q Use a certificate or smart card

Back



Podpora v ramci operacnich systému

= Podpora FIDO2 v koncovém OS
 Windows 10 a 11 od verze 22H?2
 macOS od verze 13
* 10S od verze 17
 Android od verze 13

= Ale az s novejsimi verzemi obdrzime nejen FIDOZ2, ale také Passkeys

= GUI v jednotlivym OS se meéni i s pouzitym prohlizecem (nativni prohlizec)

= Vzhled pro uzivatele a rozsah podpory se lisi s kazdou dalsi novou verzi, napr.
« Windows 11 24H2 po aktualizacich nabizi Passkeys i pro Windows Hello
* macOS 26 s podporou Entra ID pri prihlaseni a Secure Enclave v ramci Platform SSO
 10S 26 odstranuje limitace na pocet Passkeys Providers
* Android 14 odstranuje limitace vyuziti Google Password Manager
« Automaticky upgrade hesla od iOS 18 a Android 15



Microsoft Authenticator

= Preferovana a primocara metoda

i0s Androi

=
=
=

. . Ve V4
u D eVI Ce B O u n d J a ko VyC h OZI 'Support for same-device registration in Microsoft Edge on Android is coming soon

= Syncable jako moznost dle politiky

= Minimalneée iOS version 6.8.37 nebo Android version 6.2507.4749 a

aktualizace

= Users must complete multifactor authentication (MFA) within the

past five minutes before they can register a passkey (FIDO?2).



Microsoft Authenticator

Step 10f 1
Step10£3 SR Account added
AutoFill Passwords and Passkeys ()

Screen lock required

Microsoft

v

L4 ——

@ - — AUTOF
WAYS TO SIGN IN OR VERIFY ®
J‘?‘l s ® Passwords

3 Passwordless sign-in passwords, and cod O
Enabled .
A"OW Authentlcator tO 0 Authenticator () You can now sign in or verify using the following methods
One-time password code autofill your passwords docsialididans
o, Passkey

0
© 986876 and passkeys R b i with yoUrTGs, TGS O PIN

To use passkeys and the passwordless sign-in VERIFICATION GOBES
request methods, you need to set up a screen b Dol

lock. Your screen lock is a PIN, fingerprint, or N\ Delete After U [ 3 =
OTHER WAYS TO SIGN IN facial recognition used to unlock your device (1) OpenSettings and select General. eIRte ATEr LS How to use your passkey
N )
A age
|Creale a passkey > . Additional sign-in methods
Go to AutoFill & Passwords.

§ Passwords P) Passwordless sign-in requests

MANAGE ~ .
h /3\. Turn on AutoFill Passwords and Sign in without a password
\__/ Passkeysifit's off. O i
Change password G ~— y g nks and C ) )
= @ Multifactor authentication
o Approve a sign-in request on your phone
ity i (4 ) Turnon Authenticator. APE a sig qu your g
Update security info (€] (4 ) Tumor @ Authenticatol
= @, One-time Password codes
. . N , Qi T aNSW L OO
Review recent activity [ (5 ) Come back here to continue Use a code generated in Authenticator

Skip

Skip “ “




Microsoft Authenticator

B® Microsoft
Sign in

Email, phone, ar Skype

No account? Create one!

‘ 49 Sign-in options

erms of use Privacy & cookies

@ login.microsoft.com

B® Microsoft

Sign-in options

Face, fingerprint, PIN, or security key @

Use your device and sign in with a passkey.

O Sign in with GitHub
Personal accounts anly,

Term

<

Al

Sign in to an organization

Search for a company o an organization you're

working with

s of use Privacy & cookies

@ login.microsoft.com

at Sign In

@

Sign in with your passkey?

You will be signed in to “login.microsoft.com”
with your passkey for
“alice.hughes@contoso.com".

Other Sign In Options

&t Sign In

@

Sign in with your passkey?
You will be signed in to “login.microsoft.com"”

with your passkey for
"alice.hughes@contoso.com".

Signing in

Other Sign In Options




Windows

Windows 10 s podporou FIDO?2

Windows 11 24H2 s podporou Passkeys
Windows 11 25H2 s podporou Passkeys Manager (1Password)
Microsoft Edge a Microsoft Password Manager

D
s

CCCCCCC




Windows

= Integrovano s Windows Hello vyzvou (Hello / Cross-Device /

Security-Key)

2% Microsoft

Choose a way to sign in

Approve a request on my Microsoft
Authenticator app
EI Use my password

Back

%',' Windows Security

Sign in with your passkey

To sign in to “login.microsoft.com”, choose a device with a saved
passkey.

m Master Yoda

More choices

I m Master Yoda

iPhone, iPad, or Android device

Security key /




Windows

= Nastaveni a Ucty
= Microsoft Edge

|

€ Settings

@®  Test Account
L

Find a setting

© Bluetooth & devices
@ Network & internet
/' Personalization
& Apps
I & Accounts

® Time & language
#» Gaming

K Accessibility

& Privacy & security
® Windows Update

Accounts > Passkeys

Use the passkeys saved on this device to sign in to apps and websites
without a password. Instead, sign in using your face, fingerprint, or PIN
through Windows Hello.

Saved passkeys

Search by app name, website, and m Q

3 apps and websites found N Sort by: Name (AtoZ) v

bestbuy.com

google.com

login.microsoft.com




Windows Passwordless

ﬂ Home
=" Dashboard
All services
C§ pevices
B apps
‘ Endpcint security
5 Reports
& Users
&3 Groups
& Tenant administration

K Troubleshooting + support

Create profile

Windows 10 and fate

Settings ¢

@ sasic @ Configu

Authentication

@ 50710 5ettings v

Enable wordless Ex

[Windows Insiders only

“ Settings picker

Add filter

Browse by category

Above Lock

Accounts

Administrative Templates

Applhication Defaults

Auditing

Authentication

Bittocker
8IS

Bluetooth

Browser

10 settings in “Authentication” category

Satting name

Allow Azd Passy

Allow EAP Cert SSO (U
Allow Fast Reconnact
Allow Secondary Authentication

Configure Web Sign In Allowed! Ui

Configure Webcam Access Domain Names

Enable Fast First Sign In

Enable Passwordless Experienc

Enable Web Sign In

iders only)

Select all these settings

No Password Credential Provider

()

manda Brady
-~

Looking for you




Windows Web Sign-In

L

aDrady

Enter Temporary Access Pass

Amanda Brady

l.

Approve sign in

6 Oven you ienticator app, and enter the
= number shown 5 sign m

68 &

Web Sign-in is now opened to all authentication methods
(in addition to TAP)




macOS

VvV eV /

= macOS Ventura 13 nebo novejsi

= Ale az verze 14 s potrebnymi dialogy a politikami

= K dispozici Platform SSO se vsemi aktualizacemi ve verzi 26

= Entra ID ucet se Secure Enclave jako Windows Hello for Business

1 Platform Single Sign-on

LLLLLL
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Authenticate




2¢Sign In X

[ J
|OS e,
[ B

Use Face ID to sign in?

You will be signed in to “www.paypal.com” with
your passkey for
| |

com”.

= |Cloud Keychain od verze 16
= iCloud je svazan s konkrétnim Apple ID

= |{OS 18 predstavil aplikaci Hesla (Passwords)
= jOS 26 zvysil pocet spravcu hesel

= Vychozi prohlizec?




B® Microsoft
Sign in

Email, phone, ar Skype

No account? Create onel

‘ &2 sign-in options

ns of use  Privacy & cookies

aA & login.microsoft.com

M M

all 7 -—-

B® Microsoft

Sign-in options

@9 Face, fingerprint, PIN, or security key
a? @

Use your device and sign in with a passkey.
O Sign in with GitHub 1)
Personal accounts anly,

Sign in to an organization
Search for a company o an organization you're
wiorking with

At Sign In

0
L=
Use FaceID to signin?

You will be signed in to “login.microsoft.com”
with your passkey for
pri . . “alice.hughes@contoso.com”.
“TIvacy CO0 23

Other Sign In Options

of use

@ login.microsoft.com

a2 Sign In

0,0
L)
Use FacelD to signin?

You will be signed in to "login.microsoft.com”
with your passkey for
“alice.hughes@contoso.com”,

Signing in

Other Sign In Options




Android

= Android 9 podporuje Credential Manager API
= Vydani vyzaduje podporovanou verzi Google Play Services
= Vydani pozaduje nastaveni zamku obrazovky

= Vydani vyzaduje vyuziti APl nebo nativniho prohlizece (WebView /
SystemView)

= Android 14 s nativni podporou Passkey a 15 s Upravami dialogu

shrine
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Treti strany

= 1Password
= Keeper
= A dalsi poskytovatelé spravcu hesel...




Internetoveé prohlizece a aplikace

(0 Chrome Edge Firefox
Windows V| V| v
macOS V| V| v
ChromeQS v N/A N/A
Linux | v v
ioS | v v
Android /| V| X

Safari

N/A

N/A

N/A

N/A




Internetoveé prohlizece a aplikace

Browser f 0S

Safari

Chrome

Edge

Firefox

Native app

i0s

v

Safari 161+

v

Chrome, Brave, Edge

v

Chrome, Brave, Edge

v

v/

i0S apps

mac0S

v’

Safari 161+

v’

Chrome 108+

v

Chrome 108+

v

Firefox 122+

v

Mac apps

Android

nfa

v

Chrome 108+

v

Chrome, Brave, Edge

v

Firefox 122+

v’

Android apps

Windows

nfa

v

Chrome 108+

v

Chrome 108+

v

Firefox 122+

v/

Windows apps

Linux

nfa

Phone passkeys (QR code
tHlow] and security keys only




Cross-Device Authentication

= Dokonceni procesu na jiném zarizeni pomoci QR kodu a Bluetooth

W Windows Security
Sign in with your passkey

To sign in to “contoso.com”, choose a device with a saved
passkey.

This Windows device

More choices

Pixel

08
e

iPhone, iPad, or Android device
Security key

This Windows device

o=

W Windows Security

iPhone, iPad, or Android device

Scan this QR code with the device that has the passkey for
"contoso.com”.

This request comes from the app "msedge.exe” by “Microsoft
Corporation”.

O

Cancel

¥ Windows Security

Check your device
Sign in to "contoso.com” with the passkey saved on “Pixel".

This request comes from the app "msedge.exe” by "Microsoft
Corporation”.

Lo

Device connected!
Continue on “Pixel”

Cancel

Woodgrove

katy@woodgrove.com

Ways to sign in or verify

[-| Passwordless sign-in requests
Sign in without a password.

& Passkey (Preview)

Manage

Change password

Update security info

Review recent activity




Na co si dat pozor

= Adopce koncovymi uzivateli
* Menici se vzhled na jednotlivych platformach a aplikacich
= Vyuziti hesla versus Passkey
« Naseptavac hesel a spravce hesel
 Zalezi na sluzbeé ci aplikaci (dalsi faktor, primarni faktor, jediny faktor)
= Zmeény URL aplikaci pro prihlaseni
« Vzpomente na Twitter a jeho prejmenovani na X
* login.onmicrosoft.com
= Dostupnost Bluetooth spojeni
 Vypnuté nebo neni k dispozici
 Vyprseni casového limitu pro aktivaci
= Zalozni metody pro obnoveni pristupu a nastup do organizace
* Temporary Access Pass



Hardware

Biometrické sensory pro Windows Hello

Biometrické sensory pro FacelD a TouchlD

Biometrické sensory pro Android a jejich ruznorodost

Dostupnost kamery pro Cross-Device overeni

Dostupnost Bluetooth pro Cross-Device overeni

« Zakazané parovani s BT
 Bluetooth Low Energy

o OMA-URI: ./Device/Vendor/MSFT/Policy/Config/Bluetooth/ ServicesAllowedList
¢ Data type: String
* Value: {peeeFFFD-0000-1000-8000-00805F9B34FB};{0000FFF9-0000-1000-8000-80885F9B34FB}

Set a list of allowable Bluetooth services and profiles:
- FIDO Alliance Universal Second Factor Authenticator service (eeeafffd-eeee-1008-820e-808e5fob34Fb )
- FIDO2 secure client-to-authenticator transport service (@aeeFFFo-2paa-1066-83608-80865F9R34FR )

For more information, see FIDO CTAP 2.1 standard specification@ and Bluetooth Assigned Numbers
documen te.



A jeste par drobnosti

= Kdyz je uzivatel pomaly
* 60 sekund WebAuthN v Google Chrome

= Kdyz je uzivatelovo internet pomaly
* 600 sekund dle specifikace

= Kdyz je nedostupna atestace
 Registrace se nezdarila

= Kdyz je vyzadovana atestace
 Registrace se nezdarila

B Microsoft

We couldn't sign you in

Something went wrong when trying to sign in with a
passkey. Please try again

Back Try again

?

Something went wrong

The request timed out

== Windows Security

Something went wrong

There was a problem signing in with your passkey.



Atestace

= Preferovana bezpecnosti
= Problemova pro uzivatele
= Blokuje Cross-Device pozadavky

= Attestation Requirements

e Microsoft relies on the FIDO Alliance Metadata Service (MDS) to determine
passkey authenticator compatibility with Windows, Microsoft Edge browser,
and online Microsoft accounts. Vendors report data to the FIDO MDS.

« FIDO2 standards (WebAuthn and CTAP) require providers to return a valid
attestation statement.

 The specific requirements vary based on how an administrator configures
attestation requirements in the Passkeys (FIDO2) policy.



Requirements

I n te rn etOVé ko n e kt iVi ta * Microsoft Entra multifactor authentication (MFA).

e Android 14 and later or iOS 17 and later.
e For cross-device registration and authentication:

. \4 4 7 o Make sure that Bluetooth and an active internet connection are enabled on both devices.
u N e b O kUJ e m e n e kte ra U R L . If your organization restricts Bluetooth usage, you can permit Bluetooth pairing
exclusively with passkey-enabled FIDO2 authenticators to allow cross-device passkey
Vv sigh-in and registration. Your organization needs to allow connectivity to endpoints in
u S | u Z Oy A p p | e the following table to enable cross-device registration and authentication. Devices must
be allowed to reach these URLs. For more information about requirements for Apple

devices, see Use Apple products on enterprise networks &,

= Sluzby Microsoft

{2 Expand table

= Atestacni sluzby

Android cable.ua5v.com

i0S cable.auth.com
app-site-association.cdn-apple.com

app-site-association.networking.apple

O Note

Users can't use cross-device registration if you enable attestation.




V neposledni rade

= Politiky podminéného pristupu
« Require Compliant Device
* Require Application Protection

(M Note

If you grant the Require device to be marked as compliant control as part of a Conditional
Access policy, it doesn't block Microsoft Authenticator app access to the
UserAuthenticationMethod.Read scope. Authenticator needs access to the
UserAuthenticationMethod.Read scope during Authenticator registration to determine which
credentials a user can configure. Authenticator needs access to
UserAuthenticationMethod.ReadWrite to register credentials, which doesn't bypass the

Require device to be marked as compliant check.




A tedy hlavne!

= Co kdyz se nam nekdo rozhodne vdat nebo zmenit pohlavi?

= Zmena UPN neni plné podporovana

* If a user's UPN changes, you can no longer modify passkeys (FIDOZ2) to
account for the change. If the user has a passkey (FIDO2), they need to sign
in to Security info, delete the old passkey (FIDOZ2), and add a new one.



Ke zvazeni a zamysleni

macOS jen v ramci MDM pro nejlepsi uzivatelskou zkusenost
Zalozni metody a problémova atestace (TAP)

Device-Bound nebo Syncable

Virtualizovana prostredi

Procesy spojené s Passkeys

Registrace metody neznamena nutnost ji pouzivat
Registrace metody neznamena, ze nemam jinou metodu
Downgrade Attacks

Conditional Access Strenghts...




Nastaveni

Rychlé intro do Entra ID a Passkeys



Edit passkey profile

Nastaveni ve zkratce

= Povoleni profilu pro Passkey v autentizacni politice
* Passkey Enabled

= Vytvoreni profilu pro Passkey (atestace, typ, skupiny) o
* Passkey Profile

= Povoleni registracni kampane
 Registration Campaign

= Vynuceni Passkeys pres autentizacni sily v autentizacni politice
» Conditional Access Authentication Strengths



Zdroje a dalsi postup

= Chcete Passkeys pochopit?
« What is a Passkey? Secure Signins | Microsoft Security
« FIDO Passkeys: Passwordless Authentication | FIDO Alliance
« Passkeys (FIDO?2) authentication method in Microsoft Entra ID | Microsoft Learn

= Chcete Passkeys nasadit vlastnimi silami?
« How to enable passkeys (FIDO2) in Microsoft Entra ID | Microsoft Learn
« Enable passkeys in Authenticator for Microsoft Entra ID | Microsoft Learn

 Support for Passkeys in Windows | Microsoft Learn
« Serial FIDO?2 Passkeys | SAMURAJ-cz.com &

= Chcete Passkeys nasadit externimi silami?
« Kontakt | KPCS &



https://www.microsoft.com/en-gb/security/business/security-101/what-is-passkey?msockid=3400d7447cb0678e0710c38f7df26658
https://www.microsoft.com/en-gb/security/business/security-101/what-is-passkey?msockid=3400d7447cb0678e0710c38f7df26658
https://www.microsoft.com/en-gb/security/business/security-101/what-is-passkey?msockid=3400d7447cb0678e0710c38f7df26658
https://www.microsoft.com/en-gb/security/business/security-101/what-is-passkey?msockid=3400d7447cb0678e0710c38f7df26658
https://fidoalliance.org/passkeys/
https://fidoalliance.org/passkeys/
https://fidoalliance.org/passkeys/
https://fidoalliance.org/passkeys/
https://fidoalliance.org/passkeys/
https://fidoalliance.org/passkeys/
https://fidoalliance.org/passkeys/
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-passkeys-fido2
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-passkeys-fido2
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-passkeys-fido2
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-passkeys-fido2
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-enable-authenticator-passkey?source=recommendations
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-enable-authenticator-passkey?source=recommendations
https://learn.microsoft.com/en-us/windows/security/identity-protection/passkeys/?tabs=intune
https://learn.microsoft.com/en-us/windows/security/identity-protection/passkeys/?tabs=intune
https://www.samuraj-cz.com/clanek/fido-passkeys-cast-1-pristupove-klice-pro-autentizaci/
https://www.samuraj-cz.com/clanek/fido-passkeys-cast-1-pristupove-klice-pro-autentizaci/
https://www.samuraj-cz.com/clanek/fido-passkeys-cast-1-pristupove-klice-pro-autentizaci/
https://www.samuraj-cz.com/clanek/fido-passkeys-cast-1-pristupove-klice-pro-autentizaci/
https://www.kpcs.cz/kontakt/
https://www.kpcs.cz/kontakt/

Dotazy a diskuse

@ Petr Vik
Microsoft MVP

Microsoft®
Most Valuable

gzt Microsoft 365 Enterprise Security Architect @ KPCS CZ

QKPCS  vIk@kpcs.cz



mailto:vlk@kpcs.cz

Ze nevite, jak to vlastné v organizaci mate s MFA?
Nechte si overit skutecny stav nastaveni nasimi experty.

O

Definujte priority bezpecnosti: Zero Trust Workshop by KPCS
Overte si realitu IT prostredi: Security Risk Assessment by KPCS
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