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Old sins

No only 2025 —unfortunately ®
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Encryption

In 42.9% of infrastructures I’ve assessed, endpoint drives aren’t
encrypted.

Yes — no BitLocker, even in environments with roaming laptops, remote
workers, and sensitive data.

| still hear it from admins:
“We’re not using BitLocker.”
“Never really needed it.”
“It’s just a laptop.”

Horizon Secured research



Strong security technologies — only somewhere
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Storm-0501

B

Achieved domain
admin privileges;
targeted devices not
onboarded to
Defender

Tenant 1

Attempts to sign in

to Entra ID using a

Global Admin user
were blocked by

conditional access
and MFA

On-premises

B

Performed DCSync
attack to extract
credentials.

|
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Moved laterally
using Evil-WinRM,
leveraging
compromised Entra
Connect Sync server

Reconnaissance
using AzureHound
to enumerate users,
roles, and Azure
resources
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Compromised a
second Entra
Connect server.
Repeat
reconnaissance
process

I
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Traversed Active
Directory domains

Tenant 2

torm-0501’s evolving techniques lead to cloud-based ransomware | Microsoft Security Blo
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Accessed Azure
portal as a Global
Admin account

Moved laterally until
they found a hybrid
joined device to
satisfy conditional
access

|
&3

Identified a non-
human synced
identity with Global
Admin role. Reset
password, assign
MFA
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Vulnerabilities

* Inthe first half of 2025, 23,667 CVEs were
disclosed, representing a significant increase
compared to 2024.

* Attackers actively exploited 161 of these
vulnerabilities, with 42% having publicly
available exploit code.

* Critical servers must have AV, nice to have -
EDR, strong hardening

https://www.recordedfuture.com/research/h1-2025-malware-and-vulnerability-trends
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ShadowlT, ShadowAl

The State of Shadow Al - Trends, Insights & Statistics | UpGuard

Il UpGuard

increasing within workplaces. Organisations are aware ot the threat, but the
traditional security playbook is proving inadequate, leaving leaders uncertain
about how to address the problem.

Our definitive report built on survey responses from 500 security leaders and 1,000 employees across the globe, reveals the
human nature driving this invisible, systemic threat:

— Usage is widespread: 81% of employees and 88% of security leaders report using unapproved Al tools, indicating that
the issue is systemic across the enterprise.

— Blocking fails: 45% of workers find workarounds to access blocked applications, showing that the restriction only
compromises visibility.

— Knowledge increases risk: Even with 40% of employees recalling Al training, 40% still use unapproved tools on a daily
basis. Our study found that training fails to prevent high-frequency risks and may instead be fueling overconfidence in
Al, leading to an increase in employees sidestepping controls.

— Trustis eroding: 24% of employees trust Al tools more than their managers or colleagues, indicating a shift in trust from
human relationships to technology.

Our data highlights the necessity for a new approach focused on visibility, strategic guardrails, and user empowerment.
Read the report to understand why your current security playbook is failing and what strategic imperatives must guide your
shift.
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Incident / Metric

Global number of loT devices

BadBox 2.0 botnet - infected
devices

BadBox 2.0 attack types

Matrix botnet - scale

Raptor Train botnet -
compromised devices

Mars Hydro exposure incident

Roku account compromises

Overall loT risk trend

Description / Outcome

~18 billion connected loT devices
worldwide

Over 10,000,000 loT devices
(smart TVs, projectors,
infotainment systems, etc.)

Click fraud, account hijacking,
residential proxy services, DDoS
attacks

Global botnet composed of
compromised loT devices

More than 200,000 devices
worldwide

Exposure of 2.7 billion loT-related
records due to misconfiguration

576,000 compromised user
accounts (second incident)

loT devices increasingly targeted
due to weak security controls

https://asimily.com/blog/the-top-internet-of-things-iot-cybersecurity-breaches-in-2025/

Notes / Source

Estimated number of loT devices in
operation

Largest known loT botnet identified
in July

Broad impact on network
performance and online services

Exploited known vulnerabilities
(Mirai-based) to launch DDoS
attacks

Historical incident included for loT
threat landscape context

Demonstrates systemic
weaknesses in loT data security
Highlights growing attacks against
consumer loT ecosystems

Threats continue to escalate as loT
adoption expands
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Passwords




Leaked passwords, duplica

16 Billion Passwords Leaked: A Wake-Up Call for Every
Business

Posted on 01-07-2025

Apple. Google. Facebook. 16 billion credentials.

That’s not a typo, it's the staggering scale of what cybersecurity researchers are calling one of the largest
data breaches in history. If you're reading this, chances are your credentials, or those of your customers, may
already be circulating across the dark web.

But here’s the truth:
This story isn't just about Big Tech. It's a wake-up call for every organization, regardless of size or industry.

And while headlines focus on what's already been lost, this blog is about what you can still protect, and how
to build systems that stop attacks before they happen.

What Happened? The 16-Billion-Record Leak, Explained

According to cybersecurity reports from Forbes and Entrepreneur, researchers uncovered a 121 GB database
on a dark web forum containing more than 16 billion unique credentials. These include passwords for Gmail,
Facebook, Apple accounts, and other critical platforms.

What's even more alarming?
Many of the leaked credentials are valid and in use today, exposing businesses to:

+ Credential-stuffing attacks

+ Unauthorized system access

« Compliance violations

« Reputational damage
This wasn't just a single breach, it was an aggregation of thousands of data leaks, some recent, some historic,
stitched together into one massive vulnerability.

16 Billion Passwords Leaked: A Wake-Up
Call for Every Business - VigiTrust
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Passwords
Interesting
examples
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spray




Home > Chinese threat actor Storm-0%40 uses credentials from password spray attacks from a covert network

Storm : Cctober 31, 2024 3 min read

Chinese threat actor Storm-
0940 uses credentials from
password spray attacks from a

covert network

By Microsoft Threat |ntelligence

Listen to this post
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https://www.microsoft.com/en-us/security/blog/2024/10/31/chinese-threat-actor-storm-0940-uses-credentials-from-password-spray-attacks-from-a-covert-networ|
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INNOVATION > CYBERSECURITY

Microsoft Password Spray And Pray Attack Targets

Accounts Without 2IFA

By Davey Winder, Senior Contributor. @ Davey Win... ~

Published Feb 25, 2025, 06:18am EST, Updated Feb 26, 2025, 10:2Cpm EST

https://www.forbes.com/sites/daveywinder/2025/02/25/microsoft-password-spray-and-pray-attack-targets-

accounts-without-2fa/?utm_source=chatgpt.com

https://www.portnox.com/blog/cyber-attacks/spray-and-pray-botnet-takes-aim-at-microsoft-365/

DIVE BRIEF

Attackers wield password-spray
attacks to zero-in on targets,
research finds

The highly effective brute-force attack method requires little
effort, Trellix said. Organizations with weak password policies or no
MFA are especially at risk.

https://www. cybersecund/dlve .com/news/password-spray-attacks-targeted/733460/?utm_source=chatgpt.com

Published Nov. 20, 2



MFA?

* Attacker know what is the
correct password!

* Probably MFA is not
everywhere — consider RD
gateway, VPN, onprem AD,
Citrix, ERP systems

of passwords
are duplicates




Passwordless

— Invincible?




Strong
authentication
— phishing
resistant
authentication
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What is Phishing-Resistant MFA?

Phishing-resistant multi-factor authentication (MFA) refers to an authentication process
that is immune to attackers intercepting or even tricking users into revealing access

information. Phishing-resistant MFA requires that each party provide evidence of their
said identity, as well as communicate their intention to initiate authentication via
deliberate action.

Phishing

Back to Glossary

resistant —
Wea kn eSS? Phishing-Resistant MFA Definition

Phishing-resistant MFA is multi-factor authentication (MFA) that is immune from attempts to compromise or subvert the authentication process,
commonly achieved through phishing attacks, which includes but is not limited to spear phishing, brute force attacks, man-in-the-middle attacks,
replay attacks and credential stuffing. Phishing resistance within an authentication mechanism is achieved by not only requiring that each party
provide proof of their identity but also intent through deliberate action. Passwords, SMS and other One-Time Passwords (OTP), security questions
and even push notifications, contrary to popular belief, are not considered phishing resistant mechanisms as they are all susceptible to some or all of
the attacks previously listed. Nonetheless, MFA can be phishing-resistant via a FIDO authenticator for example, and also provide a smooth user
experience. According to Forrester, about 80 percent of data breaches are related to compromised privileged credentials.

We can break out the terms Phishing and Multi-Factor Authentication to better understand how they work together to support overall phishing-
resistant MFA. Learn more about Phishing.



& Back

Follow these steps on your comp
mobile device /

Scan the symbol with your phone's camera or go tor

netflix.com/tv8
Enter sign-in code:
2261 -49

Sign in to Netflix. Your TV will be ready to watch!

Do you know common examples?



https://trickbd.com/tricks/813565
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Device code flow attack

Reference: https://jeffreyappel.nl/wp-content/uploads/2025/02/Device-Phishing-Flow-MS-1.jpg



As threats evolve, Microsoft might update these policies to use new features, functionality, or improve their

effectiveness

Block all high risk agents from accessing all resources (Preview)

Block legacy authentication

Block device code flow

Multifactor authentication for admins accessing Microsoft Admin portals
Multifactor authentication for all users

Multifactor authentication for per-user multifactor authentication users

Multifactor authentication and reauthentication for risky sign-ins

2025 —tenant wide

policies rollout
from MS
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Vieobecna zdravotni pojistovna CR

Diilezité: Platba nebyla uspéSna
Vazeny zakazniku,

Béhem pokusu o zpracovani Vasi posledni platby jsme narazili na problém. Vase platebni
metoda byla odmitnuta nasim systémem.

Aktualizujte prosim své platebni tidaje, abychom mohli pokrac¢ovat v poskytovani sluzeb bez

preruseni.
Aktualizovat platebni udaje

Upozornéni: Ujistéte se, ze Vase bankovni tidaje jsou aktuélni a spravné. V opaéném piipadé
muze dojit k dalsimu zpozdéni plateb.

S pozdravem,
Vieobecna zdravotni pojistovna CR

© 2025 Vieobecna zdravotni pojistovna Ceské republiky — www.vzp.cz
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Upominka: Neuhrazend dan za rok 2024 — vyzva k Ghradé do 5 dna

’ @) | € Odpovédét | & Odpovédétviem | —> Preposlat | | «=-

Finanéni Sprava <info@financni-zprava.cz> .
Komu st 18.06.2025 9:42

Vazeny poplatniku,
evidujeme u Vas neuhrazenou danovou povinnost za zdanovaci obdobi roku 2024 ve vysi 720 KC.

Podle § 251 danového Fadu jste povinen/povinna provést Ghradu nejpozdéji do 5 pracovnich dnii od doruéeni této vyzvy. V opaéném pfipadé bude ¢astka navy3ena o
zakonny urok z prodieni.

Detaily k platbé a moZnosti Ghrady naleznete na nasledujicim odkazu:
Zobrazit detail danové povinnosti a zaplatit online

S pozdravem,

Finanéni sprava Ceské republiky

Odbor danové spravy

Tento e-mail byl generovan automaticky. Na tuto zpravu neodpovidejte.

FINANCNI SPRAVA

https://financnisprava.gov.cz/cs/financni-sprava/media-a-verejnost/tiskove-zpravy-gfr/tiskove-zpravy-2025/financni-sprava-upozornuje-na-dalsi-vlnu-podvodnych-
zpravi#:~:text=v%C3%BDzvy%20k%C2%A0%C3%BAhrad%C4%9B%20dan%C4%9B%20a%C2%A0zneu%C5%BE%C3%ADvaj%C3%AD%20jm%C3%A9n0,i%C2%A0logo%20finan%C4%8Dn%C3%AD%20spr%C3%A1vy
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NETservis s.r.o.,
Kuryr nevydal zésiku s podacim Cisien DR6878456545C, na Vasl adresu 05.8.2013, protaZe nikdo nebyl na adrese v tomto okamiiku. Prosim, pod ivejte se na informace o zésiiku |,

vytisknout a jt na postu dostévat baidek.
ntto: //waww.c X nastroje/siedovani-zasilky.oh
Pozor

Pokud je zasiu nedostall do 30 pracovnich dnll Ceské podta bude mit prévo nérokovat od$kodnéni od tebe jde o to udriet ve v 45 KE za kakdy den udriet. Zde najdete informace
0 postupu a podminkach parcely vedeni v nejblEi pobodce. Dékujeme, 2e vyuiivate nade doruéovaci sluzby. S pfanim pFijemného dne Vase Ceska posta

2013 Ceské posta Telefonicky : 840 111 244
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15:21, 2 Eve

Ceska podtas

Vade objednavka dorazila do skladu, ale
nemdze byt dorucena, protoze dodaci
adresa Jje nespravna nebo nedplina,
Potvrd'te prosim adresu prostrednictvim
odkazu$ Jinak bude objednavka vracena do
24 hodin,

(Odpovézte na otazku 1, zavrete e-mail a
znovu Je otevrete pro aktivaci odkazu,
nebo zkopirujte odkaz a otevrete jeJ v
prohlizeci Safari,)

Zasilku odesleme do jednoho dne po
potvrzeni adresy. P¥eji vam St'astny zivot!

%20vr%C3%A1cena%20do%2024%20hodin
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Mejinal tomu bylo | tentokrat v jednom pripadu na Mymbursku.

Foskozenou SGletou Zzenu koncem unora telefoniclky kontakiovalo nezname &islo, kdy se do
telefonu ozvala neznama Zena, ktera poskozenou informovala o tom, Ze si pod jg)i identitou
chtéla vzit neznama Zena na jeji osobu Over ve wysl 250 tisic korun na poboéce v Pardubicich.
Vzhledem Kk tomu, Ze toto jednani bylo podezifels, méla nasledné posSkozenol plfepojit na
pracovnika bezpednosti. Ten Odajné zjistl, Ze nékdo nahlizel do osobniho Oétu posSkozens a
pripojil k nému nové telefonni &islo a zifgjmeé tedy poskozens ukradl bankovni identitu. Aby Zena
0 své penize nepfisla, mela bankefi sdélit, jakymi bankovnimi Oéty disponuje, aby bylo mozne
finanéni prostfedky na téchto Uétech zachranit. Timto zplsobem pak podvodnik zjistil, Ze Zena
disponuje nejen viastnim bankovnim Octem, ale | Octemn firemnim, jelikoZ pracuje jako Uéetni na
jedné ze Skol na Mymbursku.

7ena se pak podle pokynd méla pfiblasit na internetové stranky, kde se méla pfihlasit ke
zminénym UEtdm a penize prevést na zabezpedeny rezervni Oet, coZ Zena ze strachu o své |
firemni penize udélala. Dle pokynl pak zadala posilat penize na ,zabezpedend Uéty" a takio
preposilala plathy ve wwisich éastkach.

Jak jg iz bohuZel v t&chto pripadech obwyklé, podvodnic wyUZivaji rizné taktiky, aby svou obét
rnejistili a wyvolall v ni pocit, Ze |sou jeji penize v nebezpedi a pak nabize|i pomoc s prevodem
na bezpeény Ucet nebo wybrani finanéni hotovosti, kierou pak poskozeni maji odevzdat
pracovnikovi banky, kiery i odveze piiimo do banky a ulozi na bezpedny Ocet.

https://policie.gov.cz/clanek/or-nymburk-zpravodajstvi-falesny-banker-opet-na-
scene.aspx#:~:text=Po%C5%A1kozenou%2056letou%20%C5%BEenu%20koncem%20%C3%BAnora,T%C3%ADmt0%20zp%C5%AFso
bem

TELEFONATY
OD POLICISTU
NEBO
FALESNYCH
BANKERU
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Novy projekt Babise:
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https://www.garaz.cz/clanek/reportaze-je-
tady-novy-podvod-jenz-se-zameruje-na-
ridice-zejmena-na-ty-kteri-jsou-v-nouzi-
nebo-neznali-21015017
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Bitte um Antwort,
Dieser Termin verursacht einen Konflikt mit einém anderen Termin in Ihrem Kalender,
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-—--Urspriinglicher Termin-----

Von: Microsoft Billing <msa-46062@billing. microsoft.com>

Gesendet: Mittwoch, 21. Mai 2025 14:00

An: Microsoft Billing ; info; Payment Resolution Team

Betreff: ! ACTION REQUIRED: Microsoft 365 Payment Failure — Expert Standing By

Zeit: Dienstag, 20. Mai 2025 02:00 bis Sonntag, 25. Mai 2025 14:00 (UTC+01:00) Amsterdam, Berlin, Bern, Rom, Stockholm, Wien.
Ort: Microsoft Billing Resolution Portal
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Vishing

Vishing v roce 2025:
Nahravky jsou minulost,

dnes leti klonovani
realnych hlasu | cdr.cz

Vishing v roce 2025: Nahravky jsou minulost,
dnes leti klonovani realnych hlasu

22.10. 2025 | Zazu | Novinky, Bezpeénost
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Al fully driven malware
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Chinese Hackers Automate Cyber-Attacks
With Al-Powered Claude Code

Kevin

You may also like

(poireault  Cannect on Linkedin

Claude Code, a Al Agents Need Security Training - Just Like
Your Employees

For the first time in history, cyber malicious actors have used Anthrop

canduct cyber-attacks

f generative Al coding assistant,

The attackers are likely Chinese
X s, said Antl
) esplonage purposes, said Anthrop:

e-sponsored hackers and deployed the campaigns for cyber
n areport published on November 13 =3

Malicious Al Agent Server Reportedly Steals
The targeted organizations included large tech companies, financial institutions, chemical Emeils

@ manufacturing companies and government agencies,

ed with minor human interver

These victims of the cyber-attacks saw their systems infilts m

Researchers Warn of Living off AT Attacks
After PoC Exploits Atlassian's Al Agent
Protocol

ropic assessed that the Al assistant, Claude Code, performed up to 80-80% of the tasks, with

Ant

only four to six criticel decision points per hacking campaign made by the hacker.

emselves.

https://www.infosecurity-magazine.com/news/chinese-
hackers-cyberattacks-ai/
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Al attacks, Al stealing
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Al and spear phishing

Cileni na konkrétni skupinové projekty

*Napf. Project ABC nebo Designers - cileni na
spolupraci.

*Phishing email:

*,Jady je novy navrh projektu ABC, pfipominky prosim
do konce dne.”

* @ Cil: Ziskani pfistupu k OneDrive / SharePoint
projektim nebo vloZeni malwaru do projektovych
souborda.

@ Co utocnik z této obrazovky zjisti:

1. Jméno odesilatele a nazev uGétu:

e Odesilatel: AdminAcc Gopas — vypada jako administrativni nebo technicky Géet (pravdépodobné
autorita v organizaci).

e To budi divéru — idedlni identita pro spear phishing.

2. Pfijemci zpravy:
e Zprava byla poslana vice lidem (ca1, ca2, ca3, ..), coZ indikuje, Ze $lo o hromadné sdéleni divérného

charakteru.

3. Obsah zpravy:
e Tajny kod k zabezpecovacce platny v prosinci 2025 je GOC238"

¢ Tohle plsobi jako citliva informace (napf. PIN, pfistupovy kod, nebo token k zafizeni / aplikaci).

4. Jméno pfijemce:
* nahradnik22@... — doéasny nebo nahradni Géet. Utoénik mlze tusit, 7e jde o méné privilegovaného

nebo méné zkuseného uzivatele — snazsi cil.

< C (& httpsi//outlook.office.com/mail/inbox/id/AAQKAGRMMDFKYWFkLThhMGQENGM4My0SMDFILTVIYmE2Mzk2Z DRiZQAQAD%2B3LttlIigNNg45eb3wo0jE%3D

Outlook Q@ search

|&
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® > B <

G0
G

= Ffile Home View

Help

. T/ Delete ~ T Archive () Report ~ < Sweep FgMoveto~ € & > v @ |’ Quicksteps ~ ) Read/Unread )~ v £ O~

~ Favorites
& Inbox 1
)> Sent ltems

? Drafts

~ nahradnik22@gop...
s Inbox 1
7 Drafts
)> Sent ltems
TE[ Deleted Items
E3 Junk Email
(7 Notes
5 Archive

P Conversation Histo...

AG

PA

Focused Other O [ = 1Tl

Yesterday

AdminAcc Gopas
Navazani nove spoluprac...  Sat 11:29 PM
Dobry den, od ledna bude probihat akv...

AdminAcc Gopas
Tajny kod k zabezpecova...  Sat 11:27 PM
Tajny kod k zabezpecovacce platny v pr...

Last week
Project ABC

You've joined the Project ...  Fri9:14 PM
Work Brilliantly Together Welcome to t.

Tajny kod k zabezpecovacce

AdminAcc Gopas
@ To: ® AdminAcc Gopas; ® automation; ® cal; ® ca2; ® ca3; ® David Gregor; +i

Tajny kod k zabezpecovacce platny v prosinci 2025 je GOC238

5 Reply % Reply all ~~ Forward



@ Jak to muze byt zneuzito Gtoc¢nikem:
[ 1. Vytvorfeni davéryhodného phishing emailu
Utocnik mize napsat:

"Ahoj, posilam ti novy kdd k zabezpecovacce, pfedchozi verze GOC238 expirovala. Novy je priloZzen v PDFE."

— UZivatel otevie PDF — dropper nebo odkaz na phishing web.

[ 2. Zneuziti nazvu ,AdminAcc Gopas”

Utoénik mize spoofnout nebo kompromitovat tcet a napsat jménem AdminAcc:

"V systému jsme zaznamenali nesprdvné pouZiti kodu GOC238, kliknete pro reset: [link]."

— Cil klikne a zada pfihlasovaci udaje — ucet kompromitovan.

[ 3. Zjisténi internich zvyklosti
Z emailu Ize odvodit:
¢ Organizace pouziva "zabezpecovacky" (mozna fyzické zafizeni nebo bezpelnostni aplikace)

e Hesla/kody jsou rozesilany e-mailem ()

e Nazev kddu méa format (napf. GOC + cislo) — Utocnik miize generovat falesné

L 4. Vytvareni falesného kontextu pro dalsi utok
Napiiklad:

"Byl vydan novy firmware k zabezpecovacce, je tfeba jej nainstalovat a zadat kéd GOC238 pro aktivaci.'
“Klikni zde pro staZeni bezpecnostniho asistenta.”

- Prilohou mize byt malware s nazvem napf. SecureUpdate_GOC238.exe
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Bitlocker ransomware

https://www.seqgrite.com/blog/bitlocker-ransomware-attack-
defense/

SERITE

How Attackers

Exploit BitLocker:
Turning Legitimate Tools
into Ransomware Weapons

Read Blog
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Detection




Where detection needs to be strengthened?

ATT&CK Matrix for Enterprise

layout: side show sub-techniques  hide sub-techniques

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection
Development Escalation Access Movement
11 techniques 8 techniques 11 techniques 17 techniques 23 techniques 14 techniques 47 techniques 17 techniques 34 techniques 9 techniques 17 techniques
Active Scanning () Acquire Access Content Cloud Account Abuse Abuse Elevation Adversary-in- Account Discovery (4 Exploitation of Adversary-in-
Injection Administration Manipulation (7 Elevation Control Mechanism () the-Middle (4 Remote the-Middle (4)
Gather Victim Host Acquire Command Control Application Window Services
Information (4 Infrastructure g Drive-by BITS Jobs Mechanism () Access Token Brute Force (4 Discovery Archive
Compromise Command and Manipulation (s Internal Collected
Gather Victim Identity Compromise Scripting Boot or Logon Access Token Credentials Browser Information Spearphishing Data (3
Information (3 Accounts (3 Exploit Public- Interpreter (13 Autostart Manipulation (s BITS Jobs from Discovery
Facing Execution (14 Password Lateral Tool Audio Capture
Gather Victim Compromise Application Container Account Build Image on Host Stores (g) Cloud Infrastructure Transfer
Network Infrastructure (g Administration Boot or Logon Manipulation (7 Discovery Automated
Information (g External Command Initialization Debugger Evasion Exploitation Remote Collection
Develop Remote Scripts (5) Boot or Logon for Credential Cloud Service Service
Gather Victim Org Capabilities (4) Services Deploy Container Autostart Delay Execution Access Dashboard Session Browser
Information (4 Cloud Execution (14) Hijacking (2 Session
Establish Hardware ESXi Application Deobfuscate/Decode Forced Cloud Service Hijacking
Phishing for Accounts () Additions Administration Integration Boot or Logon Files or Information Authentication Discovery Remote
Information (4 Command Initialization Services (g) Clipboard Data
Obtain Phishing (4 n Compromise Scripts (5 Deploy Container Forge Web Cloud Storage Object
Search Closed Capabilities (7 Exploitation for Host Software Credentials () Discovery Replication Data from
Sources () Replication Client Execution Binary Create or Direct Volume Access Through Cloud Storage
Stage Through Modify System Input Container and Removable
s://attack.mitre.org/tactics/TA0043 abilities ) Removable Input Injection Create n Process (5) Domain or Tenant n Capture (4) Resource Discovery Media Data from l

https://attack.mitre.org
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Reconnaisance

Example: AD reconnaissance — AD recon
https://github.com/sense-of-

security/ADRecon/blob/master/ADRecon.ps1
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agent.id
agent.ip

data audit. auid

data audit. command

data audit euid

data audit exe

data audit.gid

data audit.id

data.audit.pid

data.audit.session

data audit.type

data.audit.uid

dala extra_dala

dala sca check command

data sca check compliance cis
data sca check compliance cis_csc
data sca check compliance.gdpr_IV
data sca check compliance.gpg_13
data.sca.check compliance.gpg13
data.sca.check compliance.hipaa

data.sca.check. compliance.
nist_800_53

¢ata sca check compliance. pel_dss

data sca check compliance. s¢

Modules

Time «
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2023

2023

2023
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[

e

e

e

e

e

e

e

e
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14:48:29.201

14:48:29.122

14:48:29.106

14:48:29.081

14:48:29.053

14:48:29.038

14:48:29.011

14:48:29.010

14:47:45.99

14:47:45.937

14:47:45.9

2023 @ 14:47:43.281

agent.name

Windows11

Windows11

Windows11

Windows11

Windows11

Windows11

Windows11

Windows11

Windows11

Windows11

Windows11

Windows11

Index pattern wazuh-alerts-*

timestamp per 30 minutes
rule.description rule.level
Zip file created: compressed data C:\\Users\\Attacker\\Desktop\\208238785864418_BloodHound.zip created by C:\\U | 3
sers\\Attacker\\Desktop\\SharpHound.exe.
Possible Bloodhound activity detected: C:\\Users\\Attacker\\Desktop\\20236785664418_domains.json file created 7
by C:\\Users\\Attacker\\Desktop\\SharpHound.exe.
Possible Bloodhound activity detected: C:\\Users\\Attacker\\Desktop\\208238785664418_ous.)son file created by 7
C:\\Users\\Attacker\\Desktop\\SharpHound.exe.
Possible Bloodhound activity detected: C:\\Users\\Attacker\\Desktop\\20230785864418_computers.json file cre® ©f 7
d by C:\\Users\\Attacker\\Desktop\\SharpHound.exe.
Possible Bloodhound activity detected: C:\\Users\\Attacker\\Desktop\\20230785664418 _users.json file created by | 7
C:\\Users\\Attacker\\Desktop\\SharpHound.exe.
Possible Bloodhound activity detected: C:\\Users\\Attacker\\Desktop\\20238785664418_containers.json file creat | 7
ed by C:\\Users\\Attacker\\Desktop\\SharpHound.exe.
Possible Bloodhound activity detected: C:\\Users\\Attacker\\Desktop\\28238705864418_groups.json file created b | 7
y C:\\Users\\Attacker\\Desktop\\SharpHound.exe.
Possible Bloodhound activity detected: C:\\Users\\Attacker\\Desktop\\20230705064418_gpos.json file created by ¥
C:\\Users\\Attacker\\Desktop\\SharpHound.exe.
LDAP query detected by C:\\Users\\Attacker\\Desktop\\SharpHound.exe binary on host. 3
LDAP query detected by C:\\Users\\Attacker\\Desktop\\SharpHound.exe binary on host. 3
LDAP query detected by C:\\Users\\Attacker\\Desktop\\SharpHound.exe binary on host. 3
Possible Bloodhound activity: Sharphound binary executed. 7

s

rule.id

111156

111155

111155

111155

111155

111155

111155

111155

111154

111154

111154

LARREY]



Case study

example




Storm-0501

E

Achieved domain
admin privileges;
targeted devices not
onboarded to
Defender

Tenant 1

[
Attempts to sign in
to Entra ID using a

Global Admin user
were blocked by
conditional access
and MFA

>

On-premises

B

Performed DCSync
attack to extract
credentials.

|
8%

Moved laterally
using Evil-WinRM,
leveraging
compromised Entra
Connect Sync server

Reconnaissance
using AzureHound
to enumerate users,
roles, and Azure
resources

Compromised a
second Entra
Connect server.
Repeat
reconnaissance
process

I
8%

Traversed Active
Directory domains

Tenant 2

Accessed Azure
portal as a Global
Admin account

Moved laterally until
they found a hybrid
joined device to
satisfy conditional
access

|
&3

Identified a non-
human synced
identity with Global
Admin role. Reset
password, assign
MFA



Storm-0501

On-premises

Extorted victim
organization

2

Accessed Azure
portal as a Global
Admin account

On-premises
compromise

Performed cloud-
based encryption of
data and resources
they couldn't delete

Mass-deleted data
stores and backup
resources

Created a backdoor Elevated access to all

via maliciously Azure resources, and

added federated was assigned Owner
domains Azure role

Exfiltrated data from
Azure Storage
accounts

%

Exposed the data
stores to certain
addresses to prepare
for exfiltration




Important notes

More tenants, more Active Directory domains

Of the multiple compromised domains, only one domain had significant Defender for Endpoint deployment, leaving portions of the network unmonitored.
LOLBINS - systeminfo.exe, net.exe, nltest.exe, tasklist.exe, quser.exe

Remote management — Anydesk, winrm

Where is MDE? sc query sense, sc query windefend (effort to avoid detection by targeting non-onboarded systems.)

AD reconnaissance — AD recon https://github.com/sense-of-security/ADRecon/blob/master/ADRecon.ps1

Entra Connect Sync server that was not onboarded to Defender for Endpoint.

Impersonating a domain controller - This technique is often used to extract credentials without triggering traditional authentication-based alerts.

MFA and Conditional access! - they traversed between Active Directory domains and eventually moved laterally to compromise a second Entra Connect
server associated with different Entra ID tenant and Active Directory domain. Discovered non-human synced identity that was assigned with the Global
Administratorrole
Conditional access: MFA and Entra hybrid joined device:

* Attackerreset the user’s on-premises password, simply register a new MFA method under their control

* Thethreat actor had to move laterally between different devices in the network


https://github.com/sense-of-security/ADRecon/blob/master/ADRecon.ps1
https://github.com/sense-of-security/ADRecon/blob/master/ADRecon.ps1
https://github.com/sense-of-security/ADRecon/blob/master/ADRecon.ps1
https://github.com/sense-of-security/ADRecon/blob/master/ADRecon.ps1
https://github.com/sense-of-security/ADRecon/blob/master/ADRecon.ps1




Next steps

Healtchecky, konzultace, pentesty, red teaming, security tuning:
Emailem: lubomir@osmera.tech

Web: https://lubomirosmera.cz/securitytuning/
HeroHero: https://herohero.co/laudablekrxyalcmnrybe

Gopas kurzy:

GOC213 - Windows Server - hacking and pentesting Active Directory
GOC215 - Microsoft 365 - bezpecnost hybridniho prostredi

GOC238 - Microsoft Azure - hacking a penetracni testovani


mailto:lubomir@osmera.tech
https://lubomirosmera.cz/securitytuning/
https://herohero.co/laudablekrxyalcmnrybe
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