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Old sins
No only 2025 т unfortunately L



Skeleton in 
the 
wardrobe



Encryption

In 42.9%ŸŉШŔŰŉƖċƚƣƖƨĦƣƨƖĲƚШfќƻĲШċƚƚĲƚƚĲĬЯĲŰĬƓŸŔŰƣШĬƖŔƻĲƚШċƖĲŰќƣШ
encrypted.

Yes уno BitLocker , even in environments with roaming laptops, remote 
workers, and sensitive data.

I still hear it from admins:
џìĲѢƖĲЮŰŸƣЮƨƚŔŰŊЮ7ŔƣxŸĦťĲƖдѠ
џ ĲƻĲƖЮƖĲċũũǃЮŰĲĲĬĲĬЮŔƣдѠ
џfƣѢƚЮŢƨƚƣЮċЮũċƓƣŸƓдѠ

Horizon Secured research 



Strong security technologies т only somewhere

Storm-ΜΡΜΝќƚШĲƻŸũƻŔŰŊШƣĲĦőŰŔƕƨĲƚШũĲċĬШƣŸШĦũŸƨĬ-based ransomware | Microsoft Security Blog

https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
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Vulnerabilities

ÅIn the first half of 2025, 23,667 CVEswere 
disclosed, representing a significant increase 
compared to 2024.

ÅAttackers actively exploited 161 of these 
vulnerabilities , with 42% having publicly 
available exploit code .

ÅCritical servers must have AV, nice to have  - 
EDR, strong hardening

https://www.recordedfuture.com/research/h1 -2025-malware-and-vulnerability-trends
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ShadowIT, ShadowAI

The State of Shadow AI - Trends, Insights & Statistics | UpGuard

https://www.upguard.com/resources/the-state-of-shadow-ai#:~:text=Explore%20UpGuard%E2%80%99s%202025%20%E2%80%9CState%20of%20Shadow%20AI%E2%80%9D%20report,use%20is%20rising%20in%20workplaces%20and%20increasing%20risk.
https://www.upguard.com/resources/the-state-of-shadow-ai#:~:text=Explore%20UpGuard%E2%80%99s%202025%20%E2%80%9CState%20of%20Shadow%20AI%E2%80%9D%20report,use%20is%20rising%20in%20workplaces%20and%20increasing%20risk.
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Iot, OT

Incident / Metric Description / Outcome Notes / Source

Global number of IoT devices ~18 billion connected IoT devices 
worldwide

Estimated number of IoT devices in 
operation

BadBox 2.0 botnet тinfected 
devices

Over 10,000,000 IoT devices 
(smart TVs, projectors, 
infotainment systems, etc.)

Largest known IoT botnet identified 
in July

BadBox 2.0 attack types
Click fraud, account hijacking, 
residential proxy services, DDoS 
attacks

Broad impact on network 
performance and online services

Matrix botnet тscale Global botnet composed of 
compromised IoT devices

Exploited known vulnerabilities 
(Mirai-based) to launch DDoS 
attacks

Raptor Train botnet т
compromised devices

More than 200,000 devices 
worldwide

Historical incident included for IoT 
threat landscape context

Mars Hydro exposure incident Exposure of 2.7 billion IoT-related 
records due to misconfiguration

Demonstrates systemic 
weaknesses in IoT data security

Roku account compromises 576,000 compromised user 
accounts (second incident)

Highlights growing attacks against 
consumer IoT ecosystems

Overall IoT risk trend IoT devices increasingly targeted 
due to weak security controls

Threats continue to escalate as IoT 
adoption expands

https://asimily.com/blog/the -top-internet-of-things-iot-cybersecurity-breaches-in-2025/ 
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Passwords



Leaked passwords, duplicates

16 Billion Passwords Leaked: A Wake-Up 
Call for Every Business - VigiTrust
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Passwords 
interesting 
examples

sċťШŢĲĬŰŸШƜƓċƣŰĳШőĲƚũŸШƓŸũŸǏŔũŸШ
158 let starou firmu | SecurityCast 
300
Jak to opravdu bylo s heslem ke 
kamerám v Louvre? | SecurityCast 
304

https://www.youtube.com/watch?v=Mh75FzFXsy4
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Initial access 
тpassword 
spray



PASSWORD 
SPRAY 

ATTACK TO 
MICROSOFT

https://www.microsoft.com/en -us/security/blog/2024/10/31/chinese-threat-actor-storm-0940-uses-credentials-from-password-spray-attacks-from-a-covert-network/



https://www.portnox.com/blog/cyber -attacks/spray-and-pray-botnet-takes-aim-at-microsoft -365/

https://www.forbes.com/sites/daveywinder/2025/02/25/microsoft -password-spray-and-pray-attack-targets-
accounts-without-2fa/?utm_source=chatgpt.com

https://www.cybersecuritydive.com/news/password -spray-attacks-targeted/733460/?utm_source=chatgpt.com



MFA?



Passwordless 
т invincible?



Strong 
authentication 
тphishing 
resistant 
authentication



Phishing 
resistant т
weakness?



Do you know common examples?
https://trickbd.com/tricks/813565

https://trickbd.com/tricks/813565


Device code flow attack
Reference: https://jeffreyappel.nl/wp-content/uploads/2025/02/Device-Phishing-Flow-MS-1.jpg



2025 т tenant wide 
policies rollout 
from MS

https://learn.microsoft.com/en -
us/entra/identity/conditional -access/managed-
policies 
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Social 
engineering



https://www.vzp.cz/o -nas/aktuality/nova-vlna-podvodu-kybersmejdi-opet-utoci-pres-e-
maily#:~:text=%E2%80%9ETento%20podvod%20je%20velmi%20dob%C5%99e,%C5%99editel%20Odboru%20bezpe%C4%8Dnosti%20VZP%20%C4%8CR 
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https://financnisprava.gov.cz/cs/financni -sprava/media-a-verejnost/tiskove-zpravy-gfr/tiskove-zpravy-2025/financni-sprava-upozornuje-na-dalsi-vlnu-podvodnych-
zprav#:~:text=v%C3%BDzvy%20k%C2%A0%C3%BAhrad%C4%9B%20dan%C4%9B%20a%C2%A0zneu%C5%BE%C3%ADvaj%C3%AD%20jm%C3%A9no,i%C2%A0logo%20finan%C4%8Dn%C3%AD%20spr%C3%A1vy 





https://www.ceskaposta.cz/o -ceske-poste/aktualni -podvodne-e-
maily#:~:text=%C4%8Cesk%C3%A1%20po%C5%A1ta%20op%C4%9Bt%20varuje%20z%C3%A1kazn%C3%ADky,objedn%C3%A1vka
%20vr%C3%A1cena%20do%2024%20hodin 
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https://policie.gov.cz/clanek/or -nymburk-zpravodajstvi-falesny-banker-opet-na-
scene.aspx#:~:text=Po%C5%A1kozenou%2056letou%20%C5%BEenu%20koncem%20%C3%BAnora,T%C3%ADmto%20zp%C5%AFso
bem



https://publico.cz/cesko/babis -podvod-kryptomena-nova#:~:text=Pro%C4%8D%20je%20to%20d%C5%AFle%C5%BEit%C3%A9%3A%20Technologie%2C,brzy%20nemus%C3%AD%20sta%C4%8Dit%20ani%20to



PODVODNÁ ZPRÁVA NA MESSENGERU: 
јsÉfШÑ§ШÑòШéEШéf?EÖељ

https://mobilmania.zive.cz/clanky/jsi -to-ty-ve-videu-podvodne-zpravy-se-siri-v-messengeru-chteji-z-vas-vylakat-penize-na-odkazy-neklikejte/sc-3-a-
1356911/default.aspx#:~:text=,videu%3F%E2%80%9C%20nebo%C2%A0%E2%80%9EPod%C3%ADvej%2C%20co%20jsem%20na%C5%A1el%E2%80%9C 
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ridice-zejmena-na-ty-kteri-jsou-v-nouzi-
nebo-neznali-21015017
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https://medium.com/proferosec-osm/simple-rules-to-protect-against-spoofed-windows-net-phishing-attacks-

714a2e52dd3c

https://learn.microsoft.com/en-us/microsoft-

365/enterprise/urls-and-ip-address-ranges?view=o365-

worldwide 
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Vishing
Vishing v roce 2025: 
Nahrávky jsou minulost, 
dnes letí klonování 
ƖĲČũŰǄĦőШőũċƚƹШ҇ШĦĬƖЮĦǍ
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AI



AI fully driven malware

https://www.infosecurity -magazine.com/news/chinese-
hackers-cyberattacks-ai/ 

https://www.infosecurity-magazine.com/news/chinese-hackers-cyberattacks-ai/
https://www.infosecurity-magazine.com/news/chinese-hackers-cyberattacks-ai/
https://www.infosecurity-magazine.com/news/chinese-hackers-cyberattacks-ai/
https://www.infosecurity-magazine.com/news/chinese-hackers-cyberattacks-ai/
https://www.infosecurity-magazine.com/news/chinese-hackers-cyberattacks-ai/
https://www.infosecurity-magazine.com/news/chinese-hackers-cyberattacks-ai/
https://www.infosecurity-magazine.com/news/chinese-hackers-cyberattacks-ai/
https://www.infosecurity-magazine.com/news/chinese-hackers-cyberattacks-ai/
https://www.infosecurity-magazine.com/news/chinese-hackers-cyberattacks-ai/


AI attacks, AI stealing

COMPUTERWORLD 10/2025



AI and spear phishing
Cílení na konkrétní skupinové projekty
Å ċƓƘ. Project ABC nebo Designersтcílení na
spolupráci.
ÅPhishing email:
ÅўÑċĬǃЮŢĲЮnovýnávrhprojektu ABC, ƓƘŔƓŸůŖŰťǃprosím
do konce dneдџ
Å Cíl: ZískáníƓƘŖƚƣƨƓƨk OneDrive / SharePoint 
ƓƖŸŢĲťƣƹůneboƻũŸǏĲŰŖmalwaru do projektových
ƚŸƨĤŸƖƹ.





LOLBAS TREND

It takes two: The 2025 Sophos Active Adversary Report | 
SOPHOS

LOLBAS

https://www.sophos.com/en-us/blog/2025-sophos-active-adversary-report
https://www.sophos.com/en-us/blog/2025-sophos-active-adversary-report
https://lolbas-project.github.io/


Bitlocker ransomware

https://www.seqrite.com/blog/bitlocker -ransomware-attack-
defense/ 
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Detection



Where detection needs to be strengthened?

https://attack.mitre.org   


