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Intro

= Vyprsi certifikaty
o Bulvar: "... a vy uz nenabootujete."

o Retézové maily: " ... a pokud nepodlete tuto zpravu 5 pratellim, bude va3 poéita¢ hacknut."

o Realita: " ... a nic." (moc zdsadniho se nestane)

= Nepujde patchovat Secure Boot



Jak bootuje pocitac?
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Co je to ten Secure Boot?
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Co je to ten Secure Boot?

SECURE BOOT
) mader

TI!U!-TED BDGTl MEASURED BOOT

« Secure boot je bezpec€nostni feSeni, které
chrani komponenty v ramci UEFI (pfed bootem OS)

» Microsoft jesté rozeznava Trusted Boot, coz je
ochrana bootu OS

e« Secure Boot + Trusted Boot = Measured Boot

» Bootloader \EF\Microsoft\Boot\bootmgfw.efi
* OS loader \Windows\System32\winload.€fi
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A jak to zabezpeci?

= Validace kodu (signed, hash)
= Cemu véfime?
o UEFI proménnym

Platform Key (PK)

Key Exchange Keys (KEK)

OEM Owned PK Certificate

Microsoft Owned KEK Certificate

Signature Database (DB)

|

Microsoft Owned
Production and Third
Party Certificates

Forbidden Signatures
Database (DBX)

Microsoft Serviced

Timestamp Signature
Database (DBT)

|

Unused

Authorized Recovery

Signature Database
{DBR)

Unused




Priklad

= PK: Dell

PS C:\WINDOWS\system32> Get-UEFICertificate.psl

Type
Description
Index
SignatureType
OwnerGuid
CertificateSize

Issued
Expires
SerialNumber
ParseError
RawData

PK

Platform Key
1
a5cB59al-94ed-4aa7-87b5-ab155c2bf@72
70564dce-9afc-4ee3-85fc-949649d7ed5c
G929

CN=Dell Inc. Platform Key, 0=Dell Inc., L=Round Rock, 5=Te’
T

x
CN=Dell Inc. Platform Key, 0=Dell Inc., L=Round Rock, S=Texa

{48, 130, 3, 157...}

’as,

3




Priklad

= KEK: Dell, Microsoft

Type : KEK

Description : Key Exchange Key

Index : 1

SignatureType : a5c@59al-94ed-4aa7-87b5-ab155c2bf@72

DwnerGauid : 70564dce-9afc-4ee3-85fc-949649d7ed5¢

CertificateSize : 966

Subject : CN=Dell Inc. Key Exchange Key, 0=Dell Inc., L=Round Rock, S=Texas,

Issuer : CN=Dell Inc. Platform Key, 0=Dell Inc., L=Round Rock, S5=Texas, C
DASBAGOEAEAAA2A33CFO6ESA2164ABFFRD3D310D6
6/ 18:22:48 PM

SerialMumber
ParseError
RawData

Type

Description : Key Exchange Key

Index : 2

SignatureType : a5c@59al1-94ed-4aa7-87b5-ab155c2bfa72

OwnerGuid : 77ta%abd-0359-4d32-bd60-28f4e781784b

CertificateSize : 1516

Subject : CN=Microsoft Corporation KEK CA 2011, O=Microsoft Corporation, L=Redmond, S=Washington, C=US
Issuer : CN=Microsoft Corporation Third Party Marketplace Root, O=Microsoft Corporation, L=Redmond,

Thumbprint
Issued
Expires
SerialNumber
ParseError
RawData




Pr

iklad

= DB: 2x Dell, 2x Microsoft

ype
escription
ndex
ignatureType
wnerGuid

ertificateSize :
: CN=Dell Bios DB Key, 0=Dell Inc., L=Round Rock, S=TX, C=USA

: CN=Dell Bios Key Exchange Key, 0=Dell Inc., L=Round Rock, S=TX, C=USA
: F118703532B370164B6C3872C018DD6SA9FESAZD

: 8/10/2018 1:04:36 AM

: 8/10/2028 1:14:36 AM

: 1D6D9598DABA8CEEAF82ARBE9A16FE3S

ubject
SSUer
humbprint
ssued
xpires
erialNumber
arsekrror
awData

ype
escription
ndex
ignatureType
wnerGuid

ertificateSize :
: CN=Dell Bios FW Aux Authority 2018, 0=Dell Inc., L=Round Rock, S=TX, C=USA
: CN=Dell Bios Key Exchange Key, 0=Dell Inc., L=Round Rock, S=TX, C=USA

: ©94CCECB5BBAALGOBSEEA296BEA24FD7C3A3IEBOS

: 12/11/2018 10:59:23 PM

: 12/11/2028 11:09:23 PM

: 22584D1F857B55BC4CE1EGFOBDF/BEGS

ubject
ssuer
humbprint
ssued
xpires
erialNumber
arseError
awData

. {48, 130, 3, 179...}

: DB ype
: Signature Database

-1

: a5cB59al1-94ed-4aa7-87b5-ab155c2bfo72
: 70564dce-9afc-4ee3-85fc-949649d7e45¢

Description

936

. {48, 130, 3, 164...}

: DB

: Signature Database

2 3

: a5c@59al-94e4-4aa7-87b5-ab155c2bfe72

: 77fa%9abd-0359-4d32-bd60-2814e781784b

: 1499

: CN=Microsoft Windows Production PCA 2011, O=Microsoft Corporation, L
: CN=Microsoft Root Certificate Authority 2010, O=Microsoft Corporatio

580A6FACCAEAB66SBSEBDC1B2B3ERS/BEADAGTED

: 18/19/2011 8:41:42 PM
: 18/19/2026 8:51:42 PM
: 61877656000000000008

. {48, 130, 5, 215...}

: DB

: Signature Database

. 2

: ab5cB59al-94ed-4aa7-87b5-ab155c2bf072
: 70564dce-9atc-4ee3-85fc-949649d7e45¢

951

ParseError
RawData

: DB

: Signature Database

: 4

: a5c@5%al-94ed-4aa7-87b5-abl155c2bfe72

: 77fa%abd-0359-4d32-bd60-28f4e78f784b

: 1556

: CN=Microsoft Corporation UEFI CA 2811, O=Microsoft Corporation, L=Redmond
: CN=Microsott Corporation Third Party Marketplace Root, O=Microsott Corpo

S=Washington, C=US

: 46DEF63B5CEG1ICFEBABDE2EGE39C1019DOEDLIAR3
1 6/27/2011 11:22:45 PM

: 6/27/2026 11:32:45 PM

: 6188D3C4800000000004

(48, 130, 6, 16...}




Problem

= "Microsoft Corporation KEK CA 2011" vyprsi 24.6.2026.
o pak MS nepujde aktualizovat DB/DBX

= "Microsoft Windows Production PCA 2011" vyprsi 19.10.2026.

o pak nepujde podepsat zadna 1st party MS Secure
Boot komponenta, hlavne bootloader (Windows Boot Manager)

= "Microsoft UEFI CA 2011" vypréi 27.6.2026.

o pak nepllijde podepsat 3™ party Secure Boot komponenty (Linux Shim, ...)
o bifurkace



Problem

= CVE-2026-21265

Secure Boot Certificate Expiration Security Feature Bypass Vulnerability | new

CVE-2026-21265
Security Vulnerability

Released: Jan 13, 2026
Assigning CNA: Microsoft
CVE.org link:
Impact: Security Feature Bypass  Max Severity: Important
Weakness:
CV55 Source: Microsoft

Vector String: CV55:3. 1/AV:L/AC:H/PR:H/UL:N/S:U/CiH/ T H/ACH/ECU/RL:O/RC: C

Metrics: CV55:3.164 /56




Co s tim?

= nasledovat MS playbook

o ..ktery rika, ze to MS nasadi

O

cale ...

Secure Boot Certificate updates:
Guidance for IT professionals and
organizations

b Applies To

Original Published Date: June 26, 2025

KB ID: 5062713

This article has guidance for:

Organizations (enterprise, small business, and education) with IT-managed Windows devices
and updates.

MNote: If you are an individual who owns a personal Windows device, please go to the
article Windows devices for home users, businesses, and schools with Microsoft-managed
updates.



Co se muze stat?

= ze to nasazeni neprobehne Uspésné
o UEFI neumi Secure Boot config update (véetsinou u KEK)
o OEM neautorizoval update MS KEK (podpisem PK)
= ztrata pristupu k PK
= nereagoval na vyzvu od MS
= OEM out of business

= "A muze se to stat i mne?"



Jak si stoji moje portfolio?

1) Mam UEFI, co nedéla problemy?
o huraza OEM

2) Doruci(il) mi MS nove certifikaty?
o musim si udeélat inventuru



Inventura

= Event Log — System - "TPM-WMI" - id 1801 a 1808
= Registry
o HKLMASYSTEM\CurrentControlSet\Control\SecureBoot "AvailableUpdates"
= ridici prvek skrze bitmask (dword)
= 0 (nebo nepritomnost) -> nic se nedegje
= nenulové ciselné hodnoty -> néco se déje
o \Servicing "UEFICA2023Status”
= lidsky srozumitelny string NotStarted/InProgress/Updated
= tamtez "UEFICA2023Error" - detail pripadné chyby
= tamtéz "WindowsUEFICA2023Capable" - pry nepouzivat



A co dal?

= 3 cesty nasazeni
o hands off
1) MS doruci diky "high confidence bucket"
2) MS doruci diky "controlled feature rollout”
o hands on
3) orchestruju sam

= ProCc ne OEM?



1) "high confidence bucket"”

= Default
o "HighConfidenceOptOut" na 1

= bucket podle variant hw/sw

= postupné nasazovani a sledovani skrze diagnostic data (cizi),
pokud uspech, nasazujeme pro cely bucket v ramci CU

= nepruhledné



2) "controlled feature rollout”

= "MicrosoftUpdateManagedOptin" na 1
= musim mit zapnuta diagnostic data

= nenijasny rozdil od "high confidence bucket"
o Zrejmé bude dochazet k aplikaci dynamictéji i mimo CU

= nepruhledné



3) udelej si sam
= "AvailableUpdates" - "0" -> "0x5944"

= Scheduled task " \Microsoft\Windows\P\Secure-Boot-Update"
o Startuje co 12 hodin

(Y Secure-Boot-Update  Run.. At system startup - After triggered, repeat every 12:00:00 indefinitely.



3) udelej si sam

1)

2)

3)

reg add
HKLM\SYSTEM\CurrentControlSet\Control\SecureBoot /t REG DW
ORD /v AvailableUpdates /d 0x5944 /f

schtasks /run /tn "Secure-Boot-Update"”

shutdown /r /t O




3) udelej si sam

“Y  Filtered: Log: System; Source: Microsoft-Windows-TPM-WMI. Number of events: 80

Level

Warning

@ Information
@ Information
@ Information
(i) Information
@ Information
G Error

® Information
@ Information

Date and Tir?ue

1/15/2026 9:40:16 PM
1/15/2026 9:40:16 PM
1/15/2026 9:40:15 PM
1/15/2026 9:40:14 PM
1/15/2026 9:40:14 PM
1/15/2026 8:52:31 PM
1/15/2026 8:52:30 PM
1/15/2026 8:48:00 PM
1/15/2026 8:47:59 PM

Source

TPM-WMI
TPM-WMI
TPM-WhI
TPM-WMI
TPM-WMI
TPM-WMI
TPM-WMI
TPM-WMI
TPM-WMI

Event..

1043
1045
1044
1036
1034
1801
1025
1282

Task Category

Mone
MNone
MNone
MNone
MNone
Mone
Mone
Mone

Event 1800, TPM-WMI

General Detaile

A reboot is required before installing the Secure Boot update. Reason: Boot Manager (2023)




3) udelej si sam

Type
Description
Index

CN=Dell Inc. Platform K ell Inc
ABFF8D3D3

SerialNumber
ParseError

Key Exchange Key
pi
a5c@59al-94e4-4aa7-87b5-ab155c2bf072

p11, O=Microsoft Corporation, L=Redmond, S=Washington, C=US
oration Third Party Marketplace Root, O=Microsoft Corporation, L=Redmond,
ashington, C=US

es
SerialNumber
ParseError

Key Exchange Key

3

a5c@59a1-94ed-4aa7-87b5-ab155c2bf072
J7fa%abd-8359-4d32-bd60-28f4e781f784b

oft Corporation, C
ysoft Corporation, C

ParseError
RawData




3) udelej si sam

ype : DB
J)escription : Signature Database

a5c@59al1-94e4-4aa7-87b5-ab155¢2bf072
77fa%abd-08359-4d32-bd6@-2814e781784b

cription
Index : 6
SignatureType : a5cP@59al-94ed-4aa7-87b5-abl155c2bfa72
" 77fa%ab 9-4d32-bc 8f784b
ificateSize : 1459

alNumber
ParseError

cription : Database
Index :
SignatureType : p59al1-94e4-4aa7-87b5-ab155¢c2bf072
: P359-4d32-bd60-28f4e781784b
tificateSize
; oft UEFI

bBF36899F1575C

soft Corporation, L=Redmond,

oration, C=US

=Washington, C=US




3) udelej si sam

1)

2)

3)
4)

reg add
HKLM\SYSTEM\CurrentControlSet\Control\SecureBoot /t REG DW

ORD /v AvailableUpdates /d 0x5944 /f

schtasks /run /tn "Secure-Boot-Update”
o 0x5944 -> 0x4100

shutdown /r /t O
schtasks /run /tn "Secure-Boot-Update”



3) udelej si sam

Event 1799, TPM-WMI

General Details

Boot Manager signed with Windows UEFI CA 2023 was installed successfully

Log Name: System
Source: TPM-WMI Logged: 1/15/2026 10:07:04 PM
Event ID: 1799 Task Category: None

Level: Information Keywords:



3) udelej si sam

General Digital Signatures  Security  Details  Previous Versions

Embedde _
] d

Digital Signature Details ?
MName ¢
Microsq ~General—sa— *
n  Certificate
1 General petails Certification Path
.|
-1 Certificate Information
This certificate is intended for the following purpose(s):
_ = Ensures software came from software publisher
Catalog Si = Protects software from alteration after publication
MName g
Micrasa
Microsa
Microsa |
Microsg
Issued to: Microsoft Windows

Issued by: Windows UEFI CA 2023

Valid from 5/13/2025 to 5/15/2026

Install Certificate... Issuer Statement




3) udelej si sam

Name

ab|(Default)

ab|BucketHash
ab|Confidencelevel
2b|UEFICA2023Status
,?!'_{IWindnwsUEFICAEDEECapabIe

Type Data

REG S7 (value not set)

REG_SZ abfc8dc52656bddechb911c4bdaf848771b172b7d0ba5d8f33dcb3f06943c97ad
REG_S7

REG_S7Z Updated

REG_DWORD 0x00000002 (2)




3) udelej si sam

1) reg add
HKLM\SYSTEM\CurrentControlSet\Control\SecureBoot /t REG DW
ORD /v AvailableUpdates /d 0x5944 /f

2) schtasks /run /tn "Secure-Boot-Update”
o 0x5944 -> 0x4100

3) shutdown /r/t 0

4) schtasks /run /tn "Secure-Boot-Update”
o 0x4100 -> 0x4000

5) party



3) udelej si sam - device mgmt nastroje

= GPO: Computer Configuration->Administrative Templates-
>Windows Components->Secure Boot

= Secure Boot CLI: WinCsFlags.exe (/query | /apply)

= |ntune: settings catalog "Secure Boot"
= (0x82B00006 rejected by licensing

= Pro (vCetné Pro ->Enterprise)



3) udelej si sam - device mgmt nastroje

= GPO: Computer = © a T Tymplates-
>Windows Com Known Issues

[ | Sec u re Boot C LI : Microsoft Intune Error Code 65000 on Pro editions of Windows .
" |ntune: settings « ™™

Secure Boot configuration settings deployed through Microsoft Intune

[ | OX82 BOOOO6 Mobile Device Management (MDM) are currently blocked on Pro

editions of Windows 10 and Windows 11.
= Pro (vCetne

= Attempts to apply these policies result in Microsoft Intune Error
Code 65000.

= Event logs might
record POLICYMAMNAGER_E_AREAPOLICY_MNOTAPPLICABLEINEDITION,
indicating the feature is unavailable on this edition.

Waorkaround

The issue is under investigation, and additional information will be
shared as soon as it becomes available.



3) udelej si sam

System Number of events: 12,755 (!) New events available

Level Date and Time Source Event.. Task Category
@ Information 1/15/2026 10:42:22 PM TPM-WMI 1808 None

Event 1808, TPM-WMI

General Details

This device has updated Secure Boot CA/keys. This device signature information is included here.

DeviceAttributes: FirmwareManufacturer:Dell Inc.;FirmwareVersion: 1.47.0;0EMManufacturerName:Dell Inc.;OEMModelSKU:0A42;0SArchitecture:amd64;
Bucketld: abfc8dc52656bdd6cb911c4bd8f848771b172b7d0ba5d8f33dcb3f06943c97ad

BucketConfidencelevel:

UpdateType: Windows UEFI CA 2023 (DB), Option ROM CA 2023 (DB), 3P UEFI CA 2023 (DB), KEK 2023, Boot Manager (2023)

For more information, please see hitps://go.microsoft.com/fwlink/?linkid=2301018.

LogName:  System

Source: TPM-WMI Logged: 1/15/2026 10:42:22 PM
Event ID: 1808 Task Category: None
Level: Information Keywords:

= hura, jJdeme domu



A co kdyz ...?

= Reinstaluju OS
= Resetuju UEF

= Vypnu a zapnu Secure Boot




A co kdyz ...?

= Reinstaluju OS
o OK.V UEFI mam staré i nové certifikaty.



SignatureType
OwnerGuid

. Thumbprint
n R t Issued

e I nS 'Expires
SerialNumber
ParseError

Expires
SerialNumber
ParseError
RawData

CertificateSize :
: CN=Microsoft Corporation UEFI CA 2011, O=Microsoft Corporation, L=Redmond, S=Washington, C=US
: CN=Microsoft Corporation Third Party Marketplace Root, O=Microsoft Corporation, L=Redmond,

: DB

: Signature Database

: 4

: a5c@59al-94ed-4aa7-87b5-ab155c2bf072
: 77fa%abd-0359-4d32-bd60-28f4e781784b

1556

S=Washington, C=US

: 46DEF63B5CE61CFB8BAGDEZES6639C1019DOEDLAF3
1 6/27/2011 11:22:45 PM

: 6/27/2026 11:32:45 PM

: 6108D3C4000000000004

. {48, 130, 6, 16...}

: DB
: Signature Database

5

: a5c@59al-94ed-4aa7-87b5-ab155c2bf@72

: 77ta%9abd-0359-4d32-bd60-2814e78f784b

: 1454

: CN=Windows UEFI CA 2823, 0O=Microsoft Corporation, C=US
: CN=Microsoft Root Certificate Authority 2018, O=Microsoft Corporation, L=Redmond, S=Washington, C=US
: ASABFA32604773C82433C3B7D59E7466B3ACOCET
1 6/13/2023 8:58:29 PM

: 6/13/2035 9:08:29 PM

: 330080001A888B9800562284(C100000000001A

. {48, 130, 5, 170...}

: DB

: Signature Database

: 6

: a5c@59al-94ed-4aa7-87b5-ab155c2bf@72

: 77ta%abd-8359-4d32-bd60-28F4e781784b

: 1459

: CN=Microsoft Option ROM UEFI CA 2023, O=Microsoft Corporation, C=US
: CN=Microsoft RSA Devices Root CA 2021, O=Microsoft Corporation, C=US
: 3FB39E2B8BD183BFOEAS94E72183CA6BAFCDAZTY

: 18/26/2023 9:02:20 PM

: 10/26/2038 9:12:20 PM

: 3300000017B3ECADSFO1E27085000000000017

. {48, 130, 5, 175...}




A co kdyz ...?

= Resetuju UEFI/vypnu a zapnu Secure Boot

o Problem. OEM specific
o Paralelni _default proménné (napr. DB_default)
= UEFI managed (OS do nich nesaha, narozdil od tech ,aktivinich”)

= MS detekuje stav a pokud chybi 2023 cert, do boot
order pridava recovery bootloader SecureBootRecovery.efi
= Automaticky pri failu bootmgfw.efi aplikuje "Windows UEFI CA 2023" do DB



Bonus

= BlackLotus bootkit

chyba v bootloaderech (Windows Boot Manager) -> bypass Secure Boot
CVE-2022-21894, CVE-2023-24932, castecny fix 01/2022
zneuziti skrze downgrade

O

O

O

dbx nema kapacitu na hash revokaci

update na 2023 cert

revokace "Microsoft Windows Production PCA 2011" (dbx)
zavedeni Secure Version Number pro WBM a zapis do UEFI
"AvailableUpdates" +"Secure-Boot-Update"+reboot

prestane fungovat cokoli, co neumi 2023
= bootovaci media (PXE boot, ISO, USB, ...)

SDBXSVN=([Regex]::Matches((((Get-SecureBootUEF| dbx).Bytes 1% {{0:x2}' -f $_}) -join
",'01612b139dd5598843ab1c185c3cb2eh92...........")). Value | sort | select -last 1; if (SDBXSVN.Count) { 'SVN {0}.{1} -f

[int]::Parse(SDBXSVN.Substring(36,4), [M@p@m&wﬂm ‘HexNumber),
[int]::Parse(SDBEXSVN.Substring(40.4).[System.Globalization.NumberStyles]::HexNumber) } else { 'No SVN.'}



Zaver

Muzu nic nedélat a (asi) dobre to dopadne
Mel bych mit prehled, jak to u nas MS jde
V senzitivnim prostredi chci nasazeni ridit

Kdyz uz to mam v ruce, muzu zkusit mitigaci BlackLotus



Q&A
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