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MCUze se to stat i vam... -

Nemocnice Benesov OKD Fakultni nemocnice Brno  Psychiatricka nemocnice
prosinec 2019 prosinec 2019 brezen 2020 Kosmonosy
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MUize se to stativam... -

Mestsky urad Prahy 3 Povodi Vitavy eD system subreg
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MUize se to stativam... -

Garmin Software AG Canon Xerox
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MUize se to stativam... -

tha Microsoft Cisco Reditelstvi silnic a dalnic
brezen 2022 brezen 2022 srpen 2022 kveten 2022
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Aby se vam to nestalo... -

Spravné nastavené a spravované Microsoft 365
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Kancelar Sit ldentita

Rlzna rizika a vektory utoku vyzaduji rizné metody obrany a protittoku
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/nate kontext svého prostredi?

= [icence Microsoft 3657

= Active Directory? Azure Active Directory?

= Azure AD Connect? AD FS?

= Exchange Online? Exchange Server? Hybrid?
= Windows 107 Windows 77 Windows XP?

= System Center Configuration Manager?

= Office? Office 3657 Office Mobile?

= Aplikace? Konfigurace? Sit? VPN?

= BYOD? MFA? MDM? Antivirus? Antimalware?



Neblahé nasledky

Your computer

h as b een I OC k e d ' What Happened to My Computer?

Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Your p has been locked due to picion of illegal

loading and distributi {
Mentioned illegal content (414 Mb of video files) was automatically
classified as child pornographic materials. Such actions, in whole or in
part, violate following U.S. Federal Laws:

HOW TO UNLOCK YOUR COMPUTER:

Take your cash to one of this

\

B 5 z |

retail locations: \ Payment will be raised on
\

wamart>: KK B8 [7]

CVS pharmacy Wi

Can I Recover My Files?

51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

time
E@ 'pt some of your files for free. Try now by clicking <Decrypt>.
- | N | [ Search Sample Pictures £ | itto decrypt all your files, you need to pay.
3 days to submit the payment. After that the price will be doubled.

@vv| . » Libraries » Pictures » Sample Pictures

Any individual who violates, or attempts to violate, or conspires to Organize Share with + Slide show New folder = v [ @ [n'tpayin7days, youwon'tbe able to recover your files forever.
violate mentioned laws shall be dtoa y term of free events for users who are so poor that they couldn’t pay in 6 months.
imprisonment from 4 to 30 years and shall be fined up to $250,000. X Favorites PiCtU res | |b ra ry Abxange by: " Folder

Technical details: Bl Desktop Sample Pictures ; Pay?

Involved IP address:

g Downloads cepted in Bitcoin only. For more information, click <About bitcoin>.

Involved host name: . aa 8 Za oy R .
Source or intermediary sites: ] Recent Places L L L L the current price of Bitcoin and buy some bitcoins. For more information,
buy bitcoins>,
i SUSP'C";’“:;:IZS:"S':GYC‘“’ %’L‘P‘ner o e,t‘{ a"f"‘"““’;:’ a SP:Ct'a‘ ~~p torrect amount to the address specified in this window.
server and s used as evidences. Don't try to corrupt any data or 4 Libraries 0 3 ; e Caq.
unblock your account in an unauthorized way. S ment, click <Check Payment>. Best time to check: 9:00am - 11:00am
=/ (1) Pictures i = A S
Your case can be classified as occasionaliunmotivated, according to title 5| Documents Chrysanthemum.  Desertjpg!__pro | desktop.inil__pr | Hydrangeasjpg!.  Jellyfish.jpg!__pr F :
17(U.S Coﬁe) § 512. Thus it may be culosed without prosecution. Your J” s ipgl_prosschiff sschiff@gmail.co | osschiff@gmail.c | _ prosschiff@gm  osschiff@gmail.c Send $300 worth of bitcoin to this address
computer will be unblocked automatically —— @gmail.com_.cry m_.crypt om_.crypt ail.com_.crypt om_.crypt 129YDP ZoNvMaw5 1907 AABISIrGSM
In order to resolve the situation in an above-mentioned way you i Richses pt gwue ymigw P 18} w
should pay a fine of $300. Videos
Permanent lock on +& Homegroup
1% Computer L - - | -
Koala,jpg!__pros  Lighthouse.jpg!__ Penguins,jpg!__  Tulips.jpg!__pros
P schiff@gmail.co _prosschiff@gma  prosschiff@gmail schiff@gmail.co
M Network m_.crypt il.com_.crypt .com_.crypt m_.crypt

9 items State: 28 Shared




ACTIVE DIRECTORY

AD: UNDERSTAND AND PROTECT AT ALL COST



Active Directory

Saw something outside ADUC?
Windows Server without patches
Without Password quality
Without Password protection
NTLM everywhere

Object Permissions

Everybody is Local Administrator
Tiering without PAW

Central IT Team

_—
!.'f- Enterprise Administrators

Domain Administrators
Y
Schema Administrators

Forest Root Domain \

Div 1 IT Team

P2 Domain

Administrators

Div 2 IT Team

Darmain
Administrators

Div 3 IT Team

Domain
Administrators

Division 3

A\




AZURE ACTIVE DIRECTORY CONNECT

AAD CONNECT: PATCH AND SETUP CORRECTLY



Azure Active Directory Connect

Simple Password

Global Administrator Credentials
Setup without MFA

Fverybody is Local Administrator
Password Secrets

Database behind

Permissions inside Active Directory
Vulnerable Versions

& Microsoft Azure Active Directory Connect

Sy
C ct Dire:
Azure AD sig
Domain/OU Filtering
llllll fying u
Filtering
Optional Features
Configur

User sign-in
Select the Sign On method.

® Password Hash Synchronization 0
() Pass-through authentication 0

() Federation with AD FS 0

O Federation with PingFederate @
O Do not configure @

Select this option to enable single sign-on for your corporate desktop users:

[ Enable single sign-on @




ACTIVE DIRECTORY FEDERATION SERVICES (AD FS)

AD FS: THROW AWAY IF YOU CAN



Active Directory Federation Services

= Only Password Authentication
= No Branding

Contoso Corp.

Sign in with your organizational account

:‘ neone@example.cor

= No Updates

= Fverybody is Local Administrator
= Database behind

= SAML Attacks
= SolarWinds / Golden SAML

= Federation Attacks
= No Extranet / Smart Lockout



EXCHANGE HYBRID

EXCHANGE: CONSIDER, PATCH, PATCH AND PATCH



Fxchange Hybrio

= [ egacy Authentication
= Password Authentication

| | Windows Security .
= Published directly to Internet Microsoft Outlook
= Not regularly patchead Connecting to iy
= \Windows Server
= NET
= Exchange :
= ProxyShell

[[] Remember my credentials

= ProxyLogon



POWERSHELL

PS: DO NOT BE TOO LAZY



PowerShell

= Service Accounts with Global Administrator permissions

= Service Accounts with simple password
= Administrators without MFA PowerShell Credential Requestiih {§.

= Credentials stored in plain text




OFFICE

WHO NEED MACROS?



Of
= Missing Updates
= Legacy Components

ce

= Macros from Internet

= Adobe Reader

Missing Updates
Scripting Allowed

ﬂ'i Q 57 O ~  2018-08-08-downloaded-Word-doc-with-macro-for-E... ? k3 — O
HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW
o — . ) :
Calibri 1 + =i NS €2 03
| ] =- - As a
B I U-a X, X' R = I=. "4
Paste N " . Styles  Editing
M W-A- A A A G- -8 - -
Clipboard s Font P Paragraph fe  Styles T

| SECURITY WARNING Macros have been disabled. ~ Enable Content

o

] Office365

You are attempting to open a file that was created in an earlier version of Microsoft Office.

If the file opens in Protected View, click Enable Editing, and then click Enable Content.

X

AR



WINDOWS

BUT YOU RUN ON MAC NOW?



Windows

= User as Local Administrator

= Missing Updates
= MECM / WSUS

= Unsupported Versions

= AV Signatures & AV Platform

= No lamper Protection

= Autorun /ISO / HTA / HTML

= Tamper Protection / Cloud Protection
= | am Mac or waiting for next Android




MICROSOFT 365

DO YOU SEE THIS CONSOLE?



Microsoft 365

» |egacy Auth Everywhere

= Without SPF / DKIM / DMARC protection
= Compromised # Password Change

= OAuth Consent

= SPN Enterprise Apps

= Audit Log versus Standard
= Password Expiration

= (uests

» Delegated Admin Rights

= AntiPhishing Policy

= Transport Rules

= Content Attachment Filter

Alerts

J_, Export 1 Week Manage alerts

Filters: Status: New +1 X

Alert name

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Phish delivered due to an ETR override

Tags

Severity

Informat?

Informat:

Informat:

Informat

Informat;

Informat

Informat

Informat

Informat

Informat?

ona

ona

ona

ona

ona

ona

ana

ony

Status

® New

® New

® New

* New

® Hew

® New

® New

® New

® New

® New

Category

Threat management

Threat management

Threat management

Threat mana gement

Threat management

Threat management

Threst management

Threat management

Threat management

Threat management

Threat management

&

Detection source



Application Consent Grants Tovsun e wouid P

=™ Microsoft

Permissions requested 1 S 0

Risky App
unverified | = f

This application is not published by Microsoft or | : i
your organization. ‘

This app would like to:
Maintain access to data you have given it access to

Read your contacts

v
Vv
v
v
v Send mail as you JU YU
I
Vv
v
v

-~

Accepting these permissions means that yo
your data as specified in their terms of service and p <y
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at

https://myapps.microsoft.com. Show details |
I

Cancel Accept b | DU SAID DO | DUR
Pl DRD! IT DIE K FOR A PASSWORL




Phishing Kits = MFA no more?

= Modlishka

= Muraena/Necrobrowser
= Evilginx2 11011

phishlet author active status hostname

@meitar available
@customsync available
@mrgretzky available
@jamescullum available
@perfectlylog... available
@AnOnuddy availak
@Anonymous available
@charlesbel available
@mrgretzky available
@AnGnuddy available
@audibleblink availsz :
@white_fi available
@customsync available
@AnONUDYY available
@white_%i available
@ANONUDLY available
@d24fu24f available
@charlesbel avail
@mikesiegel avail
@jamescullum available

fido

CERTIFIED




Zero Trust

Nikdy nevérte. Vzdy ovérte.

Zvyseni Remediace
@ "o S$A kontroly rizika
AN L™ .‘o; T .
amn ololol Povolit Omezeny Blokovat
ioloio pFistup pristup pristup

Signal Rozhodnuti Vynuceni

pro informované rozhodnuti na zakladé politiky politik napric systéemy



Kyberneticka
bezpecnost

|dentita, SSO s MFA
Aktualizace a nastaveni

Sprava mobilnich zarizeni

Attack surface reduction rules

Device protection

Possibl

34 devices at risk 90% of devices use attack surface reduction rules

Device Risk level

oo
w

tocoheni A High
M Block mode I Audit mode Il Mixed mode I OFF 145

tocohen2 Device settings by rule 6k
[
Execution of executable content (exe, dll, ps, j... 112.6k/112.6k  Office apps launching child processes N2.6k/112.6k
tocohen3 Low |
Office apps/macros creating executable content  £9.8k/1 Office apps injecting into other processes (no...  B4.4k/112.6k Detecti
tocohend A High 000
jsfvbs executing payload downloaded from In... 86.3k/112.6k  Obfuscated js/vbs/ps/macro code 73.5k/112.6k
tocohen5 A High
Win22 imports from Office macro code 89.9k/1126k  Executables that don’t meet a prevalence, age... 101.3k/T12.6k
I . | 300
tocohenb A High
Advanced ransomware protection 84.5k/1 Flag credential stealing from the Windows loc...  74.7k/112.6k
7
tocohen’ A Hig Process creation from PSExec and WMI comm... 76.7k/112.6k  Untrusted and unsigned processes that run fro...  TBk/T12.6)
tocohend A High W Biock mode M Audit mode Off
tocohend A High
View details View all devices View devices in audit mode View devices with ASR off View
Device compliance e Device malware detections e Device threat analytics
. GADOLINIU
35% noncompliant 15 unresolved malware —_—
1 Dofoil / Coi
Assess your defenses against Do/ Ce
| /1 . - ;
- Zacinlo(Det
high-profile threats Zadniot
MNoncompliant In grace pericd W Active Action failed Allowed
M Compliant Not evaluated M Not exscuted Read about the latest attack campaigns, malware outbreaks, and EternalBlue
other notable threats. Review devices with related alerts and —
devices that don't have the recommended mitigations. Emotet dist
I

See compliance issues View details View all threats



Hodnoceni
ezpecnosti

Certifikace a predpisy

Regulatorni predpisy

Informacni bezpecnost

> & 9 0 82 =’

]

Microsoft 365 compliance

Compliance Manager

Overview Your improvement actions  Solutions

Overall compliance score

Your compliance score: 65%

1254/2000 points achieved

standaeds and rogy

and your points achioved toward that complance.

Assessments  Assessment templates

Improvement actions

Nt tented Tent pasted Test Laded
332 111 110
I OveTent 3ctcn
Require data retention for all users
Automatically Apply Sensitivity Labels
Configure Intune for Mobile Device Management
Enable Customer Lockbox
Require data retention for all users
Automatically Apply Sensithvity Labels
Configure Intune for Mobile Device Management
Enable Customer Lockbax

Enable Customer Lockbax



Hodnoceni
produktivi
Vyuziti technologif
Adopce technologif

Technologie vyhodou

Content collaboration

'We measure the number of people who create, read, and collaborate (edit and share) online for this part of your score.
Online collaboration matters because when people collaborate with online files, each persen saves an average of 110

minutes, or almost 2 hours, per week. See the evidence

26% of people in your org collaborate with online Office files

When people create and read files online, they are more likely to collaborate online as well. We define content
collaboration as one person creating and sharing an Office file, and then at least one other person reading it. This data

contributes to your overall productivity score. How we calculate

Readers

Creators v

Collaborators

¥ Peer benchmark

Explore how your org collaborates

our score

v 830/1901

621/1901

5591901

Number of readers, creators, and collaborators over time

5/5 /3

B Readers W Creators [l Collaborators

33% of people who use Office create files in
OneDrive or SharePoint

Creating files in OneDrive or SharePoint means they're
backed up, available from other devices, and set up for
real-time collaboration.

OneDrive B56/1901
I

SharePoint 418190
I

Send this video to your users:
Why store files in the cloud?

20% of people shared files as an email attachment

Sharing a link to a file instead of attaching a copy in
email makes sharing more secure and allows people to
collaborate in real time

Attach physical files 380/1901
I

Link to online files 1045,/1901
Embed link in email content 1045,/1901

Send this article to your users:
Collaborate in Outlook

88% of people collaborated on 4 or more Office files

Invite people to learn about saving and sharing files in
the cloud, co-authoring in real time, and collaborating
with @mentions,

11 or more files T23/3617
I

4-10 files 2460/3617
1-3 files 325/3817
_—

No collaboration 162/3617
-

Send this video series to |

35% of
Custom
pecple
your o

Share ex

Only sha

Get an ¢
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Threat & Vulnerability
Management

©

Microsoft Defender
for Business

Elevate your security

ah
. 12 4

Attack Surface Next Generation Endpoint Detection
Reduction Protection & Response

|1 Simplified Onboarding

- and Administration IS NG LTEEREER

v

Auto Investigation
& Remediation



Threat & Vulnerability Management

A risk-based approach to mature your
vulnerability management program

/O Continuous real-time discovery
0 o
23 Context-aware prioritization

oM Built-in end-to-end remediation process

i Microsoft Defender Security Center

Threat & Vulnerability Management dashboard

Organization exposure score

Exposure score

WDATP configuration scare

Configuration Score:

Devices exposure

Severity distribution




&  Security recornmendations - M

< C o

Microsoft 365 security

x |+

https://security.microsoft.com/security-recommendations

{mt Home

W) Incidents & alerts
£ Hunting

= Action center

(& Threat analytics
© Secure score

& Learning hub

Endpoints
/O Search
L Device inventory

& Vulnerability management

Dashboard

I Recommendations
Remediation
Software inventory
Weaknesses

Event timeline

o Partners and APIs
CZ Evaluation & tutorials

& Configuration management

Email & collaboration

T3  Investigations

&8 .© Type here to search

Security recommendations

pe

Search security recommendations X

Security recommendation

Update Rarlab Winrar to version 6.0.0.0

Update Microsoft .net Framework

Block JavaScript or VBScript from launching downl
Block untrusted and unsigned processes that run f
Update Adobe Acrobat Reader Dc

Block persistence through WMI event subscription
Update Microsoft Windows 10 (OS and built-in ...
Update Videolan Vic Media Player

Uninstall Adobe Flash Player

Update Mozilla Firefox to version 85.0.2.0

Update Python

Block Office communication application from crea

O 5 @ @

05 platform

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Weaknesses

564

Related component

Rarlab Winrar

Microsoft .net Fra...

Security controls (..

Security controls (..

Adaobe Acrcbat R...

Security controls (..

Microsoft Winda...

Videolan Vic Med...

Adobe Flash Player

Mozilla Firefox

Python

Security controls (..

Threats

[

o)

@

o)

@

o)

o)

1% Choose columns

Exposed devices

9/13

9/26

20 /20

20 /20

8/9

18/18

6/16

13/13

6/9

474

Tr7

20 /20

Stat..

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Export 30 items per page

Remediation type

Software update

Software update

Configuration chan...

Configuration chan...

Software update

Configuration chan...

Software update

Software update

Software uninstall

Software update

Software update

|LE| Selected device g@ﬁ(i@__ﬂ

Remediation activities

ra

1-30o0f 411 < >

Impact™

- 20.30

- 13.68

w 13.55

» 13.55

- 13.02

1219

v 12.19

- 10.87

v 10.45

- 8.85

- 3.15

N
Ta
+94 L
+91 L
+91 L

Configuration chan... i i
@ Need help? Give feedback  [ed

cE






