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Concepts

Securing public endpoint access with Paa$S Firewall...
Exposing private access through Service Endpoints...
Building “private PaaS” via VINet Injection...
Connecting Paas$ services using Private Link...
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HQ/Datacenter

Optimized for private connectivity « Optimized public (Internet) connectivity

Extends on-premises networking into the cloud « Highly distributed, global application experience.

* Focus on scale out across the planet

Extends your existing security boundary

» Considered external to your on-premises network




Azure PaaS Firewall

Protects public endpoint multi-tenant service
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Azure PaaS Firewall

0O sqlctxpsrvO1 | Firewalls and virtual networks
SQL server @ Directory: Microsoft

K~ Search (Ctrl+f) | & Save X Discard -+ Add client P
B Overview
Activity log Qenypubl|c netm@rkgcce% (il

| fes MG )

Access control (LAM)

o Click here to create a new private endpoint.

Tags Create Private Endpoint

Diagnose and solve problems . . _
Minimum TLE Version (5

Ex e 7

Quick start [:. 1.0 1.1 1.2 -:ﬁl
Settings Connection Policy @

[ Proxy  Redirect :ﬁl

aM Active Directory admin

Allow Azure services and resources to access this server (@
@ SOl databases [: o No :]
@ sQ elastic pools Client P adidress )
& DIU quota

Rule name Start 1P End IP

il Froperties | | | |
& Locks

AZ HO 45.22013.0 45.220.13.255 e

Data management TX_HO 72.126.66.0 72.126.66.255 e

-+ Y



Y
14

£any

Internet ‘\..,, Internet

VNet Service Endpoints

Shared resources secured to customer’s virtual network
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VNet Service Endpoints
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o Click here to create a new private endpoint.
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VNet Injection

Service deploys dedicated instances into customer’s virtual network

Q Services in your VNet, managed by Azure!
Q Single Tenancy; Private IPs for service resources
Q Service data plane exposed privately, ILB

Q Inbound and Outbound access to Azure Service

Q On-premises access through Site-to-Site or ER private peering
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Service Management
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allow Azure VNet



Azure Private Link

Render or Consume Services Privately on Azure

S

Render a Service

Persona: Service Provider
Resource: Private Link Service

>

Consume a Service

Persona: Service Consumer
Resource: Private Endpoint




Azure Private Link

Highly secure and private connectivity to Azure services

Azure PaaS and
marketplace services

S ER Private ER Gateway

Peering
On-premises Private -

endpoint Storage SQL DB SQL DwW Marketplace

foe 4 Virtual Network (10.0.0.0/16) -+

Private Link for Azure SQL DB (and other PaaS Services)

Private access from Virtual Network Unified experience across PaasS,

In-built Data Predictable private IP addresses for
resources, peered networks and N . Customer Owned and marketplace
. Exfiltration Protection PaaS resources .

on-premise networks Services




Secure connectivity from on-premises
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) Storage saL
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Traffic stays within Microsoft and partner

Traffic traverses the Internet network

Traffic is fully private traversing the

Microsoft network

Secured using ACLs on Public lps MS Peering draws Microsoft Public IP No exposure of public IPs on either side
Corporate firewall open to Azure traffic

- Corporate Firewall open only to private
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Okay so what?

Quick comparison of each service and when each make sense to use...

@ Inbound access primarily from external sources, predictable ingress IP(s), no need for
advanced NVA?

|—> Basic PaaS Firewall

@ Inbound access primarily from within Azure VNET, limited external access, no need for
advanced NVA?

L. Service Endpoints

@ Inbound access from VPN (or ER private peering) AND definite need for advanced NVA?

|—> Private Link

@ Inbound AND outbound access from VPN (or ER private peering) AND definite need for
advanced NVA?

L. VNET Injection*



