




Setting Context

PaaS

 Optimized for private connectivity

 Extends on-premises networking into the cloud

 Extends your existing security boundary

IaaS SaaS

• Optimized public (Internet) connectivity

• Highly distributed, global application experience.

• Focus on scale out across the planet

• Considered external to your on-premises network

SQL DatawarehouseSQL

MySQL PostgreSQL



Azure PaaS Firewall

Virtual Network (10.0.0.0/16)

Azure PaaS

sqlctxpsrv01.database.windows.net
20.45.121.1



Azure PaaS Firewall



VNet Service Endpoints
Shared resources secured to customer’s virtual network

ER Public Peering

Internet

VNET:Subnet
On-Prem: Public IP

VNET:Subnet
On-Prem: Public IP

ER Private Peering w/Forced Tunneling On-premises

VNet Service 
Endpoints

Internet

Virtual Network



VNet Service Endpoints



VNet Injection
Service deploys dedicated instances into customer’s virtual network

On-premises

Firewall-outbound: 
allow Azure VNet

ASE Subnet

ILB

Azure services

Deploy

Service Management 

over public IPs

NSGs to allow 

public access

Customer in charge 

of NSGs/UDRs

SQL MI Subnet

2

Manage
1

Virtual Network



Azure Private Link

Render or Consume Services Privately on Azure

Render a Service
Persona: Service Provider

Resource: Private Link Service

Consume a Service
Persona: Service Consumer
Resource: Private Endpoint



Azure Private Link
Highly secure and private connectivity to Azure services

Private access from Virtual Network 

resources, peered networks and

on-premise networks

In-built Data

Exfiltration Protection

Predictable private IP addresses for 

PaaS resources 

Unified experience across PaaS, 

Customer Owned and marketplace 

Services

Private Link for Azure SQL DB (and other PaaS Services)

Azure PaaS and

marketplace services

ER Private
Peering

ER Gateway

Private

endpoint

10.0.0.5

Deny Internet

On-premises

Virtual Network (10.0.0.0/16)

Private 

Link

Storage SQL DWSQL DB Marketplace



Secure connectivity from on-premises

Storage SQL

Better Best

Internet

Storage SQL

Internet

InterneMS Peering

Storage SQLOn-premises

Internet

InterneMS Peering

PUBLIC  IP ACL

Public 

Internet
Microsoft 

Network

PUBLIC  IP ACL

Private Peering Private Link

On-premisesOn-premises

• Traffic traverses the Internet

• Secured using ACLs on Public Ips

• Corporate firewall open to Azure 

Public IPs

• Traffic stays within Microsoft and partner 

network 

• MS Peering draws Microsoft Public IP 

traffic

• Corporate Firewall open to Azure Public IPs

• Traffic is fully private traversing the 

Microsoft network

• No exposure of public IPs on either side

• Corporate Firewall open only to private

Good



Okay so what?  
Quick comparison of each service and when each make sense to use…

Service Endpoints

Basic PaaS Firewall

Private Link

VNET Injection*


