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Motivace

= SQL Server is usually a centerpiece of
your infrastructure, storing critical data
for numerous applications and

Matmn hvn information systems.
4 g = Not only we need to make sure SQL
r ‘ . Server is operational, performant and
- | secure, but you also must backup your

. | | server on regular basic to fully comply
| - with your BCDR requirements.
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Why Perform Backups?

Initializing an Transferring a
Disaster recovery HA/DR copy of a database to
database test/development

Moving or
upgrading a Just in case...
database




Never plan a
backup strategy !



Plan a restore
strategy Instead ..



Backup Types

Which is the correct choice for you?

* Full

* Partial

» Differential
 Filegroup

* File

* Log

« COPY_ONLY

A combination of the above is usually warranted to meet

your SLAS




Backup Methods

SQL Server

Transact-SQL Management Automated

Studio Tool/Agent Job

SMO or

Backup to URL PowerShell




Don’t Forget System Databases!

Others: replication,
SSISDB, Reporting
Services

Resource
database




Full Backup

Creates image for
starting restore
sequence

Does not cause
blocking

Can be database,
filegroup, or file

Usually not used
alone during
restore sequence

Complete image
of all data

Image is of time of
backup
completion




Differential Backup

Creates image for
continuing restore
sequence

Can be database,
filegroup, or file

Only restorable
after a full backup
restored first

Does not
cause blocking

Only data that has
changed since
most recent full

Image is at time of
backup
completion




Data Backup Concerns

Can be large, so Wasted space
frequent data from multiple
backups not copies of
desirable unchanged data

Log cannot clear
while a data
backup is running




Transaction Log Backup

Creates image for Database-level
continuing a only and allows
restore segquence log clearing

Does not cause Only restorable
blocking (except after a full backup
bulk operations) restored first

All log records
since most recent
log backup

Image is of time of
backup
completion




Deferred Log Clearing

Data backups must always
contain some transaction log

Concurrent log backups are
permitted, but cannot clear

Log cannot be cleared while
data backup is running

Deferred log clearing occurs
when data backup completes




Commonly-used Backup Options

INIT
STATS

COPY_ONLY

MIRROR

CHECKSUM
COMPRESSION
ENRYPTION

TF3226
CONTINUE_AFTER_ERROR




Recovery Model and Backups

Simple Recovery Model

Transactions are written to the transaction log as they
occur.

Once the transaction completes (commit or rollback),
and the log is written to disk, the log is marked as re-
usable.

The transaction log grows as large as is needed for
currently running transactions.

Full Recovery Model

Transactions are written to the transaction log
as they occur.

When the log is backed up the transaction log
is marked as re-usable.

The transaction log continues to grow until a
log backup occurs.

Collation:

Recovery model:

Compatibility level:
Containment type:

SQL_Latin1_General_CP1_CI_AS v

Full v

Bulk4ogged

| Simple

Bulk-Logged Recovery Model
Similar to Full Recovery Model.

In bulk logged recovery mode certain bulk
operations are minimally logged.

The transaction log continues to grow until
a log backup occurs.



Schrodinger’s Backup

“The condition of any
backup is unknown until a
restore is attempted”

= Know how to recover
 Test that your backups restore
« Have a DR plan
» Test your DR plan
» Have login objects scripted out
+ Kb918992

= Know your facts
- How long does restore take



VLDBs

Very Large Databases might require different

approach

« 100s of GB and more

 Split data into multiple filegroups
 Partitioned views

« Sliding window using partitioning

Allows for partial restores

» Restore active partitions more quickly




Increasing Backup Performance

Use multiple backup Backup to a fast 1/O

Use multiple data files devices subsystem

Use backup
compression




Backup Compression

Reduce backup Configurable at
size and increase instance level or
backup speed per backup

Compression ratio Does not work
depends on data with TDE until
In database SQL Server 2016

Enterprise and
Standard (from
2008 R2) only

Space allocation

can cause issues
http://bit.ly/2mnO3HX




Backup Encryption

SQL Server 2014
added backup
encryption

TDE added in SQL
Server 2008

Multiple methods
of encryption
available

Must also back up
key or certificate

Enterprise and
Standard only

More information
http://bit.ly/2mEuzeq




Backup Integrity Using CHECKSUM

Validates page Calculates
checksums as they checksum for
are read from disk entire backup

Available in all
editions

Configurable at Allows integrity Recommended to
iInstance level or check without ALWAYS use this
per backup restoring option!!




Summary

Make sure your
strategy meets
your requirements

Consider backup
compression

Test your backups
and your strategy
regularly

Create a disaster
recovery plan

Always use
backup
checksums

Practice using
your backups!
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