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SlužbyČas Bezpečnost

Moderní pracoviště



Poháněno Microsoft 365

Unikátní kombinace produktivity, zabezpečení a klientského přístupu



Evoluce bezpečnostního perimetru

Různá rizika a vektory útoku vyžadují různé metody obrany a remediace



Otevřené cesty pro útočníka

10 Pro



Office 365

Enterprise Mobility+Security

Windows 10

Microsoft 365
Komplexní řešení pro malé i velké společnosti

E-maily, dokumenty, spolupráce, komunikace, produktivita

Identita, zařízení, data a jejich zabezpečení

Bezpečný přístup uživatele do cloudu



Moderní pracoviště

Uživatelé IT

&Použitelnost

Flexibilita

Mobilita

Správa

Zabezpečení

Předpisy



Microsoft 365 Groups

SpolečnostKolegové
Soubory

Weby
Obsah

OneDrive
SharePoint

E-mail

Exchange

Zařízení Audit

Identity Administrace



Hesla

80%

zaměstnanců používá 

stejná hesla pro práci

i soukromí

81%

úniků osobních dat 

způsobeno únikem 

hesla

73%

hesel jsou duplikáty 

nebo triviální 

kombinace



Mobilní zařízení



Mobilní zařízení



Phishing



Phishing



Phishing



Phishing



Phishing



KDYŽ

Privilegovaný uživatel?

Přihlašovací údaje online?

Přístup k citlivé aplikaci?

Nespravované zařízení?

Detekován malware?

IP adresa součástí botnetu?

Neuskutečnitelná cesta?

Anonymní klient?

Vysoké

Střední

Nízké

Riziko

Logování

TAK

Vyžádej MFA

Povol přístup

Odmítni přístup

Vyžádej změnu hesla
******

Omezený režim

OCHRANA 
IDENTITY A 
PŘÍSTUPU

Žádné



Uložení dat a šifrování



Aktualizace, konfigurace a evidence



Co ten skript asi dělá?
A jak na to budete reagovat?

CENZUROVANO

16 řádků…



Nezáleží jen na jedné komponentě



Aktualizace, konfigurace a evidence



Anomálie



Znáte kontext svého prostředí?



Demo?









































Demo?!



Poháněno Microsoft 365

Unikátní kombinace produktivity, zabezpečení a klientského přístupu





Surface





Continue in English?

English 

Next

Would you like to continue in English?

NextNext



United Arab Emirates

United Kingdom

United States

Let’s start with region. Is this right?

YesYesYes



Is this the right keyboard layout?

US

United States-Dvorak for left hand DVORAK L

United States-Dvorak for right hand DVORAK R

United States-International QWERTY

Albanian QWERTZ

YesYesYes



Now let's get you connected to a network. That way you get updates, apps and cat videos as soon as possible. How about the 
first one on the list? Want to use that one?

Skip for now

Let’s connect you to a network

Microsoft

KPCS CZ Office

KPCS CZ Portal

Connect

KPCS CZ Secured

Connect automatically



Alright, you’re connected. Just a moment…



Now we’ll check for any updates…



NextStart over with a different account

Password

Forgot password?

vlk@kpcs.cz

Welcome, Petr!
Enter password for your KPCS CZ email account



Please wait while we setup your device…



Just a moment…



We’re getting everything ready for you.  



We’re getting everything ready for you.  



Setting up your device for work

Leave everything to us. (Don’t turn off this device.)

Installing applications (1 of 3)

Installing Expenses

Installing applications (2 of 3)

Installing Office 2016

Installing applications (3 of 3)

Installing Dynamics 365

Adding network connections (1 of 3)

Adding Contoso WiFi network

Adding network connections (2 of 3)

Configuring VPN for remote access

Adding network connections (3 of 3)

Adding Contoso network connections

Applying security policies (1 of 3)

Encrypting hard drive to keep your data safe

Applying security policies (2 of 3)

Installing security certificates

Applying security policies (3 of 3)

Configuring Windows Defender
Security setup complete

Network setup complete

Application installation complete





Nikdy nevěřte. Vždy ověřte.



Demo!



Securing Privileged Access

Office 365 Security

Rapid Cyberattacks 
(Wannacrypt/Petya)

https://aka.ms/MCRA Video Recording Strategies
Office 365

Dynamics 365

+Monitor

Azure Sentinel – Cloud Native SIEM and SOAR (Preview)

SQL Encryption &

Data Masking

Data Loss Protection

Data Governance

eDiscovery

https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://aka.ms/SPARoadmap
https://aka.ms/O365SecRoadmap
http://aka.ms/rapidattack
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/ESAE
http://aka.ms/cyberpaw
https://azure.microsoft.com/en-us/marketplace/
https://developer.microsoft.com/en-us/windows/iot
https://www.microsoft.com/en-us/iot-central/
https://aka.ms/MCRA
https://aka.ms/mcra-mva
https://aka.ms/cyberstrategies
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/SIEMConnect
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://blogs.technet.microsoft.com/enterprisemobility/2016/08/10/azure-information-protection-with-hyok-hold-your-own-key/
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/azure-policy/azure-policy-introduction
https://azure.microsoft.com/en-us/blog/azure-confidential-computing/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
http://aka.ms/pam
https://www.microsoft.com/security/blog/2019/01/17/windows-defender-atp-integrates-with-microsoft-information-protection-to-discover-protect-and-monitor-sensitive-data-on-windows-devices/
https://docs.microsoft.com/en-us/azure/firewall/overview
https://aka.ms/AzureSentinel
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
Simplifies%20the%20eDiscovery%20process%20and%20helps%20analyze%20unstructured%20data%20within%20Office%20365,%20efficiently%20review%20documents,%20and%20make%20scope%20reduction%20decisions%20for%20eDiscovery.
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/microsoft-threat-experts
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3


Petr Vlk
Enterprise Architect

KPCS CZ

vlk@kpcs.cz

www.kpcs.cz

mailto:vlk@kpcs.cz
http://www.kpcs.cz/



