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Vicefaktorova autentizace - vynuceni silné aut

Sprava identit a pristupu - neomylna autentiza

2NN,

Analyza chovani uzivatele a site - pochopeni relativnino
|

a site, odkud uzivatel prichazi, oznaceni kazdeho neobvyklého cl

nani s predbézne stanovenymi mezemi, které mohou indike

nou identitu,

Zabezpeceni koncovych bodu - nutnost zajisténi neinfikovanosti koncovéh
Defender, Intune

bodu, aby nemohl fungovat jako potrubi, kterym by utocnik ziskaval i

!

vany pristup k datum.

Sifrovani — prevence odposlechu prenosti po cesté. protection , DLP

Skore — stanoveni,skore” na zaklade vyse uvedenych kriterii, ktere rozhodne

Conditional Access

o udéleni ¢i neudeleni pristupu.

Kromeé vyse uvedenych klicovych komponent jsou potrebné take nasledujici: :
DEIrMISSIONS

Opravnéni pristupu k systému souboru — nutne pro implementaci kontroly

stupu podle roli.
Auditovani a protokolovani — schopnost monitorovani pro pripady neautorizc Office 365, Azure AD auditing, Sentinel
vaného pristupu.

Podrobna kontrola pristupu na zaklade roli = zajisteni pouze nutneno pristup <= Y XOM =iVl T l=1o Bl [ a1 1AVA 2= 18 1= 10 (=1 02 =] a1t
Podptirné procesy — vsechny vyse uvedene potreby podporované odpovidaji-

cimi provoznimi postupy, procesy a pormocnym bezpecnostnim ramcem, aby
takovy model fungoval tak, jak se zamysli.  zdroj: SecurityWorld 3/2020



| Challanges

ldentity and access management must secure on -premises
and cloud identities and manage access to sensitive
Information inside and outside the corporate network.

Ildentity as a new perimeter.




ldentity
outside the
protection of
walls!




Challanges

Users can access
your

T Who can access
organization's

a resource IS not

resources using a
variety of devices
and apps from
anywhere

sufficient
anymore




Security
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Identity security

of breaches are caused of passwords of employees use non-
by credential theft are duplicates approved apps for work

In November 2019, Microsoft noted that less than 9% of
accounts with administrative access to Azure AD had
MFA protection enabled



Password standalone
IS not sufficient

A Password duplicate
https://haveibeenpwned.com

A Password guessing
A Social engineering

A Trojan keylogger

appe

Notitlyme  Domain search  Who's been pwned  Passwords APl Abo

d passwords previously exposed in data breaches. This exposure makes the
being used to take over other accounts. They're searchable online below
Read more about how HIBP protects the privacy of searched passwords.

Oh no — pwned!
ord has been seen 37 times before


https://haveibeenpwned.com/

NIST password reccomendations

1. Use pass phrases instead of passwords. Phrases are easier for humans to remember.
2. Choose phrases with unique associations that only you will know.
3. Eliminate character-composition requirements.

4] - ~]i® 2kO s2ak 8§§MN««u~2j« ®~ kT8s?2kl
5. Ban common passwords, to keep the most vulnerable passwords out of your
system.

6. Educate your users not to re -use their password for non -work-related purposes.
7. Enforce the use of multi -factor authentication wherever possible.
8. Enable risk based multi -factor authentication challenges

public



public

&
&«

Home

=1 | A Authenticabion method:

O &

Microsoft Azure

Contoso > Security

ttpsyportalazure.com,/#blade/Microsoft_AMD [AM

JAut

hant

Authentication methods - Password protection

cationhethodshenu Blade Passw

rdProtectsor

Authentication methods - Password protection

% App registrations

I |dentity Governance

Application proxy
Licenses

Azure AD Connect
Custom domain names
Mahbility (MDM and MAN)
Password reset

Company branding

User settings

Properties

Motifications settings

Security

#. Diagnose and solve problems

Protect
%= Condrtional Access
2 Identity Protection

@ Security Center

Manage
. Identity Secure Score

* Named locations

Contoso  Documentation o . Security x

Azure Activee Dinect Contoso - Azune AL Seouty
| J ch h earch (Cirl Search (Cirl

(8 Devices " Getting started Manage

Authentication method policy (...

Password protection

b Authentication methods

6 MFA

Report

Risky users

Custom smart lockout

Lockout threshold (0 10

Lockout duration in seconds () | 60

Custom banned passwords

Enforce custom Iist{_TJ Mo

L e
contoso
tabrkam
tailwind
michigan
wiolverine
harbaugh
howard

Custom banned password list (-

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Direct‘nr_',r@ “

Mode ()

MO

Audit




Guessing password

A Max 256 characters length in Office 365
A Count of attempts (Smart lockout )

A The Azure AD lockout threshold is less than the Active Directory account lockout
threshold. Set the values so that the Active Directory account lockout threshold is at
least two or three times longer than the Azure AD lockout threshold.

A The Azure AD lockout duration must be set longer than the Active Directory reset
account lockout counter after duration. Be aware that the Azure AD duration is set In
seconds, while the AD duration is set in minutes.

A MFA

public
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| Persistent cookies

Microsoft Azure

LB Search resources, services, and docs (G3+/)

Home > M3academy - Campany branding

'I MsSacademy - Company branding

Pxune Acthis Dirschan

| 0O Search [Ctrie | “

s

O Owerview
#7 Getting started

#. Diagnose and solve problems

Manage
L Users

&5 Groups

B Organizational relationships
a» Roles and administrators

il Enterprise applications

LN Devices

i App registrations

&) ldentity Governance

£ Application prosgy

4 Licenses

kb Azure AD Connect

=l Custorm domain names -

Configure
L, config

STATUS: Mot configured

0 Configure the text and graphics wour users see when they

Configure company branding

Arune Acthie Dirsctony

Sawve >< Discard

Sign-in page text O

Advanced settings

Sign-in page background color O

Sguare logo image
Irmage size: 240x240x (resizable)
Max file size: SOKB
PN (preferred), JPG, or JEEG O

Square logo image, dark therme

Irnage size: 240:240x% (resizable)
Max file size: SOKE

PN (preferred), JPG, or JPEG O

Show option ta remain signed in O

lubomir@osmeratestin., @
MsACADEMY
X
|
e
v
[ Sefect a file |E
[ Setect a fie |E
0 Impartant: some features of SharePaint Online and Office 20010 hawve a dependency on users remaining signed in, If you hide

this option, wsers may get additional and unexpected sign in prompts,
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tep 1: How should we contact yo

hentication phone

ouIr country or region "'H"'l

me a code by text message
e

Azure MFA

Microsoft Secure Score

() Microsoft Secure Score proved] nékteré aktualizace dostupnych zlepSovacich akci. Dalil informace

Seznamte se s novymi funkcemi a dejte nédm vidét swilj nézor na aktualizované prostfedi Microsoft Secure Score, které je ted' ve verzi Preview! Vyzkouset ve

Prehled  ZlepSovaci akce  Historie

Akce, diky nimz si miZete zvyiit svoje bezpednosini skdre Microsoftu, Aktualizace skdre miZe trvat az 24 hodin.

4 Export 17 poloz. O Hledat 7 Filtr [= Seskuj
Zlepsovaci akce Poiadi () Skore Kategorie Dopad na uZ... Naklady na imple... Portal
Require MFA for administrative roles 1 50/50 Identita Nizka Nizka Azure Activ
cavnéni
Enable Password Hash Sync if hybrid 9 10/10 Identita Nizka Nizkd Azure Activ

Dal&i zdroje informaci
Ensure all users can complete mult.. 12 13/30 Identita Vysokd Vysoka Azure Activ
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Home > Conditional Access | Policies > STANDARD users MFA

STANDARD users MFA

(i) Info ]ﬂ[ Delete

Mame *

Ll X

| STANDARD users MFA

Assignments

Users and groups (1)

All users included and specific us...

Cloud apps or actions (i)

All cloud apps

Conditions ()

1 condition selected

Access controls

Grant ()

2 controls selected

Session (1)

0 controls selected

Enable policy

(Reporony QEEED

Off

Save

Grant

Select the controls to be enforced.

P
|

.
'
(®) Grant access

ry

| Block access

RN

Require multi-factor authentication

Require device to be marked as
compliant (D

Require Hybrid Azure AD joined
device (D

D Require approved client app @

See list of approved client apps

D Require app protection policy
(Preview) )

See list of policy protected client apps

For multiple controls

-
|

e
'y .
| ®) Require one of the selected controls

::I Require all the selected controls
=™

AL Don't lock yourself out! Make sure that
your device is compliant.

A\ Don't lock yourself out! Make sure that
your device is Hybrid Azure AD Joined.

11

12

13

14

15

16

I Gus

EEZRAEF

5 W

| MF:

* Tak

=
ity

| FIM



Logging

0: Success.

50058: An application tried to perform a silent sign-in (using an access token) to an MFA-enabled
account but couldn’t complete.

50076: The user did not pass the MFA challenge because they did not respond in the allowed time.
50074: The user did not pass the MFA challenge. For instance, they input an incorrect code. You can
see the authentication method used in the MFA Auth Method column.
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| User sign Ins (premium p2 or ems)

Home > Lubomir O&mera - IT consulting > Users - Sign-ins
Users - Sign-ins

Lubomir Osmera - IT consulting - Azure Active Directory

—>

.

¥ Download A Troubleshoot 'f_:‘ Refresh Columns ./ Got feedback?

aa All users

an Deleted users

( Date: Last 7 days ) Show dates as: Local *o Add filters

Password reset

Date L RequestID User Ty Application Ty,  Status
§83 User settings ) ) _

2/13/2020, 3:49:.... 47d01627-1834-4... 60fbd03a-2125-... Office 365 Share...  Interrupted
#< Diagnose and solve problems

2/10/2020, 1:21....  3cd1887f-b731-4... Lubomir O8mera  Azure Portal Success
Activity 2/10/2020, 11:36... 7050d64c-5c¢51-.. Lubomir Ofmera  ACOM Azure We.. Success
—:’) Sign-ins 2/10/2020, 11:30... 143683fa-3346-4... Lubomir O2mera  Azure Portal Success
H Audit logs 2/10/2020, 11:29... cdDacb1f-8816-4... Lubomir OSmera Microsoft App A...  Success
== Bulk operation results (Preview) 2/10/2020, 11:29... 7fb6eb70-0600-.. Lubomir O3mera  Azure Portal Success

IP address

109.164.112.170

109.164.112.170

109.164.112.170

109.164.112.170

109.164.112.170

109.164.112.170

Location
vrabce, jihocesky...
vrabce, jihocesky...
vrabce, jihocesky...
vrabce, jihocesky...
vrabce, jihocesky...

vrabce, jihocesky...



Azure AD ldentity protection capabillities

A Azure Active Directory Identity Protection analyses your
configuration and detects vulnerabilities that can have an impact
on your user's identities.

A Azure AD uses adaptive machine learning algorithms and
heuristics to detect suspicious actions that are related to your
user's identities. The system creates a record for each detected
suspicious action. These records are also known as risk events.

A Azure AD Identity Protection lets you set risk -based Conditional
Access policies to automatically protect your users.

public



Risk event types

A Leaked credentials - if cybercriminals compromise identity , they often share
those credentials. The Microsoft leaked credentials service acquires
username / password pairs, and checks them against AAD users' current
valid credentials.

A Sign-ins from anonymous IP addresses
A Sign-in from unfamiliar locations
Almpossible travel to atypical locations

A Sign-ins from infected devices - determined by correlating IP addresses of
®r k «k?2i« i1 k”sgk 2g°rs| «® 7J "Mii?k««kc

public
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Policy name

Multi-factor authentication registration policy

Assignments

s Users @

All users

Controls

1]
o Access @

Require Azure MFA registration

@ MFA Registration Policy only affects cloud-based
Azure MFA, If you have MFA Server it will not be
affected.

Enforce Policy

- o )

Policy name

User risk remediation policy

Assignments

[ ]
uld Uszers @
All users

o~ Conditions @

User risk

Controls

1]
Vo Access @

Require password change

Review

ilil Estimated impact @
Mumber of users impacted

Enforce Policy

@ of )

Policy name

Sign-in risk remediation policy

Assignments

L)
uld Lszers @
All users

o~ Conditions @

Sign-in risk

Controls

i
¥ Access

Reguire multi-factor authentication

Review

ilil Estimated impact 0
Mumber of sign-ins impacted

Enforce Policy

( on  NECIED



https://nakedsecurity.sophos.com/2018/08/01/alleged-sim-swap-scammer-nabbed-for-stealing-5m-in-bitcoin/

User at risk detected

<
Microsoft Azure <azure-noreply@microsoft.com= 9

Komu Lubomir OEmera 13:03

@ Pokud se vyskytly potiZe se zobrazenim této zpravy, kliknutim sem ji zobrazite ve webovém prohlizedi.

Kliknutim sem stahnete obrazky. Za Ufelem ochrany vaieho soukromi zabranila aplikace Qutlook staZeni nékterjch obrazkad v této
Iprave,

| - T SRR R, N H N T

User at risk detected

We detected a new user with at least high risk in your Lubomir Osmera - IT
consulting directory. This might be because we noticed suspicious account activity
or we found their emails and passwords posted in a public location.

View detailed report >

T
Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

| R TR [

E]

public
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RBAC, PIM

AAt leats priviliges for users

AJust on needed time



AcCCess
management

Conditional access




ACCESS RISK

TRAVEL EXPENSE
APP

USER High

@ Health:Fully patched i
&9 e B @ Config:Managed —— Medium
@ Last seen: London, UK

Low Allow access

Role: Sales Account Rep ’
Group: London Users

Client: Mobile

Config: Corp Proxy

Location: London, UK

Last Sign-in: 5 hrs ago

ACCESS RISK

USER I High SALES APP

& Health: Unknown {
&_D e @ 0 Client: Browser 1 Medium R —
1. Config: Anonymous

A, Last seen: Asia

Block access

@ Role: Sales Account Representative > Low
@& Group: London Users Force password
@ Client: Mobile reset
& Config: Corp Proxy
@& Location: London, UK
@ Last Sign-in: 5 hrs ago

_L Anonymous IP

J_ Unfamiliar sign-in location for this user ProaCtlve meth()d

public



| Conditional access schema

User
Actions
D i :_ _l-\llgw_Ac_cc;s.

|
Conditions :
User / group :
_____ Cloud application l

Device state gty

| user/per app
Location (IP range) |

SESHSRSIS LS

[
[
[
[
[
{

Block Access

when and how a user can access aresource.
public
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Scenarious

ASign-in risks
ANetwork location
AOnly managed devices

AFrom which client application



public

| Device compliant




public

Device management - examples

ARequire a password to access devices (PIN)
AlLocal data encryption

AWhether the device is jail -broken or rooted
AMinimum os

AThreat Defense level



Threat protection

public
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Threat vector

AA threat vector is a path or means by which a hacker, or
E®rak"® ~g®~2¢&l gn| ghrs| ~ggk«c«
AThe target can be anything of value to the hacker .

ACommon targets include computers and servers, usernames
and passwords (known as account credentials), personally
identifiable information (PIl), financial information, and an
~an|SOA®S~||'« §ZA|<< p ~ @ N |k|J-



Threat vector

External
Attacker
Breached Elevation of

Account Privilege

Malicious

Insider

Kill Chain Scenarios



| Protection

Account breach o

Elevation of Privilege o

Data Exfiltration,

data loss, data
deletion

@ Alert policy aunusual behaviour

~

BACL - for example, if you have sensitive financials data

@ External sharing policies
@ Classification, encryption by AlIP
@ Data loss prevention

/

public



Sharepoint online

Policy settings




| Sharing

Centrum pro spravu SharePointu

Sdileni

e Pomoci téchto nastaveni muzete fidit sdileni na SharePointu a OneDrivu na drovni organizace Daléi informace
B Weby e
3 Zasady A Externi sdileni

| sdien Obsah je mozné sdilet s témito uzivateli:
Rizeni pristupu i SharePoint & OneDrive
63 Nastaveni nEEl A Svnéni Vsichni
Nejvy3si Groveri opravnéni Uzivatelé maZou sdilet soubory a sloZky pomoci odkazi, které nevyZaduji piihladeni.
&> Migrace 4

MNovi a existujici hosté
Hosté se musi pfihlasit nebo zadat ovéfovacl kad.

Dal3i funkce
Existujici hoste
Jenom hosté, ktef uz jsou v adreséfi vadi organizace

& Centrum pro spravu OneDri... i L N
Jenom lidé ve vasi organizaci

NejniZs droven opravnéni Neni povolené Zadné externi sdilen,
& Pizpisobit navigaci
MizZete dale omezit sdileni pro kazdy jednotlivy web a OneDrive. Dalii informace

Zobrazit méné
Dalsi nastaveni externiho sdileni ™

Odkazy na soubory a slozky

Zvolte typ odkazu, ktery je ve vychozim nastaveni vybrany, kdyZ uzZivatelé sdileji soubory a slozky na SharePointu a OneDrivu. Hosté se musi pﬁhlélsit pomcci 5te_ir1é-hcr L]Etu, na kterjr sa OdE‘SﬂEI_if FIDZ"."-':;I'I k}" ke

O Konkrétni lide (pouze uZivatelg, ktefi jsou uréeni uZivatelem)

|:| Povolit hostam sdilet poloZky, které nevlastni

@ Jenom lidé ve vaii organizaci

. Kdokoliv, kdo ma odkaz



| Host

B Microsoft

Zadost o ovérovaci kod

Dostali jste zabezpedeny odkaz na:

oreilly.txt

V zajmu ovéreni vasi identity vam posleme kéd
na adresu luba585@seznam.cz.

Kliknutim na Poslat kéd povolite tenantovi Lubomir
Ofmera - IT consulting pouZit vasi e-mailovou adresu v
souladu s jeho prohladenim o zdsadach ochrany
osobnich Gdajd. Tenant Lubomir Ofmera - IT consulting
neposkytl odkazy na svoje podminky, abyste si je mehli
projit.

© 2017 Microsoft Privacy & Cookies



| Access control

Centrum pro spravu SharePointu

Rizeni pfistupu

@ Domd Pomoci téchto nastaveni miZete omezit, jak miZou uZivatelé ziskat pfistup k obsahu na SharePointu a OneDrivu.
B Weby ~
. Nespravovana zafizeni
% Zasady ~ M - P . L ) E L .
Umo#Znuje omezit piistup ze zafizeni, ktera nespliuji predpisy nebo nejsou pfipojena k doméné.
Sdileni

I ﬁl’zem’pﬁ'stupu Py e v v . .
Odhlaseni pfi necinné relaci
#0%  Mastaveni UmoiZnuje automaticky odhlasit uZivatele od neaktivnich relaci prohlizece.

&> Migrace ~
Sitové umisténi
Dalsi funkce UmoZriuje povolit piistup jenom z uréitych IP adres.

&5 Centrum pro spravu OneDri... . . Ve - v oo s
Aplikace, které nepouzivaji moderni ovérovani

. Muzete zablokovat pfistup z Office 2010 a daldich aplikaci, které neumé&ji vynucovat omezeni jednotlivych zafizeni.

& Pfizpasobit navigaci

Zobrazit méné



| Sharepoint

Centrum pro spravu SharePointu

Nastaveni

it Doma
2 Hledat =

= Weby ~
= Zasady ~ Jméne T Papis Aktudlni hodnota

Sdileni a Limity dloZisté webd PouZijte automatické nebo rucni limity Glo: webl. Ruéni limity dloZisté

Rizeni pristupu Q Oznadmeni SharePointu Povoli dostdvat na zafizeni ozndmeni o aktivitich se soubory a novinky. Povolit czndmeni

I @ Nastaveni Q Vytworeni webu UmoZriuje nastavit viychozi nastaveni pro nové weby. Vice hodnot

@ Migrace 4 a Vyichozi centrum pro spravu Ve vychozim nastavenl otevfit nové nebo klasické centrum pro spravu Nové centrum pro spravu SharePointu

Dal3i funkce
NemuiZete najit nastaveni, které hledate? Piejdéte na stranku s klasickym nastavenim,

& Centrum pro spravu OneDri...
& Piizpisobit navigaci

Zobrazit méné

public



| Synchronization

Dom Synchronizace

sdilen
Tato nastaveni slouZi k fizeni synchronizace soubord ve OneDrivu a SharePointu.
Stahnout synchronizaéniho klienta

Opravit problémy synchronizace

Synchronizace

Pristup zafizen Zobrazit tladitko Synchronizovat na webu OneDrivy
|:| Povolit synchronizaci jenom u poéitaél, které jsou pfipojené ke konkrétnim doménam

|:| Blokovat synchronizaci uréitych typd soubori

Migrace dat

public
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| Sharing reports

Ahttps://docs.microsoft.com/en -us/sharepoint/sharing -
reports



https://docs.microsoft.com/en-us/sharepoint/sharing-reports

| OFFICE 365 groups

Ahttps://docs.microsoft.com/cs -cz/microsoft -
365/admin/create -groups/manage -creation -of-

P P | | | |

' Feature controlled by a group policy setting Requires Azure Active
' Directory Premium P1

Allow non-admin users to create groups No

Restrict ability to create new groups to defined set of accounts Yes

Use expiration policy to force renewal of groups after set period Yes

Create and use dynamic Office 365 Groups Yes

Apply group naming policy Yes

Apply default classification to new groups Yes

Provide URL with usage guidelines to internal users Yes

Provide URL with usage guidelines to guests Yes

Allow guests to access groups No

Force new groups to have classification selected from set list Yes

Allow guests to participate in groups No

public


https://docs.microsoft.com/cs-cz/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide

public

Teams

Teams org -wide settings aper users and per org

Additional settings are in secific teams also.



public

| Creating teams restrictions

Ahttps://docs.microsoft.com/cs -cz/microsoft -
365/admin/create -groups/manage -creation -of-
groups?view=0365 -worldwide



https://docs.microsoft.com/cs-cz/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide

Tymoveé zasady

Ridici panel

Zasady pro tymy a kandly umozhuji fidit, kterd nastaveni nebo funkce maji uZivatelé k dispozici pii pouZivani tyma a kanald.
MlZete pouZit globalni zdsadu (vychozi pro celou organizaci) a pfizplsobit si ji nebo si miZete vytvofit jednu €i vice vlastnich

Tymy i ) ) . ) .
zasad pro uZivatele, ktefi jsou Eleny tymu nebo kanalu v ramci vasi organizace. Dalai informace

Sprava tymu

Tymowé zasady ) o i .
TYMOVE ZASADY — SOUHRN STATISTIKY UZIVATELU
Zafizeni \ 1 e
Vase lokality _ _ 6
VYCNOZI 235304 VIastni zasada 'v"_.:'IZ"C: Zasady
UzZivatelé
Schuzky
A .. + Pfidat aoc Q, Hledat
Zasady zasilani zprav B &
Aplikace Teams v Mazev | Popis Vlastni zdsada Vyhledat soukromé tymy Wytvofit soukromé k
e Globalni {wychozi nastaven... Me Zap. Zap.
Balicky zasad
pokus Ano Zap. Zap.

Analyzy a sestavy

Mastaveni na drovni org...




| External access

lymove zasady

Zarizeni

Vase lokality
Popisky pro generovani ...
Adresy tisnového volani
Topologie sité

UZivatelé

Z3asady zasilani zprav
Aplikace Teams

Hlas

Balicky zdsad

Analyzy a sestavy

Nastaveni na tGrovni org...

Externi pfistup
Pfistup hosta

MNastaveni aplikace Teams

Upgradovéni aplikace T...

Centrum pro spravce Microsoft Teams

Externi pristup

Externi pfistup umoZiiuje uZivateldm Teams a Skypu pro firmy komunikovat s ostatnimi uZivateli, ktefi jsou mimo vasi
organizaci. Ve vychozim nastaveni miZe vase organizace komunikovat se viemi externimi doménami. Pokud piidate
blokované domény, budou viechny ostatni domény povolené, Pokud ale piidate povolené domény, budou viechny ostatni
domény blokované. Dalii informace

UZivatelé midZou komunikovat s daldimi uZivateli () 7a
pouiivajicimi Skype pro firmy a Teams. P

UZivatelé mohou komunikovat s uZivateli Skypu () Zap.

+ Pfidat doménu

Jméno Stav

SnaZili jsme se nadist data, ale zatim Zadna nejsou dostupna.
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| Guests

Iymove zasady

Zarizeni

Vase lokality

Popisky pro generovani ...

Adresy tisfiového volani
Topologie sité
UZivatelé
Schizky
Z3asady zasilani zprav
Aplikace Teams
Hias
Balicky zasad
Analyzy a sestavy
Nastaveni na drovni org...
Externi pfistup

Pfistup hosta

Nastaveni aplikace Teams

Upgradovani aplikace T...

Planovani

Star3i verze portilu [

Centrum pro spravce Microsoft Teams

Pristup hosta

Pfistup hosta v Teams umozZni lidem mimo vasi organizaci pfistup k tymdm a kanaldm. KdyZ zapnete Pistup hosta, miZete

zapnout nebo vypnout funkee, které budou hosté moct pouZivat. Ujistéte se, #e postupujete podle téchto pokynd kontrolni

seznam, abyste splnili viechny poZadavky a aby mohli vlastnici do swych tymd pfidavat hosty. Dalii informace

Povolit pfistup hosta v aplikaci Teams () Zap.

Volani

Spravujte urdité ovladaci prvky volani pro uZivatele typu Host.

Uskuteénit soukroma volani () Zap.

Schizka

Zapnéte nebo vypnéte nastaveni pro hosty ve schizkach.

Povolit IP video () Zap.

ReZim sdileni cbrazovky Cels obrazovka

Powvolit funkci Sejit se hned () Zap.

Posilani zprav
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Messaging Policies

AOwners can delete sent messages
AUsers can delete sent messages
AUsers can edit sent messages
AAllow URL preview
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| Meeting policies

Zasady schizek

Zasady schiizek umoZniuji nastavit, jaké funkce jsou uZivateldm k dispozici po pfipojeni ke schizkam Microsoft Teams, MdzZete
pouzit globalni zdsadu (vychozi pro celou organizaci) a pfizplsobit si ji, nebo si mazete vytvofit jednu nebo vice zdsad schazek
pro uZivatele, ktefi pofadaji schizky ve vaii organizaci. Dal3 informace.

ZASADY SCHUZEK - SOUHRN STATISTIKY UZIVATELU

0

Viastni zasady

6 0

Vijchozi zasady Viastni zasady
+ Pfidat ¢ Upravit {0 Glob&lni zésady obnoveni g Spravovat uZivatele
~ Nazev T Vlastni zasada
v Globalni (vychozi nastaven... Ne
AllOn Ne
RestrictedAnonymousAcce... Me
AlOfE Ne
RestrictedAnonymousMoR... Me
Kiosk Ne

6 polozek

Q_ Hiedat



| Meeting policies

Povolit nahravani do cloudu ‘:) Zap.

Povolit IP video @&

Sdileni obsahu ~

MNastaveni sdileni obsahu umoZAuji fidit nizné typy obsahu, které lze pouZit béhem schiizky v aplikaci Teams, které se konaji ve vaii organizaci. Dalsi

informace
Rezim sdileni obrazovky FCEIaObrazovka ------------------------------------------ v E
Povolit Gé . 55d4ni o Fizeni neba ish
pc::sélrzl};castm am pozadani o fizeni nebo jeho () Zap.
.Povolitvext-er’m'm Géastnikam pozadani o fizeni nebo °® Vyp.
jeho predani
Powolit sdileni aplikace PowerPoint () Zap.
Povolit tabuli () Zap.
Povolit sdilené poznamky (3 () Zap.

public
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Ridici panel
805 Tymy
&. Zarizeni
63 Vase lokality
UZivatelé
) Schizky

[E] zasady zasilani zprav

F_-B Aplikace Teams

Spravovat aplikace

Zasady opravnéni
Zasady nastaveni
Hias
[f] Balicky zésad

Analyzy a sestavy

Nastaveni na Grovni org...

= Planovani

@} Starsi verze portélu 7

| Applications

Centrum pro spravce Microsoft Teams

Spravovat aplikace

Pfi spravé aplikaci pro vasi organizaci uréujete, které aplikace jsou k dispozici uZivateldm v obchodé s aplikacemi vasi
organizace. Pomoci opravnéni aplikaci a zasad nastaveni aplikaci pak miZete nakonfigurovat, které aplikace budou k dispozici

pro konkrétni uZivatele. Daléi informace

MNastaveni aplikace pro celou organizaci

+ Nahrat novou aplikaci 467 poloiek
i Mazew T Certifikace (1) Kategorie
d 365-QA -- Skoleni a navody
AP ADP Virtual Assistant - Lidské zdroje a nabor, Produkt
@ ATVARYERR - Lidské zdroje a nabor, Produkt

AMION - Komunikace, IT/sprava +1 Vice
‘Q\SC ASC Recording Insights - Komunikace, Soubory a dokur
Al AVA Ovéfeni vydavatele Produktivita
Achievers - Lidské zdroje a nabor, Produkt
eI} AddressLook - Produktivita

Q, Hledat podle jména

Vydavatel

Advantive

ADP

TIS Inc.

AMION

ASC Technologies AG

AvePoint, Inc.

Achievers

Big Bang System Corp.

Stav aplikac

Povolena

Povolena

Povolena

Povolena

Povolena

Povolena

Povolena



| Guests accessrestrictions (sharing)

Home » Lubomir O2mera - IT consulting | User settings » External collaboration settings

External collaboration settings

Save X Discard

Guest users permissions are limited ()

- - )

Admins and users in the guest inviter role can invite (O
- )

Members can invite @O

- )

Guests can invite (O

Enable Email One-Time Passcode for guests (Preview) ()

Learn more

Collaboration restrictions
@ Allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)

public



| Guests accessrestrictions (sharing)

Office 365 Groups

Umoznit pfistup k obsahu skupiny i €lendm skupiny mimo vasi organizaci
KdyZ tuto moZnost nevyberete, budou zdstanou hosté v seznamu uvedeni jako Elenové
skupiny, ale nebudou z ni dostavat e-maily a nebudou mit pfistup k jejimu obsahu.
Dostanou se jenom k soubordm, které jim nékdo pfimo nasdili. Prostudujte si dal&i
informace o pfistupu hostd do skupin Office 365.

UmozZnit vliastnikdm skupin pfidavat do nich lidi mimo vai organizaci

public



| Onedrive , sharepoint online

Centrum pro spravu SharePointu

Sdileni

@ Domd Pomaoci téchto nastaveni maZete fidit sdileni na SharePointu a OneDrivu na drovni organizace. Dal3i informace
B Weby bl
5 Zisady ~ Externi sdileni
| sditeni Obsah je mozné sdilet s témito uZivateli:
Rizeni pristupu B SharePoint & OneDrive
%82 Nastaveni e C e Vsichni
Nejuyssi droveri opravnéni Uzivatelé miZou sdilet soubory a slozky pomoci odkazl, ktere nevyZaduji pfihlaieni.
@ Migrace v

MNovi a existujici hosté
Hosté se musi pfihlasit nebo zadat ovéfovacl kad.

Dal3i funkce
Existujici hoste
Jenom hosté, ktef uz jsou v adreséfi vadi organizace

& Centrum pro spravu OneDri... L . .
Jenom lidé ve vasi organizaci

NejniZs droven opravnéni Neni povolené Zadné externi sdilen,

& Pizpisobit navigaci
MizZete dale omezit sdileni pro kazdy jednotlivy web a OneDrive. Dalii informace

Zobrazit méné
Dalsi nastaveni externiho sdileni ™

Odkazy na soubory a slozky

Zvolte typ odkazu, ktery je ve vychozim nastaveni vybrany, kdyZ uZivatelé sdileji soubory a sloZky na SharePointu a OneDrivu.
O Konkrétni lide (pouze uZivatelg, ktefi jsou uréeni uZivatelem)

@ Jenom lidé ve vaii organizaci

public



A admin@m365x833854.onmicrosoft.com [l °°®

@m365x833854.onmicrosoft.com

4/1 2:51 PM
dobry den contoso admine

admin@M365x833854.onmicrosoft.com 4/1 2:51 PM
zdravim vas

Today
12:27 PM
nemuzu vam poslat soubor
jkk
h’ype a new message
Ar © & ® B>

public




Advanced emall
protection

Antiphishing , antispoofing , antispam, antimalware , Office 365 ATP

public



@ FRIHLASIT Q

0 STREDA 8. DUBNA 2020 | SVATEK MA EMA | 18 °C | PREDPLATNE LN

LIDOVKY

DOMOV SVET BYZNYS SPORT KULTURA CESTOVANi RELAX DESIGN DOBRACHUT NAZORY LIDE VIDEO SPECIALY DNESNILN

OSUDY 20. STOLETI  VOLEBNI SPECIALY ~ ARCHIVZPRAV  LNPRED 100LETY  SAMIZDATOVELN 25 LET SVOBODY

18. LEDNA 2020 5:00 | LIDOVKY.CZ > ZPRAVY > DOMOV

Ukliknuti ,stalo‘ nemocnici v Benesove 40

GIBS obvinila brnénského
kriminalistu z vynaseni informaci z

milioni. Kyberutok zacal otevienim etovan
prilohy

=
2
=

AUTOR

Martin Shabu

martin.shabu@lidovky.cz

CLANKY —Sledovanzmlele @bonicek?

®

G IR <

PRAZDNY VJEZD DO AREALU BENESOVSKE NEMOCNICE. VEDENI VYZVALO PACIENTY, ABY

SiK... | FOTO: CTK

praHA Kyberutok, ktery na konei minulého roku
ochromil krajskou nemocnici v Benesove, zacal
docela nevinné. Kdyz véak Dusan Chvojka, tamni
poveéienec pro ochranu osobnich tidajit nemocnice,
cestoval 11. prosince brzy rano do prace, uz védél, ze

public ie 7le.



Denik | Kondice | Sip | Kafe | iReceptaf Cars Didm a zahrada lpCars Annonce Realcity | Dotyk | Mational Geograph

Predplatneza 1 K€ F

denik.cz oo

ZPRAVY PODNIKANI SPORT NAZORY MAGAZIN TIPY MIMINKA | PRACE DOVOLENAYV CR

CESKO SVET EVROPSKA UNIE EKONOMIKA  REGIONY  KRIMI  KULTURA  CESIV CISLECH

VTIPY O KORONAVIRU: Pribyvaji stale nove. Podivejte se na ty nejlepsi z nich

Hackersky atok na nemocnici: Je tézké uhlidat tisice DALSI CLANKY Z
pocitacu, Fika odbornik

REGIONY
15.3.2020 n ﬂ E , Zaviena
L= pripravi
. . . o £y ¥ s . ' Podivejt
Fakultni nemocnice Brno se dostava z patecniho hackerskéeho utoku.
Zafizeni po utoku odstavilo véechny IT systémy. Podle odbornika na REGIONY
kybernetickou bezpecnost z IT spolecnosti Patron-IT Martina Hallera si :.::';:J;'Ff
patrani po pachatelich vyzada preshranicni spolupraci a bude velice h modem
obtizné. ,,Hackerské skupiny, které takové toky provadi, je délaji roky a | REGIONY
Olomou

ziskaly za né uz mnoho penéz. Skodily nejenom v Ceské republice, ale

public



| Spoofing mall from

Wed 10/5/2016 11:21 PM

MO [Microsoft Outlook < msoutlook94@service.outlook.com

Your Password Has Expired Spoof of outlook.com
Spoof of “Microsoft Outlook”
in the display name

Password Expired.
Your password for the Microsoft Outlook account SSeSRERDIRSEE. has expired.
For your account's security, your current password will cease to work shortly .

You are now required to change your password immediately.

Click below to change your password

http://msoutlook.service.outlook.com/msacks/reset.html|

This is a system notification not an email message and you can't reply to it

public



| Spoofing from

Mon 10/31/2016 8:37 AM

24 russellrobinson@contoso.com

Re: Oct invoice Spoofs @contoso.com, email
To someone@microsoft.com address looks legitimate

vl o 20 SN T o | e« v s 2 TR v o 3 v M w e v 4 v

Here's the invoice for october.. The due amount is at the bottom.

Invoice Portal

Let us know when you can arrange the payment.
Thank you
Warm regards,

Russell

public



Infected attachments

o
H ¥ & 5 Datum faktury 13 750,90 K£, nedoplatky na platbach ke dni 1

Soubor : L' Reknéte mi, co cheete udélat...

po 13.01.2020 10:43
Katerina Karlova <Dede Richiusa08721@gmx.com:=
Datum faktury 12 750,90 K¢, nedoplatky na platbach ke dni 13/01/2020

Komu stoklaska@ekhodonin.cz

—— Faktura179113637.doc
043 KB

VaZeny zakazniku,
Zmeskali jste datum platby, a je to opoZdéné o 3 dny po splatnosti.Faktura: 061984943

Datum: 09/10/2019
Platebni termin: 13/01/2020 Castka: 13 750,90 K¢
Meni tFeba se obavat! Projdéte si své Uéty a vyberte preferovany zplisob platby online. Pokud jiZ byla platba

provedena, omlouvame se.
S pozdravem,Katefina Karlova A

public



&session=203b3055a596e6a%96ce5b7101befe2b1203b3055a596e6a96¢ Y¥

C | © Notsecure | www.gioiellerieoropiu.com//image/data/housemap/home/login.php?cmd=login_submit&id=203b3055a596e6a96ce5b7101befe2b1203b3055a596e6a96ce5b7101befe2b 1t

] Office 365

Work or school account

Connect foly) g ¥y A | €

of
)~ Verbinden -n«¢
f
g Sl

I/ Keep me signed in

Can't access your account?

© 2016 Microsoft B Microsoft

Terms of use  Privacy & Cookies

htipschwww.npinc.ca/wp -content/uploads/2017/03/Office  -365-phishing -scam-3.jpg



https://www.npinc.ca/wp-content/uploads/2017/03/Office-365-phishing-scam-3.jpg

https://www.mailguard.com.au/blog/o  -365-phishing -180226
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m Verbinden o<

\
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(@ & https://mbas.org.sg;

Work or school account

dexample.com

I Office 365

rassword

[ Keep me signed in

Can't access your account?

N "
R W O

© 2016 Microsoft

Terms of use  Privacy & Cookie

B Microsoft

&
5


https://www.mailguard.com.au/blog/o-365-phishing-180226

https://medium.com/proferosec

® ® oz Outiook Web App X =+

[l B capitalexchangowa.z29.web.core.windows.net

X

Connection is secure

Your information (for example, passwords or credit
card numbers) is private when it is sent to this
site. Learn more

&3 Certificate (Valid
Cookies (7

Site settings

Email Address:

Password

™ sign in

-osm/simple -rules-to-protect -against-spoofed -windows -net-phishing -

attacks-714a2e52dd3c



https://medium.com/proferosec-osm/simple-rules-to-protect-against-spoofed-windows-net-phishing-attacks-714a2e52dd3c

ING 8

Nemusime chodit daleko... mrer—

gy 57555 L P S ey s — Vitejte v Internetovem bankovnictvi
Zpravy Notifire Podrobnost e <
“ Nas maskot Alzdk se zelena radosti! Duens Soat 7730 Qirmt Wiapt @rivmet @ metvmet ,--:'/m- Arar @t .n:-. R v Olt
R Letos toti slavi uz 10. narozeniny! < » ) Doporuéte ING Konto svym pratelim
Bt POSPESTE 5il NABIDKA PLATI POUZE DNES! * Fio banka oA
Dnes jsme obdrzeli ZA 1 KORUNUI
vas baruk! Zbyv. 81 IPhone X E%';%:}E:":‘EE" Prosim 2adajts Vais kientskd dislo, PIN 3 vstupnd haslo
Ref #: ALZA-306189 ::-;-w—::::‘ APciis o Tt Cislo Kienta (PID)  Mapevids - SOialers do systées
Potvrd'te prosim, kam Gratulujeme! 946 SRR LN P Y S : ; _
jel mame zaslat skrze Jste vhodnym vyhercem nového iPhone X! ettty s — Contrum IG 18 bezzAud lnce 800 165 159, Ponail - Pétek: 7:00
tento odkaz >> mln_./j ::,.,::,,'::",:":,::::*:“ 22:00 hod., vikendy a svatky 9:00 - 21:00 hod
: @ Status Schvaleny — vy Jemesspibsbemninguiriogu
bit.ly/2FDWCDL @ Predméty: (1) Phene X [ oo | —
8 Dorutovaci tas: ak (5) pracovnich dad
B Poplatek 28 peacovind 1C2K
meie____ e e
Eergeprene of — o - - s s
sy 1 e screenshot czblog.cz
) alza.cz
h OdC'SIfn Copmagh © TEA Aunate Mo svttones W8 STCW | ARDH €3
Vitejte u zakaznika
Aktualizovat
K8 Na vadem Uctu jsme zpstili necbvykiou aktivitu a proto2e jsme zodpovédny

za ochranu Gdagi nadich zékazniki, musite aktua&aace informaci TakZe si

Sent: Gtery 3. blozna 2015 11:23 ulivite a pouzivite swilj icet onhine |\

To: dalibor.chvatal@mesec.cz

Prejeme Vam pékny den

Vieny kliente.

g Jifi Tutsch / ManaZer kontakiniho centra
Rédi bychom Vs informovali, ¢ nd bankovni bylo aktualizace. li - Ar Bank a 5. / Elen skupiny PPF
Z bezpeénostnich diivodi je nutné aktualizovat stavajici certifikat.

ey Ar Bank a s / Evropska 2690/17 / 160 00 Praha 6 / IC 29045371
Zakitek procesy — Spoletnost zapsana u rejstiikového soudu v Praze, spisova znalka B 16013
— 336/13/01
- R

Zdroj: wug 8 k i | _ Migrosoft 365, autor Petr Vik
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EOP
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Data Loss
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Malware Filter
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Customer

# Spam Analysts

Feedback

Office 365 for IT Pros (2020 Edition): The comprehensive guide to Microsoft's

Cloud Office System
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| Transport rules

nové pravidlo

Néazev:

‘windows.net phishing

*PouZit toto pravidlo, pokud...

Centrum pro spravu Exchange

fidicl panel
prijemci
opravnéani

sprava dodrzovani
predpis(

organizace

ochrana

tok posty

mobilnf zafizeni
vergjné slozky
Jjednotné zasilani zprav

hybridni

pravidla

+-FROrY B PR

sledovani zprav  akceptované dom

Vytvofit nové pravidlo...

PouZivat u zprav Sifrovani zprav Office 365 a ochranu prav...

Pou#Zit vlastni znac¢ku u zprav OME...
PouZit pravni omezeni...
Vynechat filtrovani spamu...

Filtrovat zpravy podle velikosti...

Generovat hlageni incidentu pfi Zjisténi citlivych informaci...

Zménit zpravy...

Omezit manaZery a jejich pifmé podfizené...
Omezit zpravy podle odesilatele nebo piijemce...
Odeslat zpravy moderétorovi...

Odeslat zpravy a uloZit kopii ke kontrole...

Predmét nebo text zpravy obsahuje slova... - |
*Udélat toto...
Preposlat zpravu ke schvaleni uZivateli... - |

Vlastnosti tohoto pravidla:

@ Auditovat toto pravidlo s drovn{ zédvaZnosti:
Neuvedeno w

Zvolte rezim pro toto pravidlo:
® Vynutit
© Testovat s upozornénimi na mozny dnik citlivych informaci

© Testovat bez upozoméni na mozny dnik citlivich informaci

Dal3i moZnosti...

urcit slova nebo fraze

windows.core.net

oK

Zrusit

© Sluzba RMS (Rights Management Services) je prémiova funkce, ktera vyZaduje licenci Enterprise Client Access (CAL) pro postovni schranku kazdého

uzivatele. Dalsi informace

Ulozit

Zrusit
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Malware rules

ABy default &not inform about malware detection
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ATP Safe attachments

ABehavioral analysis (about 2 minutes mostly)

AChecking for anomalies such aschanges in memory, the
registry, or encryption of the hard drive

AChecking for changes in network traffic, such asconnections
tor » gy &ofnmand and control servers

Aldentifying when malware tries to obfuscate itself or use
evasion techniques



Safe links

A Check links (safe links) - list of
known malicious URLSs that is
updated approximately every 20
minutes.

A Word, Excel, and PowerPoint
on Windows, Mac, or in a
browser, Office apps on iOS or
Android devices, Visio on
Windows, OneNote in a browser

Microsoft 365 Business

This website has been
blocked per your
organization's URL policy.

PN

IENthIS website might not be safe.

spintoys.com,
gmmend that you don't open this website, as opening it might not

and could harm your computer or result in malicious use of your
al data.

BERhce 565 Advanced Threat Protection



https://www.microsoft.com/microsoft-365/business

public

| Eicar test files

Ahttps://github.com/mattias -ohlsson/eicar -standard -antivirus -
test-files

Ahttps://docs.microsoft.com/cs -cz/microsoft -
365/security/office -365-security/configure -anti-malware -
policies?view=0365 -worldwide



https://github.com/mattias-ohlsson/eicar-standard-antivirus-test-files
https://docs.microsoft.com/cs-cz/microsoft-365/security/office-365-security/configure-anti-malware-policies?view=o365-worldwide

| ATP

] Delete T=I Archive O Junk »~ <§F Sweep BJ Moveto ™~ </ Categorize ~ (&) Snooze

IE:J iy Focused =3 Other Filter ~
O MOD Administrator 1]
reporty o zakazkach april ... 311 AM

Reporty za duben zasilam v pfilohach. con...

@ [Draft] MOD Administrator 1]
» reporty 302 AM
posilam reporty o zakaz

@ MOD Administrator
priloha reporty 250 AR
zde posilam reporty v excel o zakazkach p...

public

reporty o zakazkach april 2020

FMOD Administrator
0 Wed 48,2020 3:11 AM
Slen Wilber =

IEI ATP Scan In Progress
214 KB

Reporty za duben zasilam v prilohach.

contoso admin

Undo

2 ©

©

_}



ATP Safe attachments

reporty o zakazkach april 2020

MOD Administrator A e
PN Wed 4/5/2020 311 AM = ) 2
(-]
Ales Wiloer
E; reporty.xlsm E_« reporty_zakazky.xls
| &7KB | &7kB

pdfreport.pdf

wElw 71 KB
-~ [ Rr—— e RS R - - P -
i~ Fanachments (2M KBl  Downloadall  Save all to OneDrive - Contoso

Reporty za duben zasildm v prilohach.
contoso admin

public



MX records

~ Exchange Online

Typ Priorita MNazev hostitele Ukazuje na adresu nebo hodnotu Heodnota TTL Akce
MX 0 @ osmera-tech.mail.protection.outlock.com 1 hodina

TXT - @ v=spf1 include:spf.protection.cutlook.com -all 1 hodina &
CNAME - autodiscover autodiscover.outlook.com 1 hodina



| Message example

PP upue L i mruny

Bankowvnictvi phishing test

Dobry den,
- Jak to otestujeme?

Lubomir Testovaci <osmera@csob.cz>
Kemu lubacsma@outlock.com

public

Ylastnosti

Mastaveni Tabezpedeni

Dllegitost | Stiedni v &

Utajeni Marmalni

Zaiifrovat obsah zpravy a piilohy

Jovedét viem —» Preposlat

Pridat digitalni podpis do odesilané zpravy

¢t 02.01.2020 21:12

Pozadovat oznameni 5/MIME pro tuto zpravu
|:| PoloZku automaticky nearchivovat
MozZnosti sledovani

= Oznamit doruceni zpravy

.

VyZadat potvrzeni o predteni této zprawvy

nsmera@a
Mikdy e

MoZnosti dorudovani

&)

[ ] Platnost wypréi po 0:00 "
Kontakty...
Kategarie W | 7adna
Internetova zahlavi | 2020 20:12:12 <0000 -

Authentication-Results: spf=fail (sender IP is 93.99,104.21)
smtp.mailfrom=csob.cz; outlook.com; dkim=none (message not signed)
header.d=none;outlook.com; dmarc=fail action=oreject
header.from=csob.cz; compauth=none reason=450

Received-5PF: Fail (protection.outlook.com: domain of csob.cz does not
designate 93.99,104.21 as permitted sender] -



public

DKIM

ADigital signature to all outgoing messages

Aallow a remote organization to verify whether the message
originated from a platform authorized to send messages
from a given domain



| DMARC

ARFC5322:From field that is not their own domain

ADMARC specifies what action should be taken if the SPF and
DKIM validation for your domain falil

authentication-results: spf=pass (sender IP is 1.2.3.4) smtp.mailfrom=phishing.com; dkim=none (message not
signed) header.d=office365itpros.com; dmarc=fail action=quarantine header.from=office365itpros.com;
compauth=fail reason=000

https://itcalls.net/office365 -spf-dkim -dmarc/

public


https://itcalls.net/office365-spf-dkim-dmarc/

| Spoofing from

Mon 10/31/2016 8:37 AM

24 russellrobinson@contoso.com

Re: Oct invoice Spoofs @contoso.com, email
To someone@microsoft.com address looks legitimate

vl o 20 SN T o | e« v s 2 TR v o 3 v M w e v 4 v

Here's the invoice for october.. The due amount is at the bottom.

Invoice Portal

Let us know when you can arrange the payment.
Thank you
Warm regards,

Russell

public



| DMARC

* Policy set to none

text ™ Copy

_dmarc.contoso.com 3600 IN TXT "v=DMARC1l; p=nhone"

® Policy set to quarantine

text ™ Copy

_dmarc.contoso.com 3600 IN TXT "v=DMARC1l; p=quarantine"

e Policy set to reject

text ™ Copy

_dmarc.contoso.com 3600 IN TXT "v=DMARC1l; p=reject"
publ
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Message hygiene - spam

AThe default settings of the features are configured so that
they meet the requirements of 90% of the tenants in Office
365.

AReduce the amount of spam that is delivered to a user's
Inbox; and

AReduce the number of false -positives; messages that are
marked as spam, but in fact are not



public

ATP Phishing protection

AProtection against impersonalization
AArtificial intelligence
AWhat happens with email?



AIP asecurity of =~ jrep-pemino

deployment,

CO nte nt practical

examples

public
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AlP overview

Rights Management Templates

Use licenses

Azure Information Protection Service Encryption

Revocation
Logging

Permissions

Encrypt-Only
Do Not Forward

Transport
Rules

Visual Marking and Encryption
for Email and Documents

Protection for Documents
Downloaded from SPO

https://office365itpros.com/2019/02/25/information

-protection -licenses-office -365/



https://office365itpros.com/2019/02/25/information-protection-licenses-office-365/

public

| License

AOffice 365 E3 abasic
AOffice 365 E5 dextended

-iInformation -

Ahttps://products.office.com/en/business/azure
protection -for-office-365

AProtecting files - needing license
AReadning, opening - no license need


https://products.office.com/en/business/azure-information-protection-for-office-365

Protection process

https://docs.microsoft.com/en -us/azure/information -protection/how -does-it-work

1) when a user tries to protect or consume protected content

? 2
/ Azure RMS

Authentication

|

2} Issuing certifictes - User authenticates by them, consume protected content and to protect content offline.

AZure RM3
Certificates

.
19

public


https://docs.microsoft.com/en-us/azure/information-protection/how-does-it-work

Protection process

Content protection
0

Dacurman b .

@ Ermcrypbed with AES -~
Fandom AEL
ks,

2} The RMS client then creates a certificate that includes a policy for the document that includes the usage rights for users or
groups, and other restrictions, such as an expiration date.
These settings can be defined in a template that an administrator previously configured, or specified at the time the content
is protected (sometimes referred to as an "ad hoc policy”).

i
Mlarketireg: read
Engrmenng: wchi
§ paenhore WALID

public


https://docs.microsoft.com/en-us/azure/information-protection/how-does-it-work

| Protection process

https://docs.microsoft.com/en -us/azure/information -protection/how -does-it-work

Content consumption
°A
Azure RMS
Encrypted
palicy

Q

Decrypted

policy
Extract Evaluate User
(Q—=—(Q¥
? Organization's
private key

public


https://docs.microsoft.com/en-us/azure/information-protection/how-does-it-work

public

| Activate AIP

Ahttps://docs.microsoft.com/en -us/azure/information -
protection/activate -office365



https://docs.microsoft.com/en-us/azure/information-protection/activate-office365

AIlP restrictions

A RMS-enabled applications (Outlook, Ooutlook OWA, Outlook for iosl OP
A Set-ActiveSyncOrganizationSettings &AllowRMSSupportForUnenlightenedApps  $True

A Respecting complete restriction settings, possibilities to avoidance restrictions

A Applicated also to attachments
A Set-IRMConfiguration -DecryptAttachmentForEncryptOnly $True

A Teams and yammer channel

public
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Sensitivity lables considerations

AlLevels of protection

ANames, definition

AWatermarks, footer O

AEncryption dwhat groups allowed , external access

AHow many labels
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| Example

Label Name Description Marking Protection Extended
Protection
Public Content that can be shared outside the Footer None None
company
Internal Content that should remain internal but can | Footer None None
be shared
Confidential Content that should remain inside the Footer Yes None
company
Secret Content that should never go outside the Footerand | Yes 7-day expiry
company watermark
Ultra “Eyes-only” content for restricted circulation | Footerand | Yes, 3-day
watermark restricted to | expiry.
certain
groups.




| Priority

public

Sensitivity labels

Labels Label policies

Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically
ar by the user), the content or site is protected based on the settings you choose, For example, you can create labels
that encrypt files, add content marking, and control user access to specific sites. Learn more about sensitivity labels

reate a labe = LIIEN |abDels . Tes
+ ¢ label 2 Publishlabels [ Refresh

Mame Created by Last modified

General Jack Ryan 05/20/2019

rternal Jack Ryan 05/2072019

Confidential lack Ryan 05/20/20719 t Add sub label
T Move up

0 iterns selected.
- Move down
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RMB-enabled ? Other files?

Example: Bmp -> protected bmp
Azure Information protection viewer

Native support from PDFreader
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Protection synchronization, persistance

ARequirements
AVersion 17.3.7294.0108 (or later) of the OneDrive sync client.
ARights Management Service client.

AOnprem libraries sync

Alf you upload a protected document , it keeps its protection.
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Super users

AThey are accounts that can decrypt any protected content

ARecover a set of protected Word documents left by an ex -
employe e

AEnable-AipServiceSuperUserFeature
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| Office 365 auditing

Office 365 for IT Pros (2020 Edition): The comprehensive guide to Microsoft's Cloud Office System

SharePoint Online
Document access
Document modifications
File downloads
Sharing requests
Client synchronization

Azure Active Directory
Account sign-ins
Password changes
Account additions etc.
Domain management
Delegation

Long term (180-day)
Storage (in Azure)

Exchange Online
Mailbox audit events
Admin audit events

Office 365 Apps
eDiscovery
Teams
Sway
Etc.

Pipeline

Audit entry data

Office 365 Activity Report
in Security and

Compliance Center

Search-UnifiedAuditLog
cmdlet

Custom reports created by
tenant or reporting product

Office 365 Management Activity APl -




| Auditing a15 points to secure score

Athe date and time for an event, the user identity, the client IP
address, client type, the action taken, and the object
accessed.

A90 - 365 days keeps audit data

AData available in search mostly within 30 minutes

| Set-AdminAuditLogConfig -
AUdlt |Og SearCh UnifiedAuditLoglngestionEnabled $True

i To use this feature, turn on auditing so we can start recording user ar;%:min activity in your organization. When you | dit
urn on auditing

" turn this on, activity will be recorded to the Office 365 audit log and Ngtble to view in a report.



Office 365 service 30 minutes 24 hours
Advanced Threat Protection and Threat Intelligence ¥
Azure Active Directory (user login events) v
Azure Active Directory (admin events) v
Diata Loss Prevention ¥
Dynamics 365 CRM v
eDiscovery v
Exchange Online ¥
Microsoft Power Automate v
Microsoft Project v
n

I I m e Micrasoft Stream ¥
Microsoft Teams ¥
Power Apps v
Power Bl v
Security & Compliance Center ¥
SharePoint Online and OneDrive for Business v
Swiay v

Workplace Analytics ¥




| Audit search auser activity

kil Spréva ziznamd

E' Rizeni informaci

o Dohled

A Rizeni hrozeb

= Tok posty

) Ochrana osobnich Gdaju

/D Hledat

Vyhleddvani obsahu CF
Vyhleddvani v protokolu
auditovan’

Productivity App

Discovery

3 eDiscovery

public

Domd = Vyhledavani v protokolu auditovani

Vyhledavani v protokolu auditovani
Potfebujete zjistit, jestli néktery ufivatel odstranil néjaky dokument nebo jestli spravce nékomu resetoval heslo? W protokolu auditovand Office 365 =i miZete whiedat, co

v posledni dobé délali ufivatelé a spravei ve vasi organizaci. MiZete tu najit aktivity vztahujici se k e-mailu, skupiniam, dokumentim, oprévnénim, adresafovym slufbam a
spoustd daliim wacem. Dalsi informace o wyhledavani v protokolu auditovani

H | E‘d 3t 2 Vymazat "'.-"I}:"Sleid Ky Malezené wysledky: 150 (Je dostupnych vic
- polofek, zobrazite je posunutim dold.) S Wyslediy filtrovan 4 isledky -

J
Aktivity Datum ™ IP adresa Uzivatel
Zobrazit wyslediy viech aktivit - 2020-04-10 16 ubomir@osme... SearchViewsd info
Pofatedni datum
2020-04-10 16 ubomin@osme Sputténi export..  infoinfo_Repar...
2020-04-03 F 0000 ¥
2020-04-10 16 ubomir@osme WiewedSearchf..  infoh\info_Repor...
Koncowe datum
2020-04-1 u 0000 ¥ 2020-04-10 16 ubomir@osme...  Spusténi export... infohinfo_Repor...
UZivatelé 2020-04-10 16 ubomin@osme WiewedSearchR..  info\info_Repor...
lubominEosmeara.tech
2020-04-10 16 ubomir@osme...  SearchViewesd info
Soubor, slofka nebo web (1)
R WZ0-04-10 16 homir@osme SearchWiewead e
Zadejte cely 2020-04-10 16 ubomir@osme... SearchViewed nfo
NED0 30Nes
2020-04-10 18 ubomir@osme.. info




Audit search adeleting files

Zabezpeéeni a dodriovani predpisi Office 365 L & 7

Sprava zaznamil

Vyhledavani v protokolu auditovani

Rizeni informach

Potfebujete zjistit, jestli néktery uZivatel odstranil néjaky dokument nebo jestli spravee nékomu resetoval hesla? W protokolu auditovani Office 365 si miZete vwhiedat, co
v posledni dobé délali uzivatelé a spravci ve vasi organizaci. MUuZete tu najit aktivity vztahujici se k e-mailu, skupinam, dokumentum, oprawnénim, adresafovym sluzbam a

Dohled spoustd dalfim vécem. Dalsi informace o vyhledavani v protokolu auditovani
Visledloy - . o P i b ad vl o
s - Vs V' Malezene vysladky: 3 W Wysledioy filtrovan <+ Exportovat vys -
Rizeni hrozeb H |E‘dat "7 Vymazat / 4 Y Y VysieaRy Tirava : ysledky
Altivity Diatum ™ IP adresa Uzivatel Aktivita Polozka Podrobnosti
Tok posty Zrudeni rezervace souboruy, . (2} - 2020-04-00 20~ 100.164.112170  lubomir@csme.. Odstranénisou.. 5200313358pdf  Odstranéno ="

Pocatecni datum

Ochrana osobnich U’da_j.j 2020-04-09 20 109.164.112.170 ubomin@osme Odstranemnd sou..  2020-03-01-59._.  Odstranéno = "
2020-04-03 | 00=00 v
2020-04-00 20 100164112170 lubomir@osme Odstranéni sou...  Oimera (3).pd Odstraneno = "_..
Hledat Korcoweé datun
2020-04-11 i 00<00 v
Vyhledavani obsahu =
UZivatels

Vyhledavani v protokolu

auditovani
Soubor, slofka nebo web (1)

Productivity App

Driscovery

eDiscovery

2, Hiedat




| Audit search auser sign-in (Azure AD)

Zabezpedeni a dodriovani predpisi Office 365

@5 Sprava zaznami . ) o .
Domd > Vyhledavani v protokolu auditovan

E| Rizeni informaci

Vyhledavani v protokolu auditovani

£ Dohled Potfebujete zjistit, jestli néktery uZivatel odstranil néjaky dokument nebe jestli spravee nékomu resetoval heslo? V protokelu auditovani Office 365 si miZete vyhledat, co
v poslednd dobe délali uZivatele a spravci ve vasi crganizaci. MuZete tu najit aktivity vztahujicl se k e-mailu, skupinam, dokumentum, opravnénim, adresarowym sluzbam a
spousté daldim vécem. Dalsi informace o vyhledavani v protokolu auditovani

".-." I., . - . r ﬂﬁl':: - -|.
H |Edat © Vymazat 1'.,!";. SlEdk} N..ale.zene- '.l:.lslec.ik:.l. 15'.'II= {Je dostup .t — [n -
poloZek, zobrazite je posunutim dolw.) " Vysledky filtrovan

== Tok posty Aktivity IP adresa Uivatel

& Rizeni hrozeb

Utivatel se piihlasil - 2020-04-10 17-..  100.164.112.170  lubomir@osme... Uivat

) Ochrana osobnich (daju

Pocatecni datum

020-04-03
O Hiedat

Koncove datum

Vyhleddvani obsahu O
020-04-11

Vyhleddvani v protokolu

Uzivatels
auditovani L

lubomirEoesmera.tech
164112170

Productivity App

Soubar, slofks nebo web (1)

. R ) P . . - . oy
Discavery i 164112, vat .. D00D0004-0000...

T, eDiscovery 202004 - 1001 : ir@osme..  Uivat finl... 0DCODOO4-D000...

public




Upravneni

Klasifikace

Ochrana pfed tnikem
informaci

Spréva z&znamd

Rizenf hrozeb

Ridici panel

Odeslana podani

Kontrola

Zasada

Tok posty

Ochrana osobnich tdaji

Hledat

Vyhledavani obsahu

Vyhledavani v protokolu

auditovani

Productivity App

Zabezpeceni a dodrZovini predpist Office 365

Domi > Vyhledavani v protokolu auditovant

| Changing file

Vyhledavani v protokolu auditovani

Poticbujete Zistit, jestli néktery usivatel odstranil néjaky dokument nebo jestli spravee nékomu resetoval heslo? V protokolu auditovani Office 365 si miizste vyhledat, co v posledni dobé délali uzivatelé a spravei ve vadi organizaci. MiiZete tu najit aktivity vztahujici se k e-mailu, skupinam, dokumentim,

oprévnénim, adresdiovym sluzbém a spousté dalsim vécem. Dalsi informace © vyhledévéni v protokelu auditovani

Hiedat

Ativity
Zména souboru

Pocatecni datum

2020-04-03 = 00:00 M

Koncové datum

2020-04-11 &

lubomir@osmeraitech

2 neboweb O

Q Hiedat

~+ Nova zasada tykajici se upozoméni

+ Novy audit zasad uchovavani informaci

Vysledky  Nalezens vysledky: 150

Datum ¥

2020-04-10 17:47:34

2020-04-10 17:29:08

2020-04-1017:23:44

2020-04-10 17:16:00

2020-04-10 17:10:32

2020-04-10 17:02:

A4

2020-04-10 1&:57:11

2020-04-10 16:40:17

2020-04-10 16:16:27

2020-04-10 15:23:47

2020-04-10 15:21:59

2020-04-10 13:14:17

2020-04-10 14:06:43

2020-014-10 12011

IP adresa

52.108.52.

52.108.

52.108.

52.108.

194.228.129.229

52.108.

Uzivatel

ubomir

ubomir

ubomir

ubomir

ubomir

ubomir@

ubomir®

ubomir®

ubomir

ubomir

ubomir

ubomir

ubomir

Aktivita

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Zména souboru

Tendna emihan

¥ Vysledky filtr

t vysledky =

Polozka

Microsoft365secutotyS00.pptx

icrascft365secutotyS00.ppte

ficrosoft365secutoty500.ppte

ficrosoft365secutoty500.pptc

icroscft363secutoty500.ppte

ficrasft365secutoty500.ppte

ficrasaft365secutotyS00.ppt

ficrasaft365secutoty500.ppt

icroscft365secutoty500.ppt

Office365 securityone

icroscft363secutoty500.ppte

ficrasft365secutoty500.ppte

ficrasaft365secutotyS00.ppt

Jir rmemfE RS e S0 Aty

Podrobnosti

Upravene v "Documents/AZURE"

Upravene v "Documents/AZURE"

Upraveno v "Documents/AZURE"

Upraveno v "Documents/AZURE"

Upraveno v "Documents/AZURE"

Upravene v "Documents/AZURE"

Upravene v "Documents/AZURE"

Upravene v "Documents/AZURE"

Upraveno v “Documents/AZURE"

Upraveno v "Documents/Lubomir @ Lu...

Upraveno v "Documents/AZURE"

Upravene v "Documents/AZURE"

Upravene v "Documents/AZURE"

linravmnn v Time i ante A71HRE



| Anonymous link

HlEdat V}IS|Ed k}? Malezené vysledky

Altivity Datum ¥
Vytvoieni anonymniho odkazu -

ofatecni datum N e
2020-04-03 | 00:00 v

Koncove datum

2020-04-11 (= 00:00 v

ivatelé

= ')
Soubor, sloZka nebo web WL

public
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=5 Tok poity

| Sharing activities

Upravneni

7 Vymazat Vysledky  Nalezené vysledky: 0

Aktivity Datum ¥ IP adresa

Ochrana pred Gnikem Zobrazit wysledky viech aktivit -

informaci

UZivatel

Aktivita

Sprava zdznama | sd

. Aktivity souvisejici se sdilenim a Zadostmi o pfistup
Rizeni informaci
Piijeti pozvanky ke sdileni

Zablokovani pozvanky ke sdileni
Dohled S
Viytvofeni odkazu ke sdileni v ramci spolecnost
Rizeni hrozeb Viytvofeni pozvanky ke sdileni

Odebrani odkazu ke sdileni v ramci spolecnosti

Ridici panel

Sdileni souboru, slozky nebo webu
Odeslana pedani Zrudeni sdileni souboru, slozky nebo webu
Aktualizace pozvanky ke sdileni

Kontrola
PouZiti odkazu ke sdileni v ramci spolecnosti

Zho .. . .
Zasada Odvolani pozvanky ke sdileni

~+ Nova zasada tykajici se upozorméni
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| Sharing file or web

Zabezpeceni a dodrZovani predpisa Office 365

g Opravneni
Klasifikace

Ochrana pfed dGnikem
informaci

Sprava zaznamd
Rizenf informaci
Dohled

Rizen( hrozeb
Ridic panel
Odeslana podani’
Kontrola

Zaszada

i=a Tok posty

& Ochrana osobnich tdajl

p Hledat

Vyhledavani v protokolu auditovani

Potfebujete Zistit, jestli néktery uivatel odstranil néjaky dokument nebo jestli spravee nékomu resetoval heslo? W protokolu auditovani Office 365 si miZete vyhledat, co
v posledni dobé délali uZivatelé a spravei ve vasi organizaci. MiZete tu najit aktivity vztahujici se k e-mailu, skupinam, dokumentim, opravnénim, adresafovym sluzbam a
spousté daliim vécem. Daléi informace o vyhledavani v protokolu auditovani

% A N P L .
H |E’dat W ;;'Slfd <Y Malezeng vysledky: 4 W Wyslediy filt

Aktivity P adresa Uzivatel Aktivita Z Podrobnost...

Sdileni soubory, sloZky nebo webu - 2020-04-07 10:02:12 100164112, lubomir@os... Sdileni soub.. httpsy/fosme.. Sdili se s "5

Pocatecni datum
100164112 . lubomir@os...

Sdileni soub...

109164112 lub @os.. Sdileni soub...

~+ Mova zésada tikajicl se upozoméni




| Powershell search

The GUI Doesn’t Show All: Not every audit record gathered by Office 365 appears in the set of results
returned in the Security and Compliance Center Search Audit Log GUI. This is because Office 365 generates

many internal events that might confuse or distract a log search. If you want to see the raw information in
the audit log, use the Search-UnifiedAuditLog cmdlet to search.

$Togbata = sSearch-UnifiedAuditLog -StartDate ((Get-Date).AddDays(-30)) -EndDate (Get-Date) -UserIds $user -Operations UserLoginFailed -Formatted

public
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| Adding user

Uomu = Vyhledavani v protokolu auditovan

Vyhledavani v protokolu auditovani

Potfebujete Zjistit, jestli néktery uzivatel odstranil néjaky dokument nebo jestli spravce nékomu resetoval heslo? V protokolu audito
v posledni dobé délali uZivatelé a spravci ve vadi organizaci. MiZete tu najit aktivity vztahujici se k e-mailu, skupinam, dokumentdim
spousté daliim vecem. Dalsi informace o vyhledavani v protokolu auditovani

Hledat
Alktivity

Pridani ufivatele -
Pocatedni datum

2020-04-03 i

Kancové dztum

2020-04-11 i

Uzivatels

lubomirEosmeratech

Soubar, slozkz nebo web (1)

2, Hiedat

~+ Nova zdsada

V3}S|Ed|-(}-' Nalezené vysledky: 1 5 Wysledky filtrovani

Datum ¥ IP adresa Uzivatel Aktivita

2020-04-02 14:_ 51105191173 Pfidani u: =

ubomin@osme.._

00:00 L

0000 L

ici se upozornéni




Alerts
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| Policies

¢y Domi

Zobrazit upozoméni’
Zasady upozornéni
Spravovat roz

upozornéni

informaci
Spra
8y Rizenf informaci

a3 Dohled

A Rizenf hrozeb

== Tok posty
ﬁ Qchrana osobnich Gdajd

,O Hledat

Domil > Alert policies

Zasady upozornéni

N I B I I I

e3d upozornéni miZete sledovat akti
minek a zvolte, kdy
Analvza hr

Analyza

Suspicious email sending patterns detected

Elevation of Exchange admin privilege

Email reported by user as malware or phish

eDiscovery search started or exported

Admin Submission Result Completed

Email sending limit exceeded

Craation of forwarding/redirect rule

User restricted from sending email

Messages have been delayed

Tenant restricted from sending unprovisioned email

Tenant restricted from sending email

ové hrozby nebo incidenty Uniku

Zavaznost

Stredni’

® N

nformadni’

Stredni’

®  Nizki

Stfedni

®  Nizia

Typ

Kategorie

Rizen

Opravnéni

Rizen

Rizen:

Rizeni hrozeb

Rizen( hrozeb

Rizen:

Rizen

na kterou cheete dostavat upozornén’, upfesn

Datum zmény

Stav




| Alerts

Zabezpeteni a dodrzovéni predpisd Office 365

Domid = Upozormnéni > Zobrazit upozornéni

£y Domi Zobrazit upozornéni

A\ Upozoméni IZl
Ridici panel
I:‘ Zavainost Mazev upozornéni Stav Kategorie Pocet aktivit Posledni vyskyt ...
Zobrazit upozomén(
. . . E Stiedni eDiscovery search started or exported Alctivmi’ Rizeni hrozeb 1 Ped 16 hodinami
Zasady upozomeni
Spravovat ro |:| Stiedni eDiscovery search started or exported Aktivni Rizeni hrozeb 1 Pred 16 hodinami

upozornéni

R Oprévnéni

Ochrana pfed dnikem
infarmach

[y, Spréva ziznami

B Rizeni informaci

Dohled
4 Rizeni hrozeb

s Tok posty
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| Own policies

Nova zasada tykajid se upozoméni

Zvolit aktivitu, podminky a cas, kdy se ma upozornéeni aktivovat

MiZete zvalit pouze jednu aktivity, ale mate moZnost pidst podminky, pemodi kterych upfesnite, co budeme zZjigtovat.

MEme e Ma co cheete upozomit?

= Aktivita je

B Nastaveni vytvafeni upozornéni

Externi sdilen souboru

Nastavit prijemce odkaz.

Zkontrolovat nastaveni N .
T Pridat podminku

UZivatel nasdilel soubor nebo slofku neba k nim ud&lil piistup externimu ufivateli nebo k nim wytvofil anonymni
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Advanced own policy

MNew alert policy

@ Name your alert What do you want to alert on?

A 4 Activity is
@ Create alert settings

Downloaded file

User downloads a document from a site.
Set your recipients

Review your settings
How do you want the alert to be triggered?

(O Every time an activity matches the rule

More than or equal to |40 = | activities
During the last &0 minutes
On All users ¥

All users ¥

Choose an activity, conditions and when to trigger the alert

You can only choose one actimity but you can add conditions to refine what well detect.

(® When the volume of matched activities reaches a threshold

O When the volume of matched activities becomes unusua



| CloudApp security extending

- Create activity policy o
Dashboard
Policy template
i AV

™  Discover No template i
©3  Investigate b Policy name *
E Control A

el Policy severity * Category

T T an [ [ [] Threat detection v

emplates

Q Alerts Description

Create filters for the policy

Act on:

@ Single activity
Every activity that matches the filters

O Repeated activity:
Repeated activity by a single user

ACTIVITIES MATCHING ALL OF THE FOLLOWING © Edit and preview resuits

Select a filter... A4

+

Alerts

public

Create an alert for each matching event with the policy's severity



| Sentinel aSIEM in cloud

Microsoft Azure 2 Search resources, services, and docs (G+/) : 5 , S lubomir@o

LUBOMIR OSMERA

Home > Azure Sentinel workspaces » Azure Sentinel | Workbooks > Azure AD Sign-in logs

Azure AD Sign-in logs

sentinelosmera

O
RN VTP N AN A _

Summary of top errors - ) B Sign-ins with errors
| P Search | | P Search
¥ Error Code T, Reason Ty Error Count T, User Tl IPAddress Ty ¥ Error Code T} Sign-in~
90072 Other _ Lubomir Oimera 194.228.129.229 50126 5days a
| 50126 Invalid username or password or Invalid on-premise user... 9 Lubomir Osmera 194.228.129.229 50126 5days a
50097 Device Authentication Required - Deviceld -DeviceAltSecl... 2 (%) Lubomir Osmera 194.228.129.229 90072 9 days a
50014 Other 2 Lubomir Osmera 194.228.129.229 90072 9 days a
| Lubomir Oimera 194.228.129.229 90072 9 days a
|
Summary of sign-ins waiting on user action - B B Sign-ins waiting on user action
| ~ Search | | ~ Search
3¢ Error Code T, Reason Ty Interrupt Count T, User T, IPAddress T~ 4
50140 This error occurred due to "Keep me signed In’ interrupt ... _ Lubomir Osmera 109.164.112.170 501
50074 User did not pass the MFA challenge. 14 Lubomir Osmera 109.164.112.170 501
50058 The application tried to perferm a silent sign in and the u... 4 Lubomir Osmera 109.164.112.170 501
50072 Users’ needs to enroll for second factor authentication (in... 2 Lubomir Ofmera 109.164.112.170 501
Lubomir Odmera 109.164.112.170 501

PR R N S AnA Ar A a4T aTA A

public



Data Loss Prevention

Secure your organization against datta exfiltration and leaks

public
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DLP (Dataloss prevention )

ATechnology designed to help users to understand when
they mishandle sensitive data .

APatterns, regular expressions, wordlist
AExchange online,Sharepoint , Teams

AOffice applications



| Example 1

Soubor  Zprava VloZeni MoZnosti Formatovani textu Revize Napovéda
fﬂD CalibriZab= |11« A A i=-i=- B p\%
Vlozit I:D B I U ©£-.A. = = Adresar Kontrola

- F Kopirovat format - - = jmen
Schranka [P Zékladni text = Jména

Tip pro zasady: mate tam citlivy udaj - telefon
Pokud tuto zprévu cheete odeslat bez odebrani téchto informaci, musite napfed kliknout na piepsat.

Q Reknéte mi, co cheete udélat

) &1 | B hee | B

| Vysoks déleitost

Pripojit  Pripojit Podpis Priradit Diktovat
soubor = polozku~ - zasadu v \l/ Mizka dilefitost -
Zahrnout Znacky 71 Hias

D

Insights

View
Templates

My Templates

B‘ Od lubomir@osmera.tech
Poslat Komu karel. jahoda@pokus.cz
Kopie
Predmét informace

Telefonni &islo na Karla Dvofaka je 724445561
Ozvéte se mu prosim.

public
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| Example 2

soubor  Zprava VloZeni MozZnosti Formatovani textu Revize Napovéda Q'  Reknéte mi, co cheete udélat
2 cman i i azEn @ B ) BRI R 89| D
Vysoka dilefitost
Viz 12 BT U|&-A- Adreséf Kontrola | Pfipajit  Pripajit Podpis | Pitadit © 0o o0 | Diktovat | Insights | View
- 5Knp|’rnvatfnrma’t - - jmen soubor~ polozku~ - zésadu * \L Nizka dilefitost - Templates
Schranka [F} Zakladni text ] Jména Zahrnout ZInacky ] Hlas My Templates

Tip pro zésady: pravdepodobne odesilate telefonni cisla

luba585@seznam.cz > nemd autorizaci k pfijeti tohoto typu informaci.

Pokud tuto zprévu checete odeslat bez odebrani téchto informaci, musite napied kliknout na piepsat .

lubomir@osmera.tech

B‘ Od ~

Poslat Kemu luba38i@seznam.cz;
Kopie
Predmét Kontakty

Telefonni isla na obchodni partnery:
MNovak Petr — 737888566

Karel Petr — 744555211

Jana Vodni — 744111222

Petr Kiepelka - 721444555

O&mera Lubomir
organizator



| Example 2 - action

public

Soubor  Zprava VloZeni MoZnosti Formatovani textu Revize Napovéda @ Reknéte mi, co chcete udélat
. |:| il A A== A p\% @ BE @ F'E Fh Zpracovat ~
e B N ST | oo | Vysoka dillefitost
Vlezit B I U & A = — | == 5= | Adresif Kontrola Pipojit  Pipojit Podpis Piifadit
. < - - - = = Jmen soubor~ polozku~ - zasadu ~ \]/ Nizkd dilezitost
Schranka [F} Zakladni text Jména Zahrnout Znacky [F}

Tip pro zasady: pravdepodobne odesilate telefonni cisla
luba585@seznam.cz ¥, nemd autorizaci k pfijeti tohoto typu informaci,
Pokud tuto zpravu cheete odeslat bez odebréni téchto informaci, musite napfed kliknout na piepsat .

B’ Od ~ lubomir@osmera.tech
Poslat Kemu luba385@seznam.cz;
Kopie

Piedmét Kontakty

Kontakty - Zprava (HT|

8 O L

Diktovat | Insights View
< Templates
Hlas My Templates

Telefonni éisla na obchodni partnery:
Novak Petr— 737888566

Karel Petr — 744555211

Jana Vodni — 744111222

Petr Kiepelka - 721444555 et

Microsoft Outlook

Wysvétlete prosim, proé cheete potiadit zasady
vaii organizace a tuto zpravu odeslat. Vaie
organizace miZe tuto odpovéd pozdéji

(®) Mam divody, které souvisi s firemni éinnosti

O&mera Lubomir
osilam kontakty na ostatni organizatm}d

organizator

(O) Tato zpréva neobsahuje citlivé informace.




| Example 3 - OWA

Koncepty

Upozornéni na mozny dnik citlivych informaci: pravdepodobne odesilate telefonni cisla Skryt pedrobnost o
rchiv

O luba585@seznam.cz: Tento pfijemce nema opravnéni dostavat tento typ informaci. Odebrat pfijemce

= Pokud cheete zpravu poslat i s citlivymi informacemi, musite nejdfiv kliknout na Ignorovat. Potladit Odeslana
Zaobrazit podrobnosti o informacich, které vypadaji, Ze by maohly byt citlivé Dalii informace
Odstrang
Komu o luba585@seznam.cz X Skryta kopie .
v lubomit
~ Dorucen
Kopie pokus
odpersc
Pfidat predmét Koncepty
Odeslana
. . Odstrané
Telefonni Cisla na obchodni partnery: s
Novak Petr — 737888566 Archiv
Karel Petr— 744555211 Histaorie k
Jana Viodni— 744111222 s Historie k
. istorie
Petr Kfepelka - 721444555
Infikovan
OEmera Lubomir (oS
organizator
&2 NevyZada
Odchozi}
» Slozloy vy
v Skupiny

public

skoleni
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| Message blocked (OWA)

Oblibené

Dorucena posta 97
Koncepty 21
Archiv

Odeslana posta
Odstranéna po... 17

Pridat oblibenou p...

Slozky

Dorucena posta 97

ocdpersonalni 8
pokus
Koncepty 21

Odeslani posta

i] Odstranit

©

O

© 6 6 6 o0

= Archivovat (&) NevyZidana poita ~ & Uklidit B3 Pfesunoutdo ~ ¢ Kategorizovat ™ (O OdloZit ~ Ipét
2 Prioritni = Dalsi Filtr ~ Message Blocked: telefony
Microsoft Outlook ] &% Prelofit zpravu do: Cettina | Nikdy nepfeklidat z: Anglictina
Message Blocked: telefony 18:29
Your email message conflicts with a policy in ... Microsoft Outlook
4
Me 12.04.2020 18:29 =9 © =

Microsoft Outlook
Rule detected - Zjistili jsme m... 18
A match of one or more of your organization...

7

[A%]

Microsoft Outlook ]
Rule detected - Zjistili jsme m... 18:18
A match of one or more of your organization...

Microsoft Outlock [
Motification: Reakce na popta... 18:18
Your email message conflicts with a policy in ...

Microsoft Outlook |
Motification: Active directory ... 17:38
Your email message conflicts with a policy in ...

Microsoft Outlook ]
Rule detected - Zjistili jsme m... 17:58
A match of one or more of your organization...

Lubomir Qsmera =
E telefony
15kB

Your email message conflicts with a policy in your organization. The message wasn't
delivered to all recipients. Issues:

+ Message is sent to people outside your organization.
+ Message contains the following sensitive information: telephone

Message is attached.

Did you get this?

| What is this? | Do you know what this is?

[0 Jsou wijie uvedené ndvrhy ufiteéné? Ano  Ne



Automatickeé ukladani [E_—'] "-' -

x - UloZené -

Soubor  Doma VloZen( Mavrh RozloZeni Reference Korespondence Revize Zobrazenl Napovéda £ Hledat
EHD Calibri PR o A PR . Y i i et = TN |
@
VloZit 2 Bl — — — = - ;
I U - X X A === 1= TMarmalni | TBez mezer  Madpis 1
- <¥ Kopirovat format Y- x & - - — — — = °
Schranka a Pismo a Odstavec ra Styly

+420737158462

737111111

87966

77777712

724 444 418

745888999

public

Poslat odkaz
Dokument2.docx

Lidé, které zadate, budou mit opravnéni
k dpravam

>

&)
(0 lubacsma }()

Tato polozka obsahuje citlivé informace. Neni moZné
ji sdilet s lidmi mime vasi arganizaci
Zobrazit upozeméni na moZny Gnik citlivych informaci

Zadejte zpravu (nepovinné).

)

CH

Kopirovat odkaz Dutlock

[ Poslat kopii “~

Nadpis 2

naBbCeDe AaBbcede AaBbCe Assbcer AQDB

MNazev =

1= sdilet
SO Najit -

& Nahradit
[} Vybrat -

Upravy

L7 Komentare

0

Diktovat

L3

Hlas



Sharepoint

Word Lubomir O3mera > Documents Dokument?2 - UloZeno Lubomir O3mera
Soubor Domil VloZeni RozloZeni Reference Revize Zobrazeni MNapovéda Oteviit v desktopovée aplikaci Q Hledat / w e (|
v E w \3 |[:a||br| (Zaklad... v|1'| v‘ AA AV B I u & ﬁv }5@ L] EEV éEv E E Ev é,)’v pv QJ Diktovat see v
(i) UPOZORMENI NA MOZNY UNIK CITLIVYCH INFORMACI: pravdepodobne odesilate telefonni cisla Dalsi moZnosti b4

+420737158462
737111111
287566

TI7TTT 12
724444 418

743838933

public
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| Sharepoint

Vysledky v

[/

® &

B & W & ®

Poslat odkaz e X

seminare.xlsx

Lidé, které zadate, budou mit opravnéni k
dpravam

C lubaosma@gmail.com X)

Piidat dalzi

Tato poloZka obzahuje citlivé informace. Meni moZné ji
sdilet = lidmi mime vasi organizaci.
Zobrazit upozornéni na meZny dnik citlivgch informaci

Zadejte zpravu (nepovinné).

Poslat

@ B

Kopirovat odkaz Outlool

Ug

pe
ri
en

Lu

Lu

Lu

Lu

Lu



Applying DLP

A Email &during transport, indexing process when messages are regullary saved

A Documents -« 8 kgs "~z égarpzk2é 8§a~gk«« ~|i ™~ frgyqg?2~"
have sensitive data, during uploading , changing documents (indexing ), new rule of DLP
A Teams &checks content against DLP policies after clients submit messages to the Chat service

A Set-SPOTenant 8&MarkNewFilesSensitiveByDefault BlockExternalSharing // new uploaded
files - invited people will be unable to access the content until the document is processed by
DLP

A Combining with sensitive labels

public



| Personal data types

iii  Zabezpedeni a dodrZovani piedpist Office 365 0 o ? Lo

Domid > Typy citlivych informaci

Domd Typy citlvych informaci, které jsou tu uvedené, miZete poudit v zésadéch zabezpeceni & dodriovéni pfedpisl. Patfi mezi né velké kolekce fypl, kieré
jsme predem pripravili a které poknyvaji obiasti po celém svété, i viechny viastni typy, které jste wybvarili,

Upozoméni

—+ wytvoiit

Opravnéni
] Nazev Vydavatel
Klasifikace -
Popisky cilvost | | (China Resident Identity Card (PRC) Number Microsoft Corporation
Popisky uchovavani [ Credit Card Mumber Microsoft Corporation
informacy [ Croatia Identity Card Mumber Microsoft Corporation
Typy citlivich informach _
Croatia Personal [dentification (OIB) Number Microsoft Corporation
Ochrana pred dnikem _ ) ) ) .
TR zech Personal Identity Mumber Microsoft Corporation
Spréva zéznami [] Denmark Personal Identification Mumber Microsoft Corporation
[ ] Crug Enforcement Agency (DEA) Number Microsoft Corporation
Rizeni informaci —
[] EU Debit Card Mumber Microsoft Corporation
Dohled
EU Driver's License Number Microsoft Corporation
Rizeni hrozeb Pocet nactenych poloZek: 100

public
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Sensitive data type creation

AName

ACondition

AThe Proximity value at the top is set to 200 characters,
meaning that a match is found if the pattern is detected
within 200 characters of a keyword.

AConfidence - probability that data are sensitive
ATest



| Default types

public

e

c @ docs.microsoft.com/en-us/microsoft-365/compliance/what-the-sensitive-information-types-look-for?view=0365-worldwide B & @
UL Al INJUTHIvel
WVISA 2Mm A v X
Version Aty
Format (NP
Office 365 e Brazil National 1D

Né Filter by title

14 to 16 digits which can be formatted or unformatted (dddddddddddddddd) and which must pass the Luhn test.

Microsoft 365 compliance Pattern

> Get started

> Manage insider risks

Very complex and robust pattern that detects cards from all major brands worldwide, including . MasterCard, Discover Card,

JCB, American Express, gift cards, and diner cards.

~ Manage information protection

Manage information protection

Checksum
> Sensitivity labels
> Data loss prevention (DLP) Yes, the Luhn checksum
~ Sensitive information types
What the sensitive information types look for Definition
What the DLP functions look for A DLP policy is 85% confident that it's detected this type of sensitive information if, within a proximity of 300 characters:

Watch an extended overview of customizing

oLp ¢ The function Func_credit_card finds content that matches the pattern.

Customize a built-in sensitive information type * Oneofthe followwng is true:
o . o A keyword from Keyword_cc_verification is found.
Custom sensitive information types )

o A keyword from Keyword_cc_name is found.

Create custom sensitive information types with o The function Func_expiration_date finds a date in the right date format.

exact data match based classification o The checksum passes.

Create a custom sensitive information type in

the Security & Compliance Center A DLP policy is 65% confident that it's detected this type of sensitive information if, within a proximity of 300 characters:

Create a custom sensitive information type » The function Func_credit_card finds content that matches the pattern.
using Powershell e The checksum passes.

Create a keyword dictionary
ent Fingerprinting ™ Copy

https: ldocs.micresoft. co.nalend wzUS/MICrosoft -

365/

<Entity id="50842eb7-edc8-4019-85dd-5a5c1f2bb@85" patternsProximity="300" recommendedConfidence="85">
Encryption in M3

campliance/what -thé”"m‘t“assjﬁveﬁmformatlon -types-

look

<Any minMatches="1">

et ap- oo SL3 bt in

-for?view=0365 -worldwidé

Canada Bank Acc
Number

Canada Driver's L
Number

Canada Health Se
Number

Canada Passport

Canada Personal
Identification Nur
(PHIN)

Canada Social Ins
Number

Chile Identity Car

China Resident Id
Card (PRC) Numk

Credit Card Num

Croatia Identity C
Number

Croatia Personal
Identification (Olt
Number

Czech Personal Id
Number

Denmark Personz
Identification Nur

Drug Enforcemen
(DEA) Number

EU Debit Card Nu

EU Driver's Licens
Number

EU National Ident
Number

EU Passport Num
EU Social Security


https://docs.microsoft.com/en-us/microsoft-365/compliance/what-the-sensitive-information-types-look-for?view=o365-worldwide

| Custom sensitive data recognition

ANot only count of digits, personal number &module 11
A\s(\+420)? ?[1-9][0-9]{2} ?[0-9]{3} ?[0-9]{3}\s
Ahttps://regex101.com/

public


https://regex101.com/

VE & SHARE

3 Save Regex ctrl+s

AVOR

> PCRE (PHP)
> ECMASCcript (JavaScript)
> Python

> Golang

oLs

B Code Generator

¥ Regex Debugger

4

REGULAR EXPRESSION

(N#a20)2 PR1EolfeRol{2} Plefol{3} PleHol{3}

TEST STRING

+428737158462

87966
777 777 12
724 444 418

SUBSTITUTION

4 matches, 173 steps (~0ms)

SWITCH TO UNIT TESTS »

B @regex101 $ donate contact 9 bug reports & feedback I wiki

EXPLANATION

v / (Rils20)? PfiHcHifeHofzy PecHolSy RfeHol=y / en

v 1st Capturing Group (N%428) 2
? Quantifier — Matches between zero and one times, as many times as possible,
giving back as needed (greedy)
W% matches the character + literally (case sensitive)
428 matches the characters 428 literally (case sensitive)

v [E matches the character  literally (case sensitive)
# Quantifier — Matches between zero and one times, as many times as possible,
giving back as needed (greedy)

¥ Match a single character present in the list below [155]
88 a single character in the range between 1 (index 49) and 8@ (index 57) (case
sensitive)

¥ Match a single character present in the list below [eEs]{2}

Pk iFiae KAt rbme Aot 3 FHieene

MATCH INFORMATION

Match 1 (ag

Full match ©-13 +428737158462

Group 1. -4 +4208

Match 2
[P 1422 737111111

Match 3

Full match 41-52 724 444 418

QUICK REFERENCE

A single characterof:a, borc [abc]
2ll Tokens A character except: a, borc [*abc]

Common Tokens v A characterin the range: a-z [a-z]

General Tokens A character not in the range: a-z ["a-z]

Anchors A character in the range: a-z or A-Z [a-zA-Z]

Meta Sequences Any single character

Quantifiers Any whitespace character \s

© % 0 & O % W

Group Constructs Any non-whitespace character \s

22 Character Classes ~  Anydigt \d

h

-



| Sensitive data type creation

telephone

Tady si miiZete zménit nastaveni
viastnosti typi citlivych informad.

Upravuje se: Pozadavky na shod

Musite pfidat odpovidajici prvek pfedstavujici citiivé informace, které bude tento typ v obsahu hledat. Jestli cheete zvwsit pfesnost detekce,
miZete {ale nemusite) navic pfidat pomocné prviy, Pokud se v obsahu Zisti odpovidaiic! prvek, musl se v zadané biizkosti od néj za
i ngjméné jeden pomocny pruek, aby se mohla potvrdit shoda.

PoZadavky na shodu

Odpovidajici prvek

 Zjistit tento obsah: .

Reguldmi vyraz v

(1+420)7 7-9][0-9]{2) 7[0:

Pomoené prvky
Nemate Zadné podpimé prvky.
Uroveii spolehlivesti (D

Vyichoz! (60

Blizkost (znaky) (T

public



Otestovat typ dtlivipch informad

@ nNahrajte soubor pro testovani

B  wysledky shody

public

Vysledky shody

V souboru fefephone.fxt jsme Zjistili toto:

1. telephone
80% spolehlivost - Podet shod: 4

Shody
724 444 11§
T435B5599
+420737158462
7371111

Pomacné prvky

Zpét

Dokondit Trusit
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Nova zisada ochrany pred Gnikem
informaci

Zvolit informace, které se maji chranit

Mézev vasi zasady

Zvolit umisténi

Mastaveni zdsad

Zkontrolovat nastaveni

Zacit se Sablonou nebo vytvorit vlastni zasadu

Zvalte pfedpis nebo nafizeni pro dany obar, aby se zobrazily Sablony zasad ochrany pred dnikem informaci, které miZete pouZit k ochrané
danych informaci, nebo vytvofte dplné nové viastni zasady. Polkud potfebujete chranit absah oznaceny popisky, budete si mact vybrat popisky
pozdé&ji.

Dalsi informace o iablonach zasad ochrany pied Gnikem informac!

Hledat Zobrazit mo#nosti pro | Veechny zemé nebo oblasti ¥

Potet vysledki: 42

L Custom policy
Financia .

E Custom policy
Fopis

@ Medical and health Create a custom policy from scratch. You will choose
the type of content to protect and how you want to
protect it.

,Q Privacy

[]

ﬂ Custom




Policy

MNova zasada ochrany pied Gnikem _ oL
informaci Zvolit umisteni

Budeme chranit obsah uloZeny v umisténich, kterd zvolite. *
Zvolit informace, které se maji chranit
@ Chrénit obsah v e-mailech na Bxchangi, chatech a zprénvdch kandld Teams a dokumentech na Onelrivu a SharePaintu

. - . ( UrnoZnit wwbér konkrétnich umisténi
Mazev vasi zasady O 4

@ ZFvolit umisténi

Mastaveni zasad

Fkontrolovat nastaveni

public






