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Azure MFA

Azure AD & Conditional Access

Identity protection

Defender , Intune

Azure Information protection , DLP

Conditional Access

RBAC. Priviliged identity management

Office 365, Azure AD auditing, Sentinel

Zdroj: SecurityWorld 3/2020

Security groups , permissions
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Challanges

Identity as a new perimeter.

Identity and access management must secure on -premises 
and cloud identities and manage access to sensitive 

information inside and outside the corporate network. 
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Identity
outside the 
protection of 
walls!
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Challanges

Users can access 
your 

organization's 
resources using a 
variety of devices 

and apps from 
anywhere

Who can access 
a resource is not 

sufficient 
anymore
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Security 
responsibilities
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Identity security

In November 2019, Microsoft noted that less than 9% of 
accounts with administrative access to Azure AD had 
MFA protection enabled



public

Password standalone 
is not sufficient

ÅPassword duplicate 

https://haveibeenpwned.com

ÅPassword guessing

ÅSocial engineering

ÅTrojan keylogger

https://haveibeenpwned.com/
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NIST password reccomendations

1. Use pass phrases instead of passwords. Phrases are easier for humans to remember. 

2. Choose phrases with unique associations that only you will know. 

3. Eliminate character -composition requirements.

4Î -~|í® ªk©¯sªk §^««µ~ªi« ®~ k¶§sªkÎ 

5. Ban common passwords, to keep the most vulnerable passwords out of your 
system. 

6. Educate your users not to re -use their password for non -work-related purposes. 

7. Enforce the use of multi -factor authentication wherever possible. 

8. Enable risk based multi -factor authentication challenges
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Guessing password

ÅMax 256 characters length in Office 365

ÅCount of attempts (Smart lockout )

ÅThe Azure AD lockout threshold is less than the Active Directory account lockout 
threshold. Set the values so that the Active Directory account lockout threshold is at 
least two or three times longer than the Azure AD lockout threshold.

ÅThe Azure AD lockout duration must be set longer than the Active Directory reset 
account lockout counter after duration. Be aware that the Azure AD duration is set in 
seconds, while the AD duration is set in minutes.

ÅMFA
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Persistent cookies
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Azure MFA
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Logging
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User sign ins (premium p2 or ems)
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Azure AD Identity protection capabilities

ÅAzure Active Directory Identity Protection analyses your 
configuration and detects vulnerabilities that can have an impact 
on your user's identities.

ÅAzure AD uses adaptive machine learning algorithms and 
heuristics to detect suspicious actions that are related to your 
user's identities. The system creates a record for each detected 
suspicious action. These records are also known as risk events.

ÅAzure AD Identity Protection lets you set risk -based Conditional 
Access policies to automatically protect your users. 
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Risk event types

ÅLeaked credentials - if cybercriminals compromise identity , they often share 
those credentials. The Microsoft leaked credentials service acquires 
username / password pairs, and checks them against AAD users' current 
valid credentials. 

ÅSign-ins from anonymous IP addresses

ÅSign-in from unfamiliar locations

ÅImpossible travel to atypical locations

ÅSign-ins from infected devices - determined by correlating IP addresses of 
®rk ¯«kªí« ik´sgk ^q^s|«® 7J ^iiªk««k« ®r^® µkªk s| g~|®^g® µs®r ^ f~® «kª´kª
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MFA not win standalone !

ÅTaking control mobile phone

Åconvincing the mobile carrier to issue a new SIM so that the 
attacker received the MFA authentication

Åhttps://nakedsecurity.sophos.com/2018/08/01/alleged -sim-
swap-scammer-nabbed -for-stealing -5m-in-bitcoin/

-> ·~¯ «r~¯zi «®szz fk {~|s®~ªs|q ·~¯ª ¯«kª«í z~q~| ^g®s´s®· p~ª 
anomalies

https://nakedsecurity.sophos.com/2018/08/01/alleged-sim-swap-scammer-nabbed-for-stealing-5m-in-bitcoin/
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RBAC, PIM

ÅAt leats priviliges for users

ÅJust on needed time
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Access 
management

Conditional access
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Proactive method
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Conditional access schema

when and how a user can access a resource.
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Scenarious

ÅSign-in risks

ÅNetwork location

ÅOnly managed devices

ÅFrom which client application
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Device compliant
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Device management - examples

ÅRequire a password to access devices (PIN)

ÅLocal data encryption

ÅWhether the device is jail -broken or rooted

ÅMinimum os

ÅThreat Defense level 
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Threat protection
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Threat vector

ÅA threat vector is a path or means by which a hacker, or 

ê®rªk^® ^g®~ªëÏ g^| q^s| ^ggk«« ®~ ^ ®^ªqk®Î 

ÅThe target can be anything of value to the hacker .

ÅCommon targets include computers and servers, usernames 

and passwords (known as account credentials), personally 

identifiable information (PII), financial information, and an 

~ªq^|sº^®s~|í« §z^|« p~ª ^ |kµ {^ªyk®s|q g^{§^sq|Î
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Threat vector
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Protection

Account breach

Elevation of Privilege

Data Exfiltration , 
data loss, data 

deletion

ØAlert policy åunusual behaviour

ØACL - for example, if you have sensitive financials data 

ØExternal sharing policies

ØClassification, encryption by AIP

ØData loss prevention
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Sharepoint online

Policy settings
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Sharing
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Host



public

Access control
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Sharepoint
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Synchronization
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Sharing reports

Åhttps://docs.microsoft.com/en -us/sharepoint/sharing -

reports

https://docs.microsoft.com/en-us/sharepoint/sharing-reports
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OFFICE 365 groups

Åhttps://docs.microsoft.com/cs -cz/microsoft -

365/admin/create -groups/manage -creation -of-

groups?view=o365 -worldwide

https://docs.microsoft.com/cs-cz/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide
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Teams
Teams org -wide settings åper users and per org

Additional settings are in secific teams also.
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Creating teams restrictions

Åhttps://docs.microsoft.com/cs -cz/microsoft -

365/admin/create -groups/manage -creation -of-

groups?view=o365 -worldwide

https://docs.microsoft.com/cs-cz/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide
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External access
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Guests
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Messaging Policies

ÅOwners can delete sent messages

ÅUsers can delete sent messages

ÅUsers can edit sent messages

ÅAllow URL preview
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Meeting policies
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Meeting policies
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Applications
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Guests accessrestrictions (sharing)
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Guests accessrestrictions (sharing)
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Onedrive , sharepoint online
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Advanced email 
protection
Antiphishing , antispoofing , antispam, antimalware , Office 365 ATP
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Spoofing mail from
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Spoofing from
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Infected attachments
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Phishing

https://www.npinc.ca/wp -content/uploads/2017/03/Office -365-phishing -scam-3.jpg

https://www.npinc.ca/wp-content/uploads/2017/03/Office-365-phishing-scam-3.jpg
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https://www.mailguard.com.au/blog/o -365-phishing -180226

https://www.mailguard.com.au/blog/o-365-phishing-180226
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https://medium.com/proferosec -osm/simple -rules-to-protect -against-spoofed -windows -net-phishing -
attacks-714a2e52dd3c

https://medium.com/proferosec-osm/simple-rules-to-protect-against-spoofed-windows-net-phishing-attacks-714a2e52dd3c
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Zdroj: wug §ki|_¬y^Microsoft 365, autor Petr Vlk
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EOP

Office 365 for IT Pros (2020 Edition): The comprehensive guide to Microsoft's 
Cloud Office System
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Transport rules
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Malware rules

ÅBy default ånot inform about malware detection
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ATP Safe attachments

ÅBehavioral analysis (about 2 minutes mostly)

ÅChecking for anomalies such as changes in memory , the
registry, or encryption of the hard drive

ÅChecking for changes in network traffic , such as connections
to r^gykªí«command and control servers

ÅIdentifying when malware tries to obfuscate itself or use 
evasion techniques
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Safe links

ÅCheck links (safe links) - list of 

known malicious URLs that is 

updated approximately every 20 

minutes.

ÅWord, Excel, and PowerPoint 

on Windows, Mac, or in a 

browser, Office apps on iOS or 

Android devices, Visio on 

Windows, OneNote in a browser

Microsoft 365 Business

https://www.microsoft.com/microsoft-365/business
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Eicar test files

Åhttps://github.com/mattias -ohlsson/eicar -standard -antivirus-

test-files

Åhttps://docs.microsoft.com/cs -cz/microsoft -

365/security/office -365-security/configure -anti-malware-

policies?view=o365 -worldwide

https://github.com/mattias-ohlsson/eicar-standard-antivirus-test-files
https://docs.microsoft.com/cs-cz/microsoft-365/security/office-365-security/configure-anti-malware-policies?view=o365-worldwide
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ATP
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ATP Safe attachments
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MX records
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Message example
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DKIM

ÅDigital signature to all outgoing messages

Åallow a remote organization to verify whether the message 

originated from a platform authorized to send messages 

from a given domain
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DMARC

ÅRFC5322:From field that is not their own domain

ÅDMARC specifies what action should be taken if the SPF and 

DKIM validation for your domain fail 

https://itcalls.net/office365 -spf-dkim -dmarc/

https://itcalls.net/office365-spf-dkim-dmarc/
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Spoofing from
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DMARC
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Message hygiene - spam

ÅThe default settings of the features are configured so that 

they meet the requirements of 90% of the tenants in Office 

365.

ÅReduce the amount of spam that is delivered to a user's 

inbox; and 

ÅReduce the number of false -positives; messages that are 

marked as spam, but in fact are not
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ATP Phishing protection

ÅProtection against impersonalization

ÅArtificial intelligence

ÅWhat happens with email?
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AIP åsecurity of 
content

Theory, planning, 

deployment, 

practical 

examples
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AIP overview

https://office365itpros.com/2019/02/25/information -protection -licenses-office -365/

https://office365itpros.com/2019/02/25/information-protection-licenses-office-365/
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License

ÅOffice 365 E3 åbasic

ÅOffice 365 E5 åextended

Åhttps://products.office.com/en/business/azure -information -
protection -for-office -365

ÅProtecting files - needing license

ÅReadning, opening - no license need

https://products.office.com/en/business/azure-information-protection-for-office-365
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Protection process
https://docs.microsoft.com/en -us/azure/information -protection/how -does-it-work

https://docs.microsoft.com/en-us/azure/information-protection/how-does-it-work
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Protection process
https://docs.microsoft.com/en -us/azure/information -protection/how -does-it-work

https://docs.microsoft.com/en-us/azure/information-protection/how-does-it-work
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Protection process
https://docs.microsoft.com/en -us/azure/information -protection/how -does-it-work

https://docs.microsoft.com/en-us/azure/information-protection/how-does-it-work
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Activate AIP

Åhttps://docs.microsoft.com/en -us/azure/information -

protection/activate -office365

https://docs.microsoft.com/en-us/azure/information-protection/activate-office365
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AIP restrictions

ÅRMS-enabled applications (Outlook, Ooutlook OWA, Outlook for iosÏ ÒÞ

Å Set-ActiveSyncOrganizationSettings åAllowRMSSupportForUnenlightenedApps $True

ÅRespecting complete restriction settings, possibilities to avoidance restrictions

ÅApplicated also to attachments

Å Set-IRMConfiguration -DecryptAttachmentForEncryptOnly $True

ÅTeams and yammer channel
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Sensitivity lables considerations

ÅLevels of protection

ÅNames, definition

ÅWatermarks, footerÒ

ÅEncryption åwhat groups allowed , external access

ÅHow many labels
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Example
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Priority
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RMB-enabled ? Other files?

Example: Bmp -> protected bmp

Azure Information protection viewer

Native support from PDF reader
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Protection synchronization , persistance

ÅRequirements

ÅVersion 17.3.7294.0108 (or later) of the OneDrive sync client.

ÅRights Management Service client.

ÅOnprem libraries sync

ÅIf you upload a protected document , it keeps its protection. 
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Super users

ÅThey are accounts that can decrypt any protected content

ÅRecover a set of protected Word documents left by an ex -

employe e

ÅEnable-AipServiceSuperUserFeature
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Office 365 auditing

Office 365 for IT Pros (2020 Edition): The comprehensive guide to Microsoft's Cloud Office System
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Auditing å15 points to secure score

Åthe date and time for an event, the user identity, the client IP 

address, client type, the action taken, and the object 

accessed. 

Å90 - 365 days keeps audit data

ÅData available in search mostly within 30 minutes

Set-AdminAuditLogConfig -
UnifiedAuditLogIngestionEnabled $True 
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Time
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Audit searchåuser activity
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Audit searchådeleting files
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Audit searchåuser sign-in (Azure AD)
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Changing file
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Anonymous link
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Sharing activities
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Sharing file or web
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Powershell search
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Adding user
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Alerts
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Policies
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Alerts
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Own policies
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Advanced own policy
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CloudApp security extending
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Sentinel åSIEM in cloud
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Data Loss Prevention
Secure your organization against datta exfiltration and leaks
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DLP (Data loss prevention )

ÅTechnology designed to help users to understand when 

they mishandle sensitive data .

ÅPatterns, regular expressions, wordlist

ÅExchange online,Sharepoint , Teams

ÅOffice applications
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Example 1
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Example 2
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Example 2 - action
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Example 3 - OWA
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Message blocked (OWA)
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Sharepoint
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Sharepoint
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Applying DLP

ÅEmail åduring transport, indexing process when messages are regullary saved

ÅDocuments -«§kgs^z êgª^µzkªë §ª~gk«« ^|i ^ f^gyqª~¯|i ®s{kª x~f ®~ ps|i i~g¯{k|®« ®r^® 
have sensitive data, during uploading , changing documents (indexing ), new rule of DLP

ÅTeamsåchecks content against DLP policies after clients submit messages to the Chat service

ÅSet-SPOTenantåMarkNewFilesSensitiveByDefault BlockExternalSharing // new uploaded
files - invited people will be unable to access the content until the document is processed by 
DLP

ÅCombining with sensitive labels
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Personal data types
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Sensitive data type creation

ÅName

ÅCondition

ÅThe Proximity value at the top is set to 200 characters, 
meaning that a match is found if the pattern is detected 
within 200 characters of a keyword.

ÅConfidence - probability that data are sensitive

ÅTest
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Default types

https://docs.microsoft.com/en -us/microsoft -
365/compliance/what -the-sensitive-information -types-
look-for?view=o365 -worldwide

https://docs.microsoft.com/en-us/microsoft-365/compliance/what-the-sensitive-information-types-look-for?view=o365-worldwide
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Custom sensitive data recognition

ÅNot only count of digits, personal number åmodule 11

Å\s(\+420)? ?[1-9][0-9]{2} ?[0-9]{3} ?[0-9]{3}\s

Åhttps://regex101.com/

https://regex101.com/
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Sensitive data type creation
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Policy
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Policy




