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Dalsi bezpecnostni nastroje
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“~— = (O 8 portal.azure.com e = 4 e

Microsoft Azure £ Search resources, services, and docs > I3 Q

Home » Contoso M365x948256 » Conditional access - Policies

admin@contoso.com (@8

contoso g

Create a resource Conditional access - Policies X
Azure Active Directory
All services
. « . = Newpolicy s What If
PUREAVORITES | 7= Policies :
o Interested in understanding the impact of the policies on a user sign-in? Check out the "What If* tool. =
I=| Dashboard
Manage
All resources i POLICY NAME EMABLED
# MNamed locations
Azure Active Direct
. ure Active Directory T Custom controls (preview) Baseline policy: Require MFA for admins (Preview)
Intune
Terms of use Exchange Online Policy e
a Azure Information Protecti.., o
& VPN connectivity Session Control policy for Salesforce .
a#/ Resource groups — . o
. “= Classic policies Require two-factor authentication for BrowserStack e
. App Services
Troubleshooting + Support Require MFA for remote SharePoint acess e

Function Apps

K Troubleshoot
% SOL databases

" Mew support request
AF Azure Cosmos DB PP 4
! Virtual machines
& Load balancers

= Storage accounts

Virtual networks

Q Monitor

@ advisor

o Cost Management + Billing

Help + support




& 8 ‘ /\ Locations - Microsoft & X | + — X

“— = O fnt & https://portal.azure.com/#blade/Microsoft_AAD_IAM/

w oo LB

Microsoft Azure 2 Search resources, services, and docs : admin@contoso.com (8
: contoso G

Home > Contoso > Enterprise applications - All applications *> Expensify - Conditional access > Mew > Conditions > Locations
Create a resource New X Conditions X Locations o X

All services

O info O info Control user access based on their physical
FAVORITES location. Learn more

* Name

Dashboard Sign-in risk @ Configure @

| Expensify location policy Not configured

All rescurces

Device platforms @ Exclude

Azure Active Directory Assignments
9 Mot configured

Intune Users and groups @
Specific users included Locations @
Mot configured

my location

Azure Information Protecti... ) All trusted locations

) Selected locations
# Resource groups Cloud apps @

1 app included Client apps (preview) @
Mot configured

&8 2pp Services

%> Function Apps Conditions @
0 conditions selected Device state (preview) @

Mot configured

% SOL databases

A&F Azure Cosmos DB
Access controls

I virtual machines
Grant @
& Load balancers 0 controls selected

= Storage accounts i
Session @

Virtual networks 0 controls selected

ﬁ Monitor

& advisor Enable policy

Lo I

Cost Management + Billing

Help + support




<=1 | A Grant - Microsoft Azure -+

/portal.azure.com/:

Microsoft Azure services, and docs S ) Q o} © admin@contoso.com [

- : contoso G

b1=)

« Home > Contoso > Enterprise applications - All applications *> Expensify - Conditional access > Mew > Grant
Create a resource New Grant O

All services

Select the controls to be enforced.
FAVORITES

*

I=| Dashboard

&52 All resources

& Azure Active Directory

Intune

) . included
Azure Information Protecti... °
# Resource groups ud apps @

i Require approv
1 app included quire appro

See list of app

&8 2pp Services

¥ Function Apps .
1 condition selected For multiple controls
% SQOL databases .
lequire all the selected conts
A& Azure Cosmos DB equire one of the selected controls
Access controls
I virtual machines

Grant @
& Load balancers 0 controls selected
= Storage accounts -
Virtual networks 0 controls selected
ﬁ Monitor
@ advisor

@ secu nty Center
2 Cost Management + Billing

;"] Help + support
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<=1 | EJ Access Panel Applications

B3 signin to your account X

login.microsoftonline.com

4 conTOSO den
isaiahl@m365x948256.0nmicrosoft.com

You cannot access this right
now

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you

might be signing in from a browser, app, or location
that is restricted by your admin.

Sign out and sign in with a different account

More details

Contoso

©2018 Microsoft

Terms of use

Privacy &t cookies



ReZimy MDM

= Office 365 MDM

Obsazeno v cené
Online konzole

IOS a Android (EAS)
Politiky souladu

= |ntune

Placena licence

Online konzole

I0S, Android, Windows
Politiky souladu
Konfiguracni politiky
Nasazeni aplikaci
Napojeni na AAD

= Co-Management

Vyzaduje SCCM

Dvé konzole

Windows (i10S, Android)
Politiky souladu
Konfiguracni politiky
Nasazeni aplikaci
Napojeni na AD i AAD



Vlastnictvi zarizeni

= Soukroma (BYOD)
— Ochrana aplikaci MAM
— Enrollment do MDM
+ Profile Owner
= Firemni
— Ochrana aplikaci MAM
— Enrollment do MDM
+ Firemni
— Kiosek

— Device Owner
— Device Owner with Profile Owner




Zakladni konfigurace v par minutach

Microsoft Admin center

Admin

S Step 1 Step 2 Step 3
etU p Personalize sign-in Add users Protect data & devices
Microsoft 365 Business

o o o

Set Windows 10 device configuration

When a user connects a Windows 10 device to your organization, they'll automatically receive the settings you configure below. You
can also make sure that users get the latest version of Office installed on their devices. We recommend that you start with the default
settings and adjust your configuration later. Learn more about configuring Windows 10

~  Secure Windows 10 devices @ | o
Help protect PCs from viruses and other threats using Windows Defender -I On
Antivirus
Help protect PCs from web-based threats in Microsoft Edge -I On

Turn off device screen when idle for

Allow users to download apps from Windows Store -I On
Allow users to access Cortana -I On
Allow users to receive Windows tips and advertisements from Microsoft -I On
Keep Windows 10 devices up to date automatically -I On

Restore default settings

Install Office on Windows 10 devices ® | No

Back N ext @ Exit and continue later



Podporované operacni systémy

= Apple
- 10S 10.0 a novejsi
- macOS 10.12 a novéjsi
= Google
— Android 4.4 a novejsi (Android Device Manager)
— Android 5.0 a novejsi (Android Enterprise)

= Microsoft
— Surface Hub
— Windows 10
— Windows 10 Mobile
— Windows 10 loT
— Windows Phone 8.1, Windows 8.1 RT a Windows 8.1 a Windows 7



Azure AD a Intune

Hybrid Azure AD joined Azure AD joined Azure AD registered



Zarizeni v Azure AD a Intune

NAME ENABLED
Win10-2 @ Yes
DESKTOP-4D7A... @ Yes
CONTENTLIBSAN @ Yes
WIN10-5 @ Yes
INT-1 @ Yes
MININT-P6A4R... @ Yes

v Win10-6 @ Yes

NAME

Win10-2

DESKTOP-4D7A...

os

Windows...

Windows

Windows...

Windows...

Windows

Windows...

Windows...

ENABLED

@ Yes

@ Yes

CONTENTLIBSAN @ Yes

VERSION

10.0 (150...

10.0.1713...

10.0 (143...

10.0 (1713...

10.0.1776...

10.0 (150...

JOIN TYPE

OWNER

Hybrid Azure AD joined N/A

Azure AD joined

TU1

Hybrid Azure AD joined N/A

Hybrid Azure AD joined N/A

Azure AD registered

INT-1

Hybrid Azure AD joined N/A

10.0 (1713...| Hybrid Azure AD joined | N/A

os VERSION
Windows... 10.0 (150...
Windows  10.0.1713...
Windows 10.0 (143...
Windows 10.0 (1713

JOIN TYPE

MDM coM

None N/A

PLIANT

Microsoft Intune D Yes

None N/A

Microsoft Intune @ Yes

None N/A

None N/A

None N/A
OWNER

Hybrid Azure AD joi... N/A

Azure AD joined TU1

Hybrid Azure AD joi... N/A

MDM COMPLIANT
T
None N/A

Microsoft Intune @ Yes

None N/A




Metody registrace do Intune

User that

Add work or School (User

Workplace Personal Enrolled
Driven) .
device
User that
M A -in (Use
LA Slg.n n (User Workplace Personal Enrolled
Driven) N
’ device
Enrol in MDM Only (U
Arotin nly fUser null Personal None
Driven)
User that
Azure AD Join (OOBE) AzureAD Corporate Enrolled
device
User that
Azure AD Join ( AzureAD Corporate Enrolled
device
Hybrid Azure AD Join User that
) o Corporate Enrolled
(Autopilot) .
device
Enrol in MDM Only
(Device Enroliment Corporate None

Manager)

Hybrid AAD) + Automatic

G t
Enrolment GPO orporate

SCCM Co-management
Azure AD Join
AzureAD
(Bulk Enrolment)
Azure AD Join
AzureAD

Corporate

Corporate

Corporate

(AutoPilot Self Deploying
Mode)

* User perfarming OOBE Setup and Enrollment will end up being a local administratar for the device



CSP a GPO

Configuration Service Provider

Jedno nebo druhé
Ale i oboje zaroven
Nekdo vyhrat musi
Pozor na verzi OS!

GPO -> CSP

Computer Policies

(-) SUPPORTED: Security Account Policies

These Security policies are fully supported by MDM. It should be possible to directly migrate these settings to MDM.

GPO Name ___[Fecdback?

MaximumPasswordAge |42 "Defaull Domain Policy O
MinimumPasswordLength][7  |[Default Domain Policy |
PasswordHistorySize 24 Default Domain Policy O
MaximumPasswordAge |19 ||AccountLocalServicesRegistry| [
PasswordHistorySize 19 [lAccountLocalServicesRegistry|| [

(-) SUPPORTED: ADMX backed policies

These System ADMX policies are fully supported by MDM. It should be possible to directly migrate these settings to MDM.

GPO Name __[Fecdback?

(Network/Network Provider/Hardened UNC Paths

Disabled

ADMXI

System/Remote Assistance/Turn on session logging

Enabled

ADMXI1

Windows Components/AutoPlay Policies/Turn off Autoplay

Disabled

ADMX1

'Windows Components/Windows Error Reporting/Consent/Customize consent settings

Enabled

ADMXI

Windows Components/Windows Error Reporting/Consent/Customize consent settings"Enabled

Complex ADMX Policies

[ o o

(-) NOT SUPPORTED: Security Account Policies

These Security seftings that are configured on the target but not supported by MDM.

GPO Name
ClearTextPassword False||Default Domain Policy

MinimumPasswordAgel|l Default Domain Policy

MaxClockSkew 5 Default Domain Policy D

MaxRenewAge 7 Default Domain Policy O




/Vendor/MSFT

DeviceStatus

SecureBootState

IMSI
ICap
PhoneNumber

RoamingStatus

RoamingCompliance

Metworkldentifiers

MacAddress

IPAddressv4

IPAddressVe

IsConnected

Compliance

EncryptionCompliance

SpecificationVersion Added in Windows 10,

version 1607
E T M rnizon
version 1803

Antivirus

SignatureStatus

Antispyware

SignatureStatus

Added in Windows 10,
version 1607

Antivirus

SignatureStatus

Antispyware

SignatureStatus

Battery

Status

EstimatedChargeRemaining

EstimatedRuntime

DomainName

DeviceGuard

Virtualization Based SecurityHwReq

Virtualization BasedSecurityStatus

LsaCfgCredGuardStatus

<:’ Added in Windows 10,
version 1803

Added in Windows 10,
version 1607

Added in Windows 10,
version 1709




Nechte si poradit

Pomuzeme nejen s nasazenim spravy mobilnich zafizeni pomoci Microsoft 365

KPCS CZ

Predni cesky poskytovatel reseni postavenych na infrastrukture a
cloudovych sluzbach spolecnosti Microsoft. Nasi Spickovi konzultanti
jsou tim, co nas cini unikatnimi nejen v Ceské republice, ale po celé Evropé
a USA.

Jsme autory jedinecné sluzby ATOM dohlizejici komplexné na celé
prostiedi po strance dostupnosti, ale predevsim bezpecnosti.

Nabizime konzultace, implementace, migrace, kontroly zabezpeceni,
skoleni, adop¢ni kampané i zajisténi technické podpory a pronajem
licenci pro celé spektrum portfolia spolecnosti Microsoft.

Nasi konzultanti vas provedou nejen svétem online sluzeb Microsoft 365 a
Azure, ale také tradicnimi lokalnimi serverovymi produkty spolecnosti
Microsoft, tedy Exchange, SharePoint a Windows Server.

obchod@kpcs.cz | www.kpcs.cz | www.atom.ms
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