
Offline Attacks
on Active Directory

Mgr. Michael Grafnetter



Directory Services Internals



New Features



WARNING

The following presentation features demos
performed by professionals, so for your safety
and the protection of those around you, do not
attempt to re-enact any activity you are about
to see.



Database Mounting Tool

Disadvantages

ÅRead-only

ÅHides secret attributes



Dumping AD Secrets



Export Formats



Auditing AD Passwords



Auditing AD Passwords



DEMO

Auditing AD Passwords



Auditing AD Passwords



Shame!



Enabling/Disabling Accounts



AD Group Membership

primaryGroupId

member



Well-Known Global Group RIDs

DomainAdmins 512

DomainUsers 513

DomainGuests 514

DomainComputers 515

DomainControllers 516

CertPublishers 517

Group PolicyCreatorOwners 520



Offline Group Membership Modification



ForgingSID History



ForgingSID History



ForgingSID History



SID Filtering?



OfflinePasswordReset



Hash/Key Derivation and Encryption



PasswordHashCloning



DEMO

Offline AD Database Modification



Replication Metadata



DEMO

Replication Metadata



Replication Metadata



Airbus CyberSecurityBTA



DPAPI-NG (AKA CNG DPAPI)

ÅNCryptProtectSecretό5ŜǎŎǊƛǇǘƻǊΣ 5ŀǘŀΣΧύ

ÅNCryptUnprotectSecret(ProtectedBlobΣΧύ



PFX/PKCS#12 File Protection



KDS Root Keys



Extracting KDS Root Keys



Ignite 2016 Talk



CredentialRoaming



CredentialRoaming - Storage



Credential Encryption using DPAPI



DPAPI Domain Backup Key



Extracting Roamed Credentials



Decrypting Roamed Private Keys



DEMO

Exctractingand Decrypting Roamed Credentials



Bonus: Bootable Flash Drive



Bonus: DSInternalsɴ Commando VM


