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Healtchecky, konzultace, pentesty, red teaming, security tuning: 
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   https://www.lubomirosmera.cz/securitytuning/ 

Kurzy:

 Zabezpečení cloudového prostředí Microsoft – 2 dny intenzivní praktický workshop dotovaný z 82 % 
přes MPSV. Nutnost přihlášení nejpozději do 3. 7. 2025
https://www.uradprace.cz/vyhledani-rekvalifikacniho-kurzu#/rekvalifikacni-kurz-detail/15843 

 Hacking and pentesting Azure – 5 denní kurz obsahující ukázky útoků na MS cloud a obranu proti nim
https://www.gopas.cz/microsoft-azure-hacking-a-penetracni- testovani_goc238 

 
 Bezpečnost hybridního prostředí Microsoft – 5 denní komplexní kurz zaměření na zabezpečení MS hybridního 

prostředí
https://www.gopas.cz/microsoft-365- bezpecnost-hybridniho-prostredi_goc215 

mailto:lubomir@osmera.tech
https://www.lubomirosmera.cz/securitytuning/
https://www.uradprace.cz/vyhledani-rekvalifikacniho-kurzu#/rekvalifikacni-kurz-detail/15843
https://www.gopas.cz/microsoft-azure-hacking-a-penetracni-testovani_goc238
https://www.gopas.cz/microsoft-365-bezpecnost-hybridniho-prostredi_goc215
https://www.gopas.cz/microsoft-365-bezpecnost-hybridniho-prostredi_goc215


Azure 
misconfigurations 

and mistakes

Entra 
misconfigurations 

and mistakes

Microsoft 365 
misconfigurations 

and mistakes





Why this topic is important
Source (Year) Supporting statistic or quote

WatchTowr research – TechTarget news (Feb 4 2025) Researchers found 150 abandoned Amazon S3 buckets that ‘received more than 8 
million HTTP requests in two months,’ proving how quickly neglected cloud resources 
become an active attack surface. Informa TechTarget

Wiz Research – Cloud Data Security Snapshot (May 7 2025) “54 % of cloud environments have VMs or serverless instances exposed to the public 
internet while containing sensitive data such as PII or payment information.” wiz.io

Gartner forecast (quoted in Spacelift “100+ Cloud Security Statistics 2025”) “By 2025, 99 % of cloud-security failures will be the customer’s fault, primarily due to 
misconfigurations.” Spacelift

SentinelOne Cloud Misconfigurations Statistics (Apr 3 2025) “82 % of cloud misconfigurations stem from human error rather than software defects.” 
SentinelOne IT

CybersecurityCloud (2025) “31 % of cloud data leaks originate from simple configuration blunders that leave 
sensitive data publicly accessible. ” cybersecuritycloud.com

StrongDM – Cloud Security Stats (2025) “Cloud misconfiguration is the third-most common initial attack vector—accounting for 
15 % of all recorded breaches.” strongdm.com

Wiz Academy (2024) “20 % of organizations have at least one application misconfigured in a way that allows 
remote code execution or data leakage.” wiz.io

Expert Insights (2025) “Orphaned resources represent 15 % of detection priorities for advanced cloud-
security teams.” Expert Insights

The Record (2025) “Abandoned S3 containers received more than eight million HTTP requests within two 
months, proving they remain ‘alive’ and susceptible to takeover by attackers.” Record 
2025

PDF Infographic – “Cloud Zombies” “The most common cause of cloud breaches is misconfiguration; zombie assets are 
neither scanned nor managed.” HubSpot

https://www.techtarget.com/searchsecurity/news/366618663/WatchTowr-warns-abandoned-S3-buckets-pose-supply-chain-risk
https://www.wiz.io/blog/cloud-data-security-report-snapshot
https://spacelift.io/blog/cloud-security-statistics
https://www.sentinelone.com/cybersecurity-101/cloud-security/cloud-security-statistics/
https://cybersecuritycloud.com/blog/cloud-misconfigurations?utm_source=chatgpt.com
https://www.strongdm.com/blog/cloud-security-statistics?utm_source=chatgpt.com
https://www.wiz.io/academy/security-misconfigurations?utm_source=chatgpt.com
https://expertinsights.com/insights/50-cloud-security-stats-you-should-know/?utm_source=chatgpt.com
https://therecord.media/researchers-warn-of-risks-tied-to-abandoned-cloud-storage-buckets?utm_source=chatgpt.com
https://therecord.media/researchers-warn-of-risks-tied-to-abandoned-cloud-storage-buckets?utm_source=chatgpt.com
https://cdn2.hubspot.net/hubfs/4846674/Resources%20Content/Cloud-Zombie-Infographicv1.pdf?utm_source=chatgpt.com


Azure resource multi layered approach

Penetration Testing Azure for Ethical Hackers, author David Okeyode, Karl Fosaaen



Publicly exposed? Oh, this is common only for 
temporary resources….or?



Security hole

https://my.ine.com/Cloud/courses/75c31e17/azure-pentesting



https://www.coveware.com/blog/2025/1/31/q4-report

https://www.coveware.com/blog/2025/1/31/q4-report


Security measures
• S2S VPN

• Azure bastion

• Azure JIT

• NSG of VM - allowing only specific ip ranges



What about platform as a service
• Mostly – publicly exposed
• There are often no restrictions in 

default configuration



Service endpoint and private 
endpoint



NSG leaved in default configuration

https://learn.microsoft.com/en-us/azure/virtual-network/network-security-group-how-it-works

https://learn.microsoft.com/en-us/azure/virtual-network/network-security-group-how-it-works


Potentional lateral movement



Potentional lateral movement



NSG leaved in default configuration

https://learn.microsoft.com/en-us/azure/virtual-network/application-security-groups



Multilayered approach 

Windows 
Firewall

NSG on 
NIC

NSG on 
subnet

Azure 
Firewall

internet
Windows server IIS



Secure access to SQL

https://blog.cellenza.com/en/cloud/how-to-secure-azure-sql-database-with-managed-identity-azure-ad-authentication/



Azure storage



Storage using example



Multi-layered approach



Azure blob storage

Microsoft Azure Security Technologies Certification and Beyond, author David Okeyode



Anonymous access to some containers –
there are not important data. Or?



Wordlist





Consider these settings!



Storage account is correct place for credentials? 
Location / Artifact Typical Credential Leak

Terraform / Bicep / CloudFormation Hard-coded provider credentials or sensitive outputs 
not flagged as sensitive = true.

.env, appsettings.json, local.settings.json, secrets.yml Stored unencrypted on laptops or accidentally 
checked into the repository.

Shared Dropbox / OneDrive (secrets.xlsx) File publicly accessible because the share link is open 
to anyone with the URL.

Wiki / Confluence Documentation includes full connection strings “for 
quick setup.”

Email threads Credentials shared during incident response and later 
forgotten.

VM / AMI golden images SSH keys or cloud-init scripts with passwords baked 
into the image.

Inline code (app.py, index.js) Keys or passwords hard-coded for quick tests that 
never got removed.

Config constants (config.js, settings.py) “Temporary” values that silently ship to production.

Commit history (old commits, abandoned branches, 
Git tags)

Credentials removed in a later commit but still 
retrievable via git log, reflog, or GitHub’s web UI.



"Anonymous access is strictly prohibited 
all operations are performed securely."



Accidental data exposing

https://www.wiz.io/blog/38-terabytes-of-private-data-accidentally-exposed-by-microsoft-
ai-researchers



How access to storage?
• Access keys
• SAS
• RBAC



Access keys

FULL CONTROL TO WHOLE 
STORAGE ACCOUNT!



SAS tokens

• https://learn.microsoft.com/en-
us/azure/storage/common/storage-sas-overview

• Container: 
https://backupstoragehackerfest.blob.core.windows.net/backupdata

• SAS URL: 
https://backupstoragehackerfest.blob.core.windows.net/backupdata?sp=rac
wdl&st=2023-11-02T22:07:45Z&se=2023-11-
03T06:07:45Z&spr=https&sv=2022-11-
02&sr=c&sig=gpvaL04CmnUMup%2FOp1As6KtTM%2FaYe1iJayvf8sbQcV4%
3D

https://learn.microsoft.com/en-us/azure/storage/common/storage-sas-overview
https://learn.microsoft.com/en-us/azure/storage/common/storage-sas-overview
https://backupstoragehackerfest.blob.core.windows.net/backupdata
https://backupstoragehackerfest.blob.core.windows.net/backupdata?sp=racwdl&st=2023-11-02T22:07:45Z&se=2023-11-03T06:07:45Z&spr=https&sv=2022-11-02&sr=c&sig=gpvaL04CmnUMup%2FOp1As6KtTM%2FaYe1iJayvf8sbQcV4%3D
https://backupstoragehackerfest.blob.core.windows.net/backupdata?sp=racwdl&st=2023-11-02T22:07:45Z&se=2023-11-03T06:07:45Z&spr=https&sv=2022-11-02&sr=c&sig=gpvaL04CmnUMup%2FOp1As6KtTM%2FaYe1iJayvf8sbQcV4%3D
https://backupstoragehackerfest.blob.core.windows.net/backupdata?sp=racwdl&st=2023-11-02T22:07:45Z&se=2023-11-03T06:07:45Z&spr=https&sv=2022-11-02&sr=c&sig=gpvaL04CmnUMup%2FOp1As6KtTM%2FaYe1iJayvf8sbQcV4%3D
https://backupstoragehackerfest.blob.core.windows.net/backupdata?sp=racwdl&st=2023-11-02T22:07:45Z&se=2023-11-03T06:07:45Z&spr=https&sv=2022-11-02&sr=c&sig=gpvaL04CmnUMup%2FOp1As6KtTM%2FaYe1iJayvf8sbQcV4%3D
https://backupstoragehackerfest.blob.core.windows.net/backupdata?sp=racwdl&st=2023-11-02T22:07:45Z&se=2023-11-03T06:07:45Z&spr=https&sv=2022-11-02&sr=c&sig=gpvaL04CmnUMup%2FOp1As6KtTM%2FaYe1iJayvf8sbQcV4%3D


SAS scopes - demo



Potential persistence



Consider these settings!



"For storing secrets, a vault is a better 
option."



Azure Key Vault

Azure Key Vault is a cloud service 
for securely storing and accessing 
secrets.

Key Vaults

Azure



Use cases

Microsoft Azure Security Technologies Certification and Beyond, author David Okeyode



Management plane vs data plane

Microsoft Azure Security Technologies Certification and Beyond, author David Okeyode



Demo: dangerous app



How long is infinity?

$sp = New-AzADServicePrincipal -DisplayName 
"LegacyApp" 
$credential = New-AzADSpCredential -ObjectId $sp.Id -
EndDate "2099-12-31"



Key and Secret Rotation

Update keys and secrets without affecting 

your application

Rotate keys and secrets in several ways:

• As part of a manual process

• Programmatically with the REST API

• With an Azure Automation script



Some recommendations about expiration

Secret / Credential Type Max. Recommended Lifetime (¹) Typical “Safe” 
Rotation Interval Notes & Key References (²)

App Registration — Client Secret 6 months (Microsoft strongly 
recommends this limit) 90 – 180 days Azure AD best practices: shorter is safer; many orgs enforce 

90 days.

Key Vault Secrets (passwords, connection 
strings, API keys)

No hard limit, but frequent rotation is 
advised ≤ 60 days CIS Benchmark & NIST SP-800-63 recommend 60 days or 

less for high-value secrets.

Storage Account Access Keys Two 512-bit keys; rotate without 
downtime ≤ 90 days Azure storage guidance: use key-pair model for seamless 

rollover.

SAS (Shared Access Signature) Intended for short-lived sharing Hours – a few days at 
most Generate per operation, with minimal scope and TTL.

Encryption Keys (Key Vault or Managed HSM) Up to 2 years ≤ 24 months NIST SP-800-57 recommends < 2 years for symmetric data-
encryption keys.

TLS / SSL Certificates (e.g., App Service 
managed certs) Auto-renew every 6 months 6 – 12 months Let’s Encrypt & ACM issue 90-day or 12-month certs; Azure 

managed certs renew automatically.



What is dangerous of template deployment 
history?



Template deployment history properties

• By default, Azure retains the last 800 deployments per resource 
group.

• Older deployments beyond this limit are automatically deleted 
(first in, first out).

• Reader can read inputs!!



RBAC mistakes

"There are not really only four roles in Azure, and there is no reason 
to assign the Contributor role to every IT person.“
https://learn.microsoft.com/en-us/azure/role-based-access-
control/built-in-roles

https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles


Which RBAC role I 
should use?
https://learn.microsoft.com/en-us/azure/role-
based-access-control/built-in-roles



Optional demo

• Run command demo on adminVM
• https://learn.microsoft.com/en-us/azure/virtual-

machines/windows/run-command

https://learn.microsoft.com/en-us/azure/virtual-machines/windows/run-command
https://learn.microsoft.com/en-us/azure/virtual-machines/windows/run-command


Azure resource multi layered approach

Penetration Testing Azure for Ethical Hackers, author David Okeyode, Karl Fosaaen



Yes, also in cloud be attention!

• Missing Web Application Protection (WAF and Updates)
• OWASP check
• Not applying critical security patches regularly
• Missing OS hardening, Implement security software
• Missing backups
• SQL sysadmin is used for access to db
• AKS - Insufficient security of stored container images
• Logic app security



Monitoring and alerting



SQL auditing



Defender for cloud



CheckPoint CNAPP





# Statistic (what it tells us) Misconfiguration theme Year / report

1 Only 38 % of Entra ID monthly active users authenticate with MFA. MFA not enforced for most users 2024 – Practical365 article (practical365.com)

2 99.9 % of compromised accounts had no MFA enabled. Absent MFA leaves accounts wide-
open

2025 – Microsoft security stats page 
(learn.microsoft.com)

3 Microsoft testing shows MFA can block 99.2 % of account-
compromise attacks.

Ignoring MFA wastes a near-perfect 
defence

2024 – Entra mandatory-MFA announcement 
(learn.microsoft.com)

4 > 99 % of password-spray attacks use legacy (basic) 
authentication. Legacy protocols still enabled 2025 – MSCA block-legacy-auth guidance 

(learn.microsoft.com)

5 97 % of credential-stuffing attacks also rely on legacy auth. Same as above – disable it! 2025 – same Microsoft analysis 
(learn.microsoft.com)

6 Tenants that disabled legacy auth have 67 % fewer compromises
than those that keep it enabled.

Tangible payoff for blocking legacy 
protocols

2024 – PracticeProtect advisory 
(support.practiceprotect.com)

7
Tenants that leave Security Defaults enabled suffer 80 % fewer 
compromises; over 7 million tenants now have the defaults, but 
many later turn them off.

Disabling built-in baselines 2024 – Tommi Hovi security-defaults analysis 
(tommihovi.com)

8 Roughly 58 % of an organisation’s sensitive cloud data lives in Teams 
& Microsoft 365, multiplying exposure when sharing settings are lax. Over-permissive data-sharing / Teams 2025 – CoreView governance brief (coreview.com)

9 99 % of cloud breaches are traced to preventable misconfigurations, 
according to Gartner (quoted in M365 context). Misconfiguration as leading root cause 2024 – CoreView security-risks post 

(coreview.com)

https://practical365.com/entra-id-multifactor-authentication-reaches-38-percent/?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/partner-center/security/security-at-your-organization?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mandatory-multifactor-authentication?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-legacy-authentication?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-legacy-authentication?utm_source=chatgpt.com
https://support.practiceprotect.com/knowledge-base/microsoft-365-deprecating-basic-legacy-authentication/?utm_source=chatgpt.com
https://tommihovi.com/2024/06/microsoft-managed-policies-too-little-too-late/?utm_source=chatgpt.com
https://www.coreview.com/form/governance-best-practices-education?utm_source=chatgpt.com
https://www.coreview.com/blog/top-10-security-events-to-monitor-in-microsoft-365?utm_source=chatgpt.com


PASSWORD 
SPRAY 

ATTACK TO 
MICROSOFT

https://arstechnica.com/security/2024/01/microsoft-network-breached-through-password-spraying-by-russian-state-hackers/

https://www.microsoft.com/en-us/security/blog/2024/10/31/chinese-threat-actor-storm-0940-uses-credentials-from-password-spray-attacks-from-a-covert-network/



https://www.portnox.com/blog/cyber-attacks/spray-and-pray-botnet-takes-aim-at-microsoft-365/

https://www.forbes.com/sites/daveywinder/2025/02/25/microsoft-password-spray-and-pray-attack-targets-
accounts-without-2fa/?utm_source=chatgpt.com

https://www.cybersecuritydive.com/news/password-spray-attacks-targeted/733460/?utm_source=chatgpt.com



Dangerous
• Attacker know what is the correct 

password!
• Probably MFA is not everywhere – consider 

RD gateway, VPN, onprem AD, Citrix, ERP 
systems

• MFA really for “All cloud apps”? 
https://github.com/dafthack/MFASweep

• Maybe user use same password also for 
personal purposes

https://github.com/dafthack/MFASweep


Synchronized data on devices



Valid account can access to some data in the 
cloud

Jannovak@domena.cz

Password:SuperTajne123

Jannovak@domena.cz

Password:SuperTajne123

Jannovak@domena.cz

Password:SuperTajne123

CLOUD DATA

mailto:Jannovak@domena.cz
mailto:Jannovak@domena.cz
mailto:Jannovak@domena.cz


Weak Password Policies and No Banned 
Passwords
Key Point
• Simple passwords (e.g., “Welcome2025!”) are easily guessable.
• Attackers rely on common password lists and previous breaches.
Mitigation
• Enforce Azure AD Password Protection and a banned password 

list.
• Implement passphrases or passwordless sign-in.
• Monitor for leaked credentials and train users on strong password 

habits.



Azure AD 
password 
protection
https://download.manageengi

ne.com/products/self-service-

password/azure-ad-

password-protection.pdf 

https://download.manageengine.com/products/self-service-password/azure-ad-password-protection.pdf
https://download.manageengine.com/products/self-service-password/azure-ad-password-protection.pdf
https://download.manageengine.com/products/self-service-password/azure-ad-password-protection.pdf
https://download.manageengine.com/products/self-service-password/azure-ad-password-protection.pdf


Leaked passwords

https://www.dsinternals.com/en/auditing-active-directory-password-quality/



Not Enforcing Multi-Factor Authentication 
(MFA) for All Users
Key Point
• Single-factor (password-only) authentication is highly vulnerable 

to stolen or guessed credentials.
• MFA blocks over 99.9% of account compromise attempts.
Mitigation
• Require MFA for all user accounts, not just administrators.
• Use Conditional Access to enforce MFA or enable Security 

Defaults.
• Prefer stronger methods (FIDO2 keys, Authenticator app) over 

SMS.



Strong authentication 
for admin is not 
enforced



Emergency account

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mandatory-multifactor-
authentication?tabs=dotnet#request-more-time-to-prepare-for-enforcement

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mandatory-multifactor-authentication?tabs=dotnet#request-more-time-to-prepare-for-enforcement
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mandatory-multifactor-authentication?tabs=dotnet#request-more-time-to-prepare-for-enforcement


Entra ID default 
configuration
• User settings:

Users - Microsoft Entra admin center

• External collaboration: 
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AllowlistPolic
yBlade

• Groups:
Groups - Microsoft Entra admin center

• Devices
Devices - Microsoft Entra admin center

• Warning – autopilot: https://learn.microsoft.com/en-
us/autopilot/tutorial/user-driven/azure-ad-join-allow-users-to-join

https://entra.microsoft.com/#view/Microsoft_AAD_UsersAndTenants/UserManagementMenuBlade/~/UserSettings/menuId/
https://entra.microsoft.com/#view/Microsoft_AAD_UsersAndTenants/UserManagementMenuBlade/~/UserSettings/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/AllowlistPolicyBlade
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AllowlistPolicyBlade
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AllowlistPolicyBlade
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/General/menuId/AllGroups
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/General/menuId/AllGroups
https://entra.microsoft.com/#view/Microsoft_AAD_Devices/DevicesMenuBlade/~/DeviceSettings/menuId/Devices
https://itpromentor-my.sharepoint.com/:w:/p/alex/EVAlCtihi19DttcLPkFan6cBf1hKjyqSl5jcQ7beNKOglw?rtime=pZKrVUG42kg
https://itpromentor-my.sharepoint.com/:w:/p/alex/EVAlCtihi19DttcLPkFan6cBf1hKjyqSl5jcQ7beNKOglw?rtime=pZKrVUG42kg


Inadequate Guest User 
Access Controls

• Possible reasons for guest 
cleaning
• A guest account is used to review a 

shared document and is not needed 
thereafter.

• External people leave a team (or 
teams) and their guest account 
remains in Entra ID. 

• People leave their employer and 
move on to new challenges. Their 
guest account is invalid because they 
can no longer authenticate using the 
Entra ID instance for the tenant of 
their old employer. 

Who can be invited?
Who can access to your organization from outside?





Dangerous dynamic groups



Example

Po několika minutách



Permission dialog window

Microsoft 365 Security for IT Pros (2023-edition)  - https://m365security.gumroad.com/l/DiRFK 

https://m365security.gumroad.com/l/DiRFK


Unregulated Application Registrations 
and OAuth Consent



Harmony SaaS



Harmony SaaS



Entra links

• https://entra.microsoft.com/#view/Microsoft_AAD_IAM/ConsentP
oliciesMenuBlade/~/UserSettings 

• https://entra.microsoft.com/#view/Microsoft_AAD_IAM/ConsentP
oliciesMenuBlade/~/UserSettings 

• https://learn.microsoft.com/en-us/security/operations/incident-
response-playbook-app-consent 

https://entra.microsoft.com/#view/Microsoft_AAD_IAM/ConsentPoliciesMenuBlade/~/UserSettings
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/ConsentPoliciesMenuBlade/~/UserSettings
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/ConsentPoliciesMenuBlade/~/UserSettings
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/ConsentPoliciesMenuBlade/~/UserSettings
https://learn.microsoft.com/en-us/security/operations/incident-response-playbook-app-consent
https://learn.microsoft.com/en-us/security/operations/incident-response-playbook-app-consent


What I mustn‘t forget





Privacy 
information 

missing

https://admin.microsoft.com/Adminportal/Home#/Settings/
SecurityPrivacy/:/Settings/L1/PrivacyProfile 

https://admin.microsoft.com/Adminportal/Home#/Settings/SecurityPrivacy/:/Settings/L1/PrivacyProfile
https://admin.microsoft.com/Adminportal/Home#/Settings/SecurityPrivacy/:/Settings/L1/PrivacyProfile


Insufficient 
Phishing 
Protection and 
Awareness

Key Point

• Phishing is the most common initial 
attack vector:  “Microsoft appeared as the 
most impersonated brand in phishing 
attacks during the third quarter of 2024, 
according to new research by CheckPoint. 
The tech firm topped the latest edition of 
Check Point Research's Brand Phishing 
Ranking, with 61% of brand phishing 
attempts leveraging Microsoft branding”

• Overvalued MFA!

Mitigation

• Active protection: anti-phishing, Defender 
for Office 365 or alternatives

• Conduct regular phishing simulations and 
user-awareness training.





Insufficient Phishing Protection and 
Awareness

• Awerness 
• Attacker in the middle
• Device code flow
• Browser in the browser
• QR CODE attacks

• Technical restrictions
• Mail tips
• Safe links
• Safe attachments
• Conditional access

https://www.youtube.com/watch?v=kg1F8afYrQ0&ab_channel=ALEFSecurity
https://techcommunity.microsoft.com/blog/microsoftteamsblog/policy-changes-for-microsoft-teams-devices-using-device-code-
flow-authentication/4399337
https://techcommunity.microsoft.com/blog/microsoftdefenderforoffice365blog/protect-your-organizations-against-qr-code-phishing-
with-defender-for-office-365/4007041



phishing-resistant MFA

Compliant or hybrid-joined device

Trusted Locations

Microsoft Entra Internet Access

Enforce phishing-resistant MFA

Require Compliant or hybrid-joined device

Require Trusted Locations

Enforce compliant network with Microsoft Entra Internet Access

Conditional access 

policies
In general, there are a couple of Conditional Access policies that can 

prevent token theft by phishing:

https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-mfa-strength
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-device-compliance
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-by-location
https://learn.microsoft.com/en-us/entra/global-secure-access/overview-what-is-global-secure-access


Device code flow - explanation

https://trickbd.com/tricks/813565

https://trickbd.com/tricks/813565


MFA 
competition 

• Attacker can register MFA 
BEFORE user

• TAP attack also could be abuse.



Dangerous 
Admin Access 
• Weak least privilege 

model: Too many Global 
Admin accounts broaden 
the attack surface. (Any 
compromised admin 
account can lead to full 
tenant takeover.)

• Bad protection of admins 
(only MFA is not sufficient 
countermeasure)

• Access from any 
workstation





Conditional access: PAW

https://techcommunity.microsoft.com/t5/security-compliance-and-identity/how-to-enforce-usage-of-privileged-access-workstations-for/ba-
p/4067207

https://techcommunity.microsoft.com/t5/security-compliance-and-identity/how-to-enforce-usage-of-privileged-access-workstations-for/ba-p/4067207
https://techcommunity.microsoft.com/t5/security-compliance-and-identity/how-to-enforce-usage-of-privileged-access-workstations-for/ba-p/4067207


Legacy Authentication Protocols Still 
Enabled
Key Point
• Legacy protocols (POP3, IMAP, SMTP Basic, older Office clients) 

do not support modern auth or MFA.
• Attackers often password-spray or brute force through these 

endpoints to bypass MFA.
Mitigation
• Disable legacy authentication in Azure AD (via Security Defaults or 

Conditional Access).
• Identify older apps still using basic auth and update them to 

modern auth.



Legacy Authentication Protocols Still 
Enabled



DLP is not in sufficient state

Key Point
• Accidentaly sharing details by email etc.
• User account compromise
Mitigation
• OneDrive / SharePoint configuration
• DLP



DEPLOYMENT



Email attachment filtering is not strongly strict

Emotet adopts Microsoft OneNote attachments 
(malwarebytes.com)

https://www.malwarebytes.com/blog/threat-intelligence/2023/03/emotet-onenote
https://www.malwarebytes.com/blog/threat-intelligence/2023/03/emotet-onenote


Antispam outbound is poorly configured

• Outbound messages limits miss.
• Autoforwarding to external domains is not blocked



Not controled Teams applications



Not Monitoring Suspicious Sign-In Activity and 
Audit Logs
• Entra ID Sign in logs
• Entra ID Audit logs
• Defender logs
• Office 365 unified logs
• Azure aktivity logs
• Diagnostic logs



Kontakt, další spolupráce

Healtchecky, konzultace, pentesty, red teaming, security tuning: 

 Emailem na: lubomir@osmera.tech

   https://www.lubomirosmera.cz/securitytuning/ 

Kurzy:

 Zabezpečení cloudového prostředí Microsoft – 2 dny intenzivní praktický workshop dotovaný z 82 % 
přes MPSV. Nutnost přihlášení nejpozději do 3. 7. 2025
https://www.uradprace.cz/vyhledani-rekvalifikacniho-kurzu#/rekvalifikacni-kurz-detail/15843 

 Hacking and pentesting Azure – 5 denní kurz obsahující ukázky útoků na MS cloud a obranu proti nim
https://www.gopas.cz/microsoft-azure-hacking-a-penetracni- testovani_goc238 

 
 Bezpečnost hybridního prostředí Microsoft – 5 denní komplexní kurz zaměření na zabezpečení MS hybridního 

prostředí
https://www.gopas.cz/microsoft-365- bezpecnost-hybridniho-prostredi_goc215 

mailto:lubomir@osmera.tech
https://www.lubomirosmera.cz/securitytuning/
https://www.uradprace.cz/vyhledani-rekvalifikacniho-kurzu#/rekvalifikacni-kurz-detail/15843
https://www.gopas.cz/microsoft-azure-hacking-a-penetracni-testovani_goc238
https://www.gopas.cz/microsoft-365-bezpecnost-hybridniho-prostredi_goc215
https://www.gopas.cz/microsoft-365-bezpecnost-hybridniho-prostredi_goc215


Zdroje

• Learn.microosft.com
• Altered security courses
• Janbakker.com
• Blog.admindroid.com
• Medium.com
• hub.trimarcsecurity.com
• Penetration Testing Azure for Ethical Hackers, author David Okeyode, Karl 

Fosaaen
• Microsoft Azure Security Technologies Certification and Beyond, author 

David Okeyode
• Cybersecurity - Attack and Defense Strategies - Second Edition, author 

Diogenes Yuri

https://www.hub.trimarcsecurity.com/
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