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Kyberneticka odolnost versus soulad
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| PITY THE FOOL

Bezpecnost je jen jedna

= Ve standardech a regulacnich ramcich jde vzdy

u kybernetické bezpeénosti O stejné motivy a cile: pmcnti[msvsﬁ
* Vybudovat funkcni, efektivni a udrzitelnou (=primerenou) obranu
» Ekonomicky zvladnout (=financovat) asymetrickou situaci SECURITY

+ Utocnik vs. obrance THREATS L B
 Najit a vyskolit obrance

ONE DOES NOT smw

3«

WAlI(‘AWAY AHI] LEAVE
__YOUR 'COMPUTER UNLOCKED




Sun Tzu

= Obecneé principy bezpecnosti a obrany jsou tisice let staré:
* Poznej sam sebe
* O ¢em nevim, to mohu tézko ubranit
« Znam sve slabiny = znam | moznou taktiku a cile utocnika
= Poznej své nepratele
« Divam se ocCima utocnika (hackera)
= Vytvor strateqii, taktiku a operativni plan obrany
* Vim, co budu délat

= Aplikuj jasné veleni a vedeni mezi obranci
 Jedna vule, jasné pokyny
« Rozdél a panuj
* Podam pomocnou ruku




Principy kybernetické bezpecnosti
v regulaci a legislative

= Ve standardech a legislative pro kybernetickou bezpecnost se uplatnuji nasledujici principy:
« Vyvazena linie obrany — rozvijim vice oblasti (domén) kybernetické bezpecnosti
+ systém, procesy a obranci
+ aktiva a rizika
+ pristupy a overeni
+ prevence-detekce-reakce-zotaveni
+ stanice-servery-sité-identity-data
= Prioritizace — délej spravneé veci, first things first”
* prioritni aktiva
* prioritni hrozby a zranitelnosti
* prioritni rizika
* prioritizace opatreni
= Neustalé zlepsovani — ,cesta je cil”
 zvySovani plosného standardu zabezpeceni od zakladni hygieny (Top 20 Critical Security Controls) po
propracovanou bezpecnostni strategii (Zero Trust)
* iterace a cykly, pravidelné revize, vyhodnoceni, méreni, zpétna vazba (= podnéty pro zlepsovani)



NIS 2 novelizace a jeji dopady (1)

Nova regulace v EU - finalni verze publikovana v 2. polovine 2022

V CR bude implementovana formou novelizace VKB (Clenské staty maji 21 mesicu na
zavedeni do legislativy)

V prabéhu r. 2024/5 budou NIS 2 pozadavky a pravidla platit na dotCené organizace
Ocekavame adaptacni obdobi 12 mésicu, tj. v prabéhu r. 2025 by mély byt dotcené
organizace v souladu (mit realizovana opatreni)

pro vétsi pocet organizaci (subjektll) nez soucasna NIS - z 350 na 6000

cili na nova odvetvi (automotive)

vetsi rozsah regulace v existujicich odvetvich - cloudoveé sluzby, socialni site, zdravotnictvi
(plny rozsah)

nova procedura identifikace organizace - nove bude kritéeriem velikost organizace (nad 50
zamestnancu)

zvyseni pokut (ala GDPR, 1/2 limitd GDPR) - 2% obratu nebo az 10 miliont EUR

NIS2 ma stejna témata jako 1SO, obsahuje i konkrétni typova opatreni (MFA)



NIS 2 novelizace a jeji dopady (2)

Opatreni zahrnuji:

analyzu rizik a politiku bezpecnosti informacnich systému
reSeni incidentt (prevence, odhalovani incidentl a reakce)
rizeni kontinuity provozu a krizové frizeni

zabezpeceni dodavatelského retézce vcetné bezpecnostnich aspektl tykajicich se vztaha
mezi kazdym subjektem a jeho dodavateli nebo poskytovateli

zabezpeceni pofizovani, vyvoje a udrzby sité a informacnich systémui, vCetné
zverejnovani informaci o zranitelnostech a jgjich reseni

politiky a postupy (testovani a audit) za ucelem posouzeni ucelnosti opatreni k rizeni rizik
pouzivani kryptografie a sifrovani

personalni bezpecnost

politiky Fizeni pristupu

spravu aktiv

pouziti vicefaktorové autentizace (MFA)




Kyberneticky zakon a vyhlaska (1)

= Uzka vazba na ISO
=  Definuje terminologii — kyberneticka bezpecnostni udalost, kyberneticky bezpecnostni incident, kyberneticka mimoradna udalost
= Definuje regulatora a narodni kontaktni mista (NUKIB, CZ NIC, Gov CERT)
=  Pozaduje nahlaseni:
«  Kontaktnich osob
«  Vyznamnych dodavatell a poskytovatel(
* Incidentd
= Pozaduje kvalifikované obsazeni zakladnich bezpecnostnich roli a manazerskych vybor(:
*  Garant aktiva
*  Manazer KB
*  Architekt KB
*  Auditor KB
*  Vybor pro fizeni KB

= ZoKB a VKB obsahuji soucasnou NIS reSi stejna témata jako I1SO, napr.:
*  Bezpecnostni cile a potreby
* Rozsah ISMS
*  Bezpecnostni politiku
*  Vyhodnocovani a audit
«  Aktiva arizika
Rizeni dodavateli
«  Bezpecnosti lidskych zdroju a jejich osvétu a proskoleni
*  Pouziti kryptografie



Kyberneticky zakon a vyhlaska (2)
VKB navic pozaduje i obecna typova opatreni v oblastech:

» |dentity/AD/AAD

= Antimalware/AV/EDR

» Konektivita/FW/NGFW

= Logy/SIEM/SOC

= |IRP/CSIRT

* bezpecnost v OT (obecna, komplexni)



What does NIS 2 mean for customers?

Cybersecurity Risk Management Measures

Incident
handling Business
Risk Security (prevention, continuity and
Management Policies detection & crisis
response to management
incidents)

Supply chain Vulnerability
security handling and
consider disclosures
supplier

vulnerabilities

Regular assessments to determine the
effectiveness of cybersecurity risk
management measures (e.g., reflection
of state of art — security posture)

The use of
cryptography
and encryption
where
warranted

Basic The use of MFA
cybersecurity or continuous
hygiene & authentication
training

Incident Reporting Obligations

Report incidents with significant® impact on the provision
of services

Within 24 hours Within 72 hours Within 1 month a
an extensive final report

report progress report

=M incident &s significant (it has caused or is capable of causing severe cperational
disruption of the services or financial loss for the entity concerned or if it has affected
aris capable of affecting other natural or legal persans by causing considerable

Computec : Recipients of

Security Incident
Response Team
(CSIRT)

services

e Microsoft Security



Microsoft Zero Trust Capabilities

| Posture Management -

|dentity Applications

Zero Trust '
policy enforcement Data
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NIS 2 Duties

(a) Policies on risk analysis and information system security;

(b) Incident handling;

(c) Business continuity, such as backup management and disaster recovery, and crisis management;
(d) Supply chain security, including security-related aspects concerning the relationships between each
entity and its direct suppliers or service providers;

(e) Security in network and information systems acquisition, development and maintenance, including
vulnerability handling and disclosure;

(f) Policies and procedures to assess the effectiveness of cybersecurity risk-management measures;
(g) Basic cyber hygiene practices and cybersecurity training;

(h) Policies and procedures regarding the use of cryptography and, where appropriate, encryption;

(i) Human resources security, access control policies and asset management;

(j) The use of multi-factor authentication or continuous authentication solutions, secured voice, video
and text communications and secured emergency communication systems within the entity, where
appropriate.



Mapping NIS 2.0 Duties to the Microsoft Zero Trust

Verify explicitly | Use least-privileged access | Assume breach

| e Governance |
AR S8 Data
101010
Idcnritics Zero Trust | Apps
policy

| i- QQ Q 6 Infrastructure
Devices
Iﬂg?_-, Network

I — Sentinel |




u NIS 2 COMPLIANCE IS A ZERO TRUST JOURNEY

Policies on risk analysis and information system security

)) Explanation

Effective security policies must be implemented consistently across the organization to protect information systems
and customers. Security policies must also account for variations in business functions and information systems to be
universally applicable.

Posture Management
Zero Trust Framework | !
» Zero Trust architecture recommends continuous risk Identities Applications
assessment in the digital world where attacks happen - .
at cloud speed. Each request shall be intercepted and ‘&
verified explicitly by analyzing signals on user, Yaro Trist Data
location, device compliance, data sensitivity, and ‘ policy enforcement lototo
application type. Q 101010
Infrastructure
EndeintS Microsoft Conditional
% Access -
% Network

~

@
|




NIS 2 COMPLIANCE IS A ZERO TRUST JOURNEY i Microsoft 365 Defendes
- e Manage incident
Incident handling o
T O, Multi-stage inci
- . . - . . - - A)wn|°
Security incident handling is the process of identifying, TrT— Y
managing, recording and analyzing security threats or S prach story .
incidents in real-time. It seeks to give a robust and g
comprehensive view of any security issues within an IT i s
= -~ ' : Asssification
|nfrastructure. : o X N e 4 True posmive - MUk staged attack
el at " ey et Comment
» Incident handling with Microsoft Defender e " sumpidou behavi by e s .
The standard Microsoft Defender security incident homepage Al ) | R
allows staff to assign, label, classify and comment on the e —————————————————————————————————
inCidentS. = Micrnaaft Arure P Search temmuton seryiim, s Socs G/} B O % D A Sty _‘_:_'."”: gy .

‘ Incident tasks (Preview)
& Multi-stage incident involving Execution & Discovery on one endpoint

") b P g (3 Tek et o Actvityiong
Incident handling with Microsoft Sentinel e it
Microsoft Sentinel is the Microsoft SIEM (Security Information Mo v e v ATk vt ' R
and Event Management) solution. Sentinel analyzes the e Inwestigate If other andpoints ae effected in Advanced Hundl..
signals from all different sources in the organization and ~ | sseaiaases i | & Coatad by oy i
allows for full incident and event management, creating and i e rgd ==
assigning tasks, activity logs, etc. f— el . .3



C NIS 2 COMPLIANCE IS A ZERO TRUST JOURNEY

Business continuity - Backup management (1)

Business continuity is the capability of your enterprise to stay online
and deliver products and services during disruptive events, such as
natural disasters, cyberattacks and communication failures.

Aspects of business continuity are Backup management, Disaster
recovery and Crisis management. We will cover each topic in a
separate slide, this is the slide on Microsoft 365 backup
management.

Microsoft 365 Backup

Microsoft 365 backup is a feature that allows you to recover your
OneDrive, SharePoint, and Exchange data in case of data loss or
corruption. You can backup all or select sites, accounts, and mailboxes in
your tenant, and restore them to a prior point-in-time. You can access
Microsoft 365 backup directly in the Microsoft 365 admin center or
through a partner’s application built on top of the Backup APIs1.

» Microsoft 365 Archiving :
Microsoft 365 Archive gives you a cold data storage tier that enables you to X

keep inactive or aging data within SharePoint at a cost-effective price point .

matching the value of that data’s lifecycle stage. Because the content is
archived in place, it retains Microsoft 365's valuable security, compliance,
search, and rich metadata.

Microsoft 365 Backup

Reliable, secure, and scalable native backup solution for Microsoft 365 content across SharePomt, OneDrve,
and Exchange

O 2’
o .
o -
. J
Microsol) Prowveded Aggshe stinn Plattorm boe Partever Solutson
At or sernce Y00 enhanced witore « Dvetage foe An AN Mathorm for therd party Y partrern
Moosoh 365 Conten 0 Dt e sibution
Key Capabilities
Content Bacbupn Bewwrne ot Saant L Mniton g
W place bechups of Conteni ducervury took Beatoww comtmnt Do D b Awst (hamges stvd rwihoses

Marosoft 165 comtern ot setent what to 1wtoes ot Seyoed grarsdanty COMMION Mo HQE Wiage
v defead heguance
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Business continuity - Backup management (2)

Business continuity is the capability of your enterprise to stay online and
deliver products and services during disruptive events, such as natural
disasters, cyberattacks and communication failures. )
Aspects of business continuity are Backup management, Disaster recovery & northwindt-RecVault1 | Backup  #
and Crisis management. We will cover each topic in a separate slide, this is Recovery Services vault

Home > northwindt-RecVault1

the Sllde on MiCrOSOft Azure baCkup management. lmmutable vaUIt % ' ‘ A\ The storage replication is set to Geo-Redundant This option cannc
northwindt-Recyaultl A
Where is your workload running?
Microsoft Azure Backup On-Premises
. . . AH Enabling this property helps you ensure that recovery points once created cannot be
The Azure Backup service provides simple, deleted belore their interded expiry. While this heips prevert data l0ss, you would not be L
secure and cost_effective So'utions to back able 10 perform certain operations on this vault and Its protected items. Lagm mere What do you want to backup?
up your data and recover it from the The immutable vault property would further need 1o be Tocked' in order to make it [ 0 selected
5 permanent, after which it cannot be reverted to a disabled state, Hence, it is recommended |—] Fil d fold
MlCl’OSOft Azure CIOUd, that you take a well informed decision before snabling and then further locking this ||/ Foes and iowers

property. Learn more.

Azure Backup helps protect your critical
business systems and backup data against a

D Hyper-V Virtual Machine

ransomware attack by implementing Enable vault immutability © |:| VMWare Virtual Machine
preventive measures and providing tools [ ] Microsoft SQL Server
that protect your organization from every Lock immutability for this vault © [ o Sharaon
step that attackers take to infiltrate your o e -

systems. It provides security to your backup || Microsoft Exchange
environment, both when your data is in Confirm lacking immutability. Once locked. i cannot be disabled. [ ] system State

transit and at rest.
D Bare Metal Recovery
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Business continuity — Disaster Recovery

Business continuity is the capability of your enterprise to stay online

: s . 4 & H > R S 5 Its > R Site R >
and deliver products and services during disruptive events, such as T et/ b
natural disasters, cyberattacks and communication failures. Enable replication
Aspects of business continuity are Backup management, Disaster Hyper-V machines to Azure

recovery and Crisis management. We will cover each topic in a

? e g g X @ source environment @ Target environment € Virtual machine selection
separate slide, this is the slide on Microsoft Disaster Recovery.

0 Only those machines which can be protected using managed disk are visible in this list. Unable to view/select other \

> Microsoft Azure Site Recovery more

Azure Site Recovery is a service that helps you keep your
business running during IT outages. It allows you to replicate
your workloads to Azure or another location, and fail over @ Finished retrieving data.
and recover them when needed. You can use it to protect
Azure VMs, on-premises VMs, physical servers, and

; ; | L Filter items..
databases. Azure Site Recovery offers simple deployment and Pl ot
management, cost savings, reliable recovery, and securi

9 9 . ty [ ] DCsErveR
features o
[] Navision

r:J BackupServer

[ ] SERVER-2022

[ ] SERVER1-2012R2-Ess
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Supply chain security

Digital supply chains are becoming more complex, more digital, and more

interdependent, which means that any vulnerability or attack in one part of the
supply chain can have a ripple effect on the entire chain. One example of this is
how Microsoft is showcasing their compliance.

PMoussh  wirramn Wwikey . el o vt b £

Service Trust Portal

>> Compliance (3rd party assurance/SOC statement)

Learn how Microsoft cloud services protect your data, and
how you can manage cloud data security and compliance for Certifications, Regulations and Standards

your organization.

E @ e . '
ISOAEC SOC S0P Fed AN s
PR “ ' ‘. tetred Hn "
' s ¥

) External Access (technology)

Entra ID Connect is an on-premises Microsoft application

that's designed to meet and accomplish your hybrid identity rop U ensy,
goals. Use Entra ID Connect to benefit from a modernized Era
Active Directory and benefit from security features such as et St Mies 30 S it S, | | [ S et B
single sign on and conditional access policies. w4l ' ' '

i
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Threat & Vulnerability Manag

Security in network and information systems
acquisition, development and maintenance ~
From acquisition to maintenance, ensuring network and information

systems security is paramount. Ongoing maintenance demands . =

constant monitoring, timely patches, and regular security
assessments to safeguard data integrity and operational stability.

Defender Vulnerability Management

Defender Vulnerability Management (DVM) delivers asset visibility, intelligent o

assessments, and built-in remediation tools for Windows, macOS, Linux,
Android, iOS, and network devices. Leveraging Microsoft threat intelligence,
breach likelihood predictions, business contexts, and devices assessments,
Defender Vulnerability Management rapidly and continuously prioritizes the
biggest vulnerabilities on your most critical assets and provides security o
recommendations to mitigate risk.

Sacurily pesture

Cloud Security Posture Management ) el

Cloud Security Posture Management (CSPM) provides you with hardening guidance
that helps you efficiently and effectively improve your security. CSPM also gives you B
visibility into your current security situation. , —
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Security in network and information systems acquisition, development and
maintenance

From acquisition to maintenance, ensuring network and information
systems security is paramount. Ongoing maintenance demands
constant monitoring, timely patches, and regular security
assessments to safequard data integrity and operational stability.

Rome Defonder for 101

' @ Defender for loT | Sites and sensors ¢
» Defender for lOT / OT E Showing aubacription '-"-"n'-"'-‘-‘l' (2023 De=o Scbmcription
Defender for IOT iS a Security Solution that [£ Sanren [ ") Rarfrash 1) Onboard sensor (£ Sermoe sattings [ Sensor update Thrmat intefligence update (Proview)
protects loT and OT devices from physical and S — —
cyber threats. It provides asset discovery, ¥ Guesiog sl
vulnerability management, and threat detection e &l & %0 ¥0 %0 %0
. . . Alerts
for complex, dlgltal, and lnterdependent : pm oy Alisensors  EloT OF - Cloud connected  OT - Locally managed  Unhealthy  Unsupported
environments. It also integrates with other ~S ’ Showirg one senscr
security tools such as Sentinel, Splunk, and - S :
. yWre ang TEVIEW f;] v Sensor name Sensot type Zoew Subscraption name Sersor Sensor version

Defender for Endpoint =

[:] v i Enterprise-network - Enterprise network

4 Strsand sersor
: T-DenBoach-SiteT3 giol detault NORTHWINDTI0-20 @ fen

T Pang and pecng
Troubleshooting « Support

& Dagrove and solve problerms
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Security in network and information systems acquisition, development
and maintenance

efendes for Ok

From acquisition to maintenance, ensuring network and information i X , _
® Microsoft Defendgr for Cloud | DevOps security (preview)

systems security is paramount. Ongoing maintenance demands

constant monitoring, timely patches, and regular security () Mokt | s s e
assessments to safeguard data integrity and operational stability. Som!
O Riion e DevOps Security
& Getting started .
— e St by B oo e et i o e g o
» Defender for DevOps ® sccrnysien ol s o i
Defender for DevOps uses a central console to empower z :*_ A
security teams with the ability to protect applications and 2 wersons e
resources from code to cloud across multi-pipeline & Conamily
environments, such as GitHub and Azure DevOps. Findings 2 Disgrose and sove problews
from Defender for DevOps can then be correlated with other Clowd Security
contextual cloud security insights to prioritize remediation in Y —
code. © Regustory compliance
W Wiskiing prtartions GitHub Azure DevOps

O Date secunty (Preview - .
e Defercier for DevOye sddresies the Defender for DevOps addresset the

® Fwranl Mansger

© DevOpa securty (prevend

mansgement spstems. Discover DevOps manageart yyylerm. Dacover DevOps
Ma resources r-a_:m:vay: them to Moocech rEsO0Ices U‘\J_C"C-:xl": thess to Moosoft
Dwferxdler for Cloud Defander for Cloged

' Ervronment settings
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Policies and procedures to assess the effectiveness of cybersecurity risk-
management measures (1)
Although there are many methods and frameworks for policies,

procedures and assessing the effectiveness of cybersecurity risk-
management measures, common steps are:

Ovgarization Exposure scoee

Overall compliance scare Key improvement actions

Exposure score

Not compieing Corgwted Ot of seogw

Your compliance score: 59% s l £2 5

/

W sTEe elierts She CUNETH RApCIE SSTRCAIN With devies i

» Understand the security landscape of your organization, S . T e ety s 0
including its assets, systems, vendors, and regulations
* |dentify gaps in your current cybersecurity controls, such as

T et srtan mpect

Identily serrailive Gocummnts wis bl i s « 08 poetsy

outdated software, weak passwords, or phishing vulnerabilities ' Crestedata iz abon poteies ® wpp. =10 55t
» Create a team of qualified and experienced cybersecurity i ot el
1 4 H 27/10 22456/37763 points achieved Block emall spplication trom crmating child... +11 gown
professionals who can monitor, respond, and improve your T ol (.
[ oaur et srtuevest Bock outdated ActivuX contrals «31 poen
Securlty pOSture Exposure score aver time I 389/ 15,100

Dhsable Domain member: Disabile machin =81 pem

* Determine the informational value of your assets and prioritize
them based on their importance and sensitivity

Wit maraged pevits scheved
I 22,097/ 22455 Enatile Consistent MIME Handling e p—

Comphance scors measares your progrens towards Enable ‘Sate DLL Search Mode” 51 poevts
* Analyze and address the risks that pose the most threat to your e o i ———————

assets, using tools such as penetration testing, risk scoring, and
mitigation strategies
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Policies and procedures to assess the effectiveness of cybersecurity risk-

management measures (2)

This slide focusses on how you can understand the security

landscape of your organization. Microsoft Secure Score helps
organizations by reporting on the current state of the organization's

security posture; Improve security posture by providing

discoverability, visibility, guidance, and control and compare with

benchmarks and establish key performance indicators (KPIs).

) Microsoft Defender Secure Score

The Microsoft Defender Secure Score is applicable for Microsoft SaaS

workloads, such as Microsoft 365, Identity, Devices and Apps. It
evaluates your configuration settings and behaviors and gives you a
score based on the alignment with security standards.

> Microsoft Defender for Cloud Secure Score

The Microsoft Defender for Cloud Secure Score applies to Paas,
laaS, hybrid and multi-cloud workloads. It assesses your cross-
cloud resources for security issues and gives you a score based on
the implementation of best practices. Defender for Cloud can
provide recommendations for Microsoft Azure, Amazon Web
Services, Google Cloud Suite, etc.

icrosof! ure Scor

Secure Score: 50.43%

GO3EA1157 points achieved

0 Microsoft Defender for Cloud | Security posture
oo sciee ovel Sine 7] Govermanes mport A7 Guides (% Feetltack

Secure score Erwiranment

ty alerte
nwepreary
[
Cloud Security Expioces L | 0 1
@ Worhoon Panagewit Grou Sadrace kY
S6m
& Commurndy A T
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Policies and procedures to assess the effectiveness of
cybersecurity risk-management measures (3)
This slide focusses on how you can identify gaps in your current

cybersecurity controls, such as outdated software, weak passwords,
or phishing vulnerabilities.

> Microsoft Defender Exposure Score Microsoft Secure Score for Devices
Microsoft Defender exposure score is a metric that reflects how Your score for devices: 5...
vulnerable your organization is to cybersecurity threats. Your exposure W 0 s s S el RN s
score is influenced by factors such as weaknesses, threats and security Bl GRS SR & b e T

alerts on your devices.

> Microsoft Defender for Identity s/

Defender for Identity can detect accounts with unsecure attributes G ——
that expose a security risk, such as PasswordNotRequired. It can Akt 42/
also detect weak cipher usage on devices and accounts, such as Secumty cormes s /s
RC4 or DES2. Additionally, it can alert you of credential access
malici

Compliance manager B \

Compliance score measures progress towards completing
recommended actions that help reduce risks around data

protection and regulatory standards.

Top vulnerabie software

Sattware T1 s Wast moine

Windowa 11

Segaaione Any Schmonn Any ariee Aay

Sacsty setreeendations  Discowersd ewinaretidier  Expasie levwt

saore 1 Upoose acseone

—————_a

Maniily senafive doCumetts via lall s ot Gt &

Pomnty e Swroen

R

Cruate dute mersmscation pobcles ¥ wpport prres.. 5158

Cwets cuntmrmesed OUF policies fur compueny semsl

Boc emafl sppication hem areeting chiil moces

Woo sutdsed Advvel commn

Disante Dernan menmes (hcatie machiine oo

Tratde Cosastmat MME Haiitieg

Eratie Safe DLL Sewch Mode

Erutde Lapmarer Dt Esecition Preverttbon P

ac 2 vagh

Tom S hu—qmt—un x



NIS 2 COMPLIANCE IS A ZERO TRUST JOURNEY

Basic cyber hygiene practices and
cybersecurity training (1)

Cybersecurity training is the process of educating yourself and | it [, e i riien Gl e St S o : ©
others about the risks and best practices of cyber hygiene. .

Training can help you develop the skills and knowledge to Microsoft Leam. Spark possibility.

L L L B LT B RETTL S

protect yourself and your organization from cyber threats. et e e
) Microsoft 365 Learn
Microsoft Learn offers learning paths for Microsoft 365, Security and voA
Microsoft Teams, as well as virtual training days and a community to
connect with other learners and professionals. Microsoft Support
provides video training, templates, quick starts, cheat sheets, é = o
infographics, and more for Microsoft 365 - -
d : L [Jo— il A
Leam by dang Fod technical documentaton Showcare your il
» Defender for Office 365 | SSSITTUTRSTITNOI SOITINTINIITRT mrIIIr

On of the key features of Defender for Office 365 is the Attack
simulation training, which allows you to run realistic attack scenarios
in your organization and identify vulnerable users. By using Attack
simulation training, you can educate your users on how to recognize
and report phishing, malware, and ransomware attacks, and improve
\ their security awareness and behavior.




¢ ~ - — - » - + &
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Basic cyber hygiene practices and D
cybersecurity training (2)

Cybersecurity training is the process of educating yourself and

others about the risks and best practices of cyber hygiene.

Training can help you develop the skills and knowledge to -
rotect yourself and your organization from cyber threats. e

) Your cybersecurity weather forecast — —
Defender Threat Intelligence

Microsoft Defender Threat Intelligence (Defender Tl) is a
platform that streamlines triage, incident response, threat
hunting, vulnerability management, and cyber threat
intelligence analyst workflows when conducting threat
infrastructure analysis and gathering threat intelligence.
Analysts spend a significant amount of time on data
discovery, collection, and parsing, instead of focusing on
what actually helps their organization defend themselves--
deriving insights about the actors through analysis and
correlation.
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Policies and procedures regarding the use of cryptography and, where
appropriate, encryption

Encryption is an important part of your file protection and information protection strategy. Encryption by itself doesn't
prevent content interception. Encryption is part of a larger information protection strategy for your organization. By

using encryption, you help ensure that only authorized parties can use the encrypted data.

Purview Information Protection Sensitivity Labels

R
Microsoft Purview Information Protection to help you discover, classify, \V :
and protect with the use of encryption the sensitive information wherever s“‘?"‘“’
it lives or travels. Sensitivity labels let you classify and protect your
organization’s data in-rest and in-motion, while making sure that user
productivity and their ability to collaborate isn't hindered. Non:-Business

Public

v General
Data Lifecycle Management -
Microsoft Purview Data Lifecycle Management provides you with tools Contmut 2
and capabilities to retain the content that you need to keep and delete Highly Confidential >
the content that you don’t. Retaining and deleting content is often @ Leam More

needed for compliance and regulatory requirement, but deleting
content that no longer has business value also helps you manage risk
and liability

l

EJ ’ @ ) Categon.e v

Amgn Unread/
Foll -
Pohcy' Resd | FollowUp

" Retention Policy

Retain contracts (10 years)

+ Retain shipment orders (5 years)

Retain vehicle records (7 years)

Use Folder Policy

More Retention Policies,..

L3 SetFolder Policy...

@ View Items Expiring Soon
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Policies and procedures regarding the use of cryptography and, where
appropriate, encryption

Microsoft Intune admin center

Microsoft Azure B Sesch esources, services and docs (G+/)

Home Storage accounts Home Endpomt security | Disk sncryptian

A Home C ;
reate profile
Create a storage account B Datbond Wit oche
= Al varvices
Basics  Advanced  Networking Data protection Encryption Tags  Review 5 Devices @ Basics @ Configuration settings
B Apos ~ Bitlocker
Encryption type * @ Endpoint security
Microsoft-managed keys (IMMK) % Endpon Raquire Devics Encryption [[Enabled
—~ 5 Repons '
\_J Customer-managed keys (CMK) 2
& Users Allow Warning For Other Disk Encryption | Enabled
! wt f 1 - 0D :
f:mb e suppo it for customer-managed () Biobs and files only 2 Groups
keys ©
® 22 Tenant administration
\ All service types [blobs, files, tables, and queues) Configure Recovery Passwoed Rotation () | Refresh on for Azure AD-joined devices v
‘ A Troubleshooting + support
£ This option cannot be changed after this storage account is created
Enable infrastructure encryption . A Administrative Templates

£ This option cannot be changed after this storage sccount is created.

Windows Components > BitLocker Drive Encryption

ENCRYPTION SETTINGS IN A MICROSOFT AZURE STORAGE ACCOUNT ENFORCING HARDDISK DRIVE ENCRYPTION THROUGH DEVICE POLICIES
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Human resources security, access control policies and asset management (1)

Microsoft Entra ID Governance allows you to balance your
organization's need for security and employee productivity
with the right processes and visibility. It provides you with
capabilities to ensure that the right people have the right
access to the right resources.

> Microsoft Entra Lifecycle Management

Entra lifecycle management is a feature of Microsoft Entra
ID Governance that helps you manage users by
automating their joiner, mover, and leaver processes.

You can create and manage workflows that consist of

tasks and execution conditions to perform actions on
users based on their attributes, group memberships, or
status changes.

Lifecycle workflows can even integrate with the ability of
Microsoft logic apps tasks to extend workflows for more
complex scenarios that require integration with existing
systems and procedures.

=%

DO

i=

Identity governance
Dashbosed
Entithement managerment

ACCe4s revieas,

Privileged Idantity
Management

[ecycle workSiows

Verifiable credentials

B Saach resources. services, and docs (G+/)

Global Secure Access
(Preview)

Learn & support

-

Select a template to get started
87 Got feedback?
& Jolnes

Onboard pre-hire employee

Confaguee pre-hire taks for onboarding employees
Ltore thair first day

2 Joines

Post-Onboarding of an

oy

Configure onboarding tasks for an smployee aftee

their first diry of woek

Lits

yele workSf

i Joires
Onboard new hire employee

Configuee new hire tesks for onboarding
smplayees on their irst day

' Mover § On-demand
Real-time employee change

Execute rmal bene tasks for smployes job changes
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Human resources security, access control policies and asset management (2)

With the new Entra ID (Azure Active Directory)
Governance features organizations have more
control over standard procedures as well as timed
access reviews.

) Microsoft Entra Entitlement Management

Also a feature of the Microsoft Entra ID Governance,
Microsoft Entra Entitlement Management is a feature
that enables organizations to manage identity and
access lifecycle at scale, by automating access request
workflows, access assignments, reviews, and expiration.
It can help you more efficiently manage access to
groups, applications, and SharePoint Online sites for
internal users, and also for users outside your
organization who need access to those resources.

It also provides comprehensive visibility and control
over permissions for any identity and any resource in
Microsoft Azure, Amazon Web Services (AWS) and
Google Cloud Platform (GCP).

o
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. Identity Govemnance | Getting started
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oo .
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L) JT SN N

s i & Ravwwa correves v covs
Verifiabde trerien .

- My Access £ Search packagm ty name. Sempion of resounes & .
|r Access pockages Access packages
Access groups and teama, ShanePoit Utes, apphicabions, and mone i a Mnghe package Seloct from the followng Packages, of 32aech 20 Ind what you e lodkng
70 Request heitory for
vApproais Avallable (2)  Active 0% Espend [U)

2 ALCew Tviews
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Human resources security, access control policies and asset management (2)

With the new Entra ID (Azure Active Directory) Governance features

organizations have more control over standard procedures as well

as timed access reviews.

> Microsoft Entra Access Reviews

Also a feature of the Microsoft Entra ID Governance, Microsoft
Entra access reviews helps you manage the access to your
resources, such as groups and applications, by reviewing them
regularly. You can create and perform access reviews for users or
guests, and ask them or a decision maker to confirm or revoke
their access based on their needs. You can also use access reviews
to comply with policies, audit requirements, or security best
practices.

Aicrosoft Entra admin center

‘A Identity govemance

Dashboard

Entithement management

ACCRsS roviows

a Privileged Mdeatity

Managernent
Lifecydle workfloms

Verifiable credentials

£ Semrch resourcen, sevvices, and docs (G+/)

New access review

“Rewsew type  * Reviews Settings  * Review + Create

Determine review stages, reviewers, and timeline below

Multi-stage review *

Specify reviewears

Select reviewen * | Group owneris)

Fallback reviewers

Specify recurrence of review

Duration {in days) * t
Reveew recurence * [ Quarterly
Start date * 068/14/2023
End @ Nover
() End on specfic date
o
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Human resources security, access control policies and asset management

Microsoft Conditional access and Microsoft Privileged Identity Management help organizations to limit access to
administrative roles until that access is needed and only when conditions are met.

B Sanet) wssrnen, swemn and 002 ©4 ()

>> Privileged Identity Management

Privileged Identity Management (PIM) is a service in
Microsoft Entra ID that enables you to manage, control, and
monitor access to important resources in your organization
(Microsoft Entra ID, Azure, Microsoft 365 and other
Microsoft Online Services).

..* Privileged Identity Management | Quick start 2

© o e arie) 1he ap ] Pndimgnd whee By Mg rad sureiie s B Ad g e Al vt

Whats e Gt started

ek Manage your privileged access

Une Brisbegesd \demty Managernest 1 manage the Mecwle of qple maigwnents, erilors aust
9 v

It provides time-based and approval-based role activation to
mitigate the risks of excessive, unnecessary, or misused
access permissions on resources that you care about.
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The use of multi-factor * rone
authentication or continuous g
authentication solutions =
14 Autimetication mathoos
Token interception through an Adversary-in-the- & Pt et

Custom secsity attolatun

middle attacks is the most common way to bypass
MFA and allow attacks to leverage a token replay to
gain full access. Microsoft Entra Authentication
Strengths can help to mitigate these attacks.

S Nk mthtion

Saw more

> Microsoft Entra Authentication Strengths

The new Entra Authentication Strengths (a feature of Microsoft
Entra ID) allows you to specify which combination of
authentication methods can be used to access a resource. For
example, you can require phishing-resistant methods (FIDO2
keys, Windows Hello, Smartcards for sensitive resources.

) Enforce Authentication Strengths through CA

You can use authentication strengths in conditional access policies to define
a minimum level of authentication strength required for access, based on
factors such as the user’s sign-in risk level, the sensitivity of the resource
being accessed, the user’s location, and more
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The use of multi-factor authentication or continuous authentication solutions,
secured voice, video and text communications and secured emergency
communication systems within the entity

»

Teams Premium ERY

Microsoft Teams Premium is an enhanced version of O [ soles Anslysi Review
the popular collaboration platform, Microsoft Teams.
It offers advanced communication tools, improved
security, seamless integration with Microsoft 365
apps, increased storage, and priority support.
Customers should use it for boosted productivity,
enhanced security, and tailored collaboration
solutions to fit their specific needs.
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