) PCS

Hodnocen?2 Kkybernet.|
Petr VIk

KPCS CZ | Enterprise Architect | Microsoft MVP

Digital Enablers



Agenda

A Zero Trust Trying to explain our current

A Regulace a legislativa cyber risk to the board
AProgram kybernetick® bezpel

AHodnocen?

ACo na to konzole? ge mlL2?2!
A Microsoft versus Incident

A Defender XDR

A Threat & Vulnerability Management

A Security Baselines

A External Attack Surface Management

A Threat Intelligence

AVyr 8H2me do akce

A Copilot z§chr anou
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Tr adil Ln? mo d e |

=] A 7 By 1995

R lololo R Most networks are connected
lo1ol0 by VPN and Internet replacing

WANSs — Firewalls and VPN
dominate security conversation

[
X

Users, devices, apps, and data
protected behind a network firewall

| was there. 3,000.years)ago..



Di git 8l n2 evoluce

2000 2002 2007 2009 2011 2020

Salesforce SaaS Starbucks puts iPhone FITBIT Tracker Office 365 Pandemie
launched Wi-Fi in stores launched COVID
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The world has changed

5.2 044 /B 00 %

mobile business apps of organizations internet-connected of organizations
accessed daily by using cloud? devices in use currently have a formal
employees? worldwide? BYOD program in place’



Assumptions vs. reality

Employees, contractors, partners,

Users are-employees 7 and customers
Corporate-managed-devices —> Bring your own device
-On-premises-apps —> Explosions of cloud apps
-Corpnetwork-and-firewalt —— Expanding perimeter

Overwhelming source of

available signal



A O
B

A modern approach Secure access at
Is needed the resource



Zero Trust 0 Where it all started?

2004
Jericho Forum
concept of de-

perimeterization

2009
@ Operation Aurora
attack

2010

Forrester coins

oZero

Trustod term

2014
Google
BeyondCorpis
published

Zero Trust
hype takes off



Zero Trust
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Zero Trust | snot e

LITERAL You canot buil d a pract.
absolutes

AN ADJECTIVBYou arenot going to
FORSALBThereds no such thing ¢
INSTANBYou canot boil the ocea
A REVOLUTIONBuUui I d on what youodve



Zero Trust IS a mindset

A One of the biggest benefits A An approach to security
of Zero Trust is a change in which assumes pervasive
mindset risk

A An approach to security A How do we behave In an
which treats every access environment of pervasive
attempt as I f 1 to0osiskbriginati ng

from an untrusted network =



Major phases of zero trust

Pre-Zero Trust

V Device
management
not required

V Single factor
authenticatio
n to
resources

V Capability to
enforce
strong
identity exists

Verify Identity

M=

V All user accounts

set up for strong
identity
enforcement

Strong identity
enforced for O365

Least privilege
user rights

Eliminate
passwords d
biometric based
model

corporate network
User and Access Telemetry

Verify Device

\gi=Fm

V Device health required
for SharePoint,
Exchange, Teams on
I0S, Android, Mac,
and Windows

Verify Access

V Internet Only for
users

Verify Services
e

V Grow coverage in
Device health

V Establish solutions requirement

for unmanaged
devices

V Usage data for

Application & Services V Service health

concept and POC

V Device Management V Least privilege (Distant Future)

required to tiered access model

network access
V Device health

required for
wired/wireless




Zero Trust across the digital estate

(ger ] 101010
D ' ‘I = i siolo

|dentity Endpoints Apps Infrastructure Networking Data




Components of the Zero Trust Model

In an optimal Zero Trust implementation, your digital estate is connected and able to provide the signal
needed to make informed access decisions using automated policy enforcement.

O

(2 e | Data
ld entities Identity provider V- Org_anization 3 email & documents
v =] policy Classify, label,
! i T encrypt (00 Structured data
Moltistactor  soscsooosaoosa : :
authentication ! ) :
1
: : 1 : Apps
@ User/session risk ¢ L AOIPINEY s
: : access &P SaaS apps
1
Devices '.--_-_---___--_-__--_-__l : BOn-premiseapps
"""" Q
y oottt TTTErTTmEE T 1
-------- 1 1
@! : S N Infrastructure
Corporate : compliance state K = cotrol g g g
deiices ; . Security Policy ; : . g 3 3 %
1 - - &2 ! s & £ o &
: =ty P | o Device identity Enfo rce me nt Threat protection : 1T and version control
|
g_ -====-=-< Device inventory Real-time policy evaluation | :
|
A . (YN ———— : Network
Unmanage : O ! .t
devices ,(o\ Threat S Network delivery
\~J/ inte"igence Internal Micro-segmentation
L Visibility and analytics =~ —-----mmmm e e >

e Automation = 0000 s e e e e mem e maa - >
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Security Is a challenging discipline

Attacks can shut all business operations down, creating board level risk

Hybrid of Everything, Everywhere, All at Once

Must secure across everything

Nothing gets retired! u Brand New - 10T, DevOps, and Cloud services, devices and products
Usually for fear of breaking u Current/Aglng - 5-25 year old enterprise IT servers, products, etc.
SEUEITIE (2 ey o=t U Legacy/Ancient - 30+ year old Operational Technology (OT) systems

U Attackers have a lot of options

U Forcing security into a holistic
complex approach

Infrastructure

00 U Regulatory Sprawl - 200+ daily updates from 750 regulatory bodies
000 U Threats 0 Continuously changing threat landscape
000 U Security Tools d dozens or hundreds of tools at customers



® Measuring Success of the Trusted Digital Fabric

® Recommended Scorecard Metrics

Business Enablement

Security Posture

How good are we at
preventing damage?

How much security friction is in user
experience and business processes?

Security Improvement

Are we getting better
every month?

Business
Enablement

Security Response

How good are we at responding to
and recovering from attacks?



Example Metrics

Focus on continuous improvement

@ Security
Scorecard
Metrics

Supporting
Performance
Measurements

Business Enablement

Mean Time for security
review

# aays for application
security review

Average boot/logon time
for managed devices.

Number of security
interruptions in user
workflow

% of IT help desk time
spent on low -value
security activities

Security Posture

% of new apps/etc.
reviewed

Secure score

% Compliant apps

# of privileged accounts
meeting 100% of
requirements

# of accounts meeting
100% of requirements

Security Response

Mean Time to Recover
(MTTR)

Mean Time to
Acknowledge (MTTA)

Time to Restore Critical
Systems

# of high severity
incidents

Incident growth rate
(overall)

Security Improvement

# of modernization
projects open

# modernization project
milestones achieved in
last 60 adays

Number of repetitive
manual steps removed
from workflows

# of Lessons learned

from internal/external
nciadents



What Boards and Business Leaders should expect

from a security program

48 Help focus on key business outcomes

A What is our financial exposure to security risk?
A How prepared are we for extortion/ransomware attack?

A Are processes aligned to identifying and protecting business critical
processes? (without breaking them)

A Are we securing all business-critical assets? (including IT, loT, and OT)
A Can we recover them quickly?

A Are we measuring continuous improvement for security?
A Is security program balanced across people, process, and tech?

A Are the security risk decisions by the right people? Are they prepared and
/nformed to do so?



Strategically position security investments
Raise attackers cost on choke points and easiest routes (low friction/cost)

Sensitive Data Protection & Monitoring

A Discover business critical assets with business,
technology, and security teams

A Increase security protections and monitoring processes

A Encrypt data with Azure Information Protection

Replace password.xls

Oprocess?®
A PIM/PAM
A Workload identities

’“‘ e 2

Protect Privileged Accounts

Modernize Security Operations

A Add XDR for identity, endpoint (EDR),
cloud apps, and other paths

A Train SecOps analysts on endpoints and

identity authentication flows

Rigorous Security Hygiene
A Rapid Patching

A Secure Configuration

A Secure Operational Practices

E| Require separate accounts for Admins
and enforce MFA/passwordless
Privileged Access Workstations (PAWS

— + enforce with Conditional Access




9..

.¥ Program Maturity Path

et Risk Insights & Security Integration

Proactive

Integration
natural aspect of risk

4 and enablement decisions

Basic Business Alignment
Risk viewed per project or ad hoc,

3 limited business enablement focus

Security as Technical Risk
Security program focused on technical

2 view of risk (limited business alignment)

Unmanaged Security Risk

No security owner in leadership team

S
The workshops include
several dozen maturity
model exercises like this

Most organizations
> are in the 2-3 range







Zero Trust Assessment

=' Microsoft | Microsoft Security Solutions v Products ~  Services v Partners  Resources v Contact Sales Start free trial All Microsoft v Search O Sighin | .5-*'.,‘}

Home |dentities Endpoints Apps Infrastructure Data Network

Evaluate your Zero Trust security
posture

Select a category to get started

Answer a few questions to get advice on your organization’s Zero Trust maturity level and see practical deployment resources.
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ENISA

* x
x *
* v o0 for r W d [4) t M more n « English (en)
J enisa m
x . TOPICS = PUBLICATIONS TOOLS NEWS EVENTS ABOUT = WORK WITH ENISA ~ CONTACT
.’ .

Cybersecurity Maturity Assessment for Small and Medium Enterprises

Cybersecurity Maturity Assessment for Small and Medium Enterprises

3 reasons to assess you company ‘s cybersecurity maturity

Cybersecurity evaluation

-
= A
a |

This tool helps Small and Medium- %/ Personalised plan
sized business enhance their
cybersecurity maturity level and
Iprovide them with an adaptive Top security
(8 progressive plamgashandle
8 cybersecurity fisks.




1ISO

E Standards Aboutus News  Takingpart Store

What is ISO/IEC 270017

ISO/IEC 27001 is the world's best-known standard for information security management
systems (ISMS). It defines requirements an ISMS must meet.

The ISO/IEC 27001 standard provides companies of any size and from all sectors of
activity with guidance for establishing, implementing, maintaining and continually
improving an information security management system,

Conformity with ISO/IEC 27001 means that an organization or business has put in place a
system to manage risks related to the security of data owned or handled by the
company, and that this system respects ail the best practices and principles enshrined in
this International Standard.

Why is ISO/IEC 27001 important?

With cyber-crime on the rise and new threats constantly emerging, it can seem difficult
or even impossible to manage cyber-risks. ISO/IEC 27001 helps organizations become
risk-aware and proactively identify and address weaknesses.

ISO/IEC 27001 promotes a holistic approach to information security; vetting people,
policies and technolegy. An information security management system implemented
according to this standard is a tool for risk management, cyber-resilience and
operational excellence.



NIST

NIST

CYBERSECURITY FRAMEWORK

| Framework > Framework Docu mentS

Framework Version 1.1
(PDF)

Framework Version 1.1 ”
Core (Bxcel) Cybersecurity Framework V1.1

F 2.
Journey to CSF 2.0 (April 2018)

Framework Development

Archive Download Framework V1.1

Getting Started t {PDF] 1.1 MB)

Examples of Framework

Profiles Framework V1.1 Core Framework V1.1 Presentation
- (XLSX | 37 KB} (PPTX | 1%.1 MB)

Perspectives

Frequently Asked

Questions

Events and Quick Start Guide Online Learning

Presentations View our quick start guide to help you get started The Online Learning content is broken into a number

Informative References | with using the framework, of small modules.

Resources ‘ View Quick Start Guide View Online Learning Section

Newsroom U

Related Programs



SANS

Train and Certify Manage Your Team Security Awareness Resources Get Involved About

Home > Security Policy

Security Policy Templates

n collaboration with information securit ibject-matter axperts ders who volunteerss
@ir security policy know-how and t SANS has developed and posted here a set of security
catribute your expe P CL, Of 1O report
elow, Membership 1o

rcas like

10 per page

Fliters:

Caregories

Acceptable Encryption Policy -

Apolication Security
Genera
Server Seturity

Network Securit Acceptable Use Policy

Defines acceptable wse of equipment and computing services, and the appropriate employes secunty

maasures to protect the organization's corporate resources and proprietary information




Security KPI

AVulnerability

APatch

AEvent

AAttack

Alncident (Cost)

AMean Time to Detect (MTTD)
AMean Time to Resolve (MTTR)
AMean Time to Contain (MTTC)



STIG

STIG

| Viewer

HOME STIGS LoD as00 NIST 800-53 COMMON CONTROLS HUSB

Mrasott Excel 2016

Micrasoft Exchange 2010 Client Access Sarver Rale

Microsolt Exchangs 2070 Core Seryes

M it

Exchange 2010 Edge Tranuport Server Role

Micr

ft Exchange JO10 Hub Transport Swrver Rols
Mizrosolt Exchange 2010 Mailbor Server fale
Mizozoft Exchange 1013 Cllent Access Servar
Micrasott Exchange 20735 Mallbox Serye

Microsolt Exchange 2016 Edge Transport Setver
Microsoft Exchange 2016 Mailbox Secyse

Nacrasoft Exchangs Sarver 2

Micrasoft Groowe 20113

Merosoft IE Yerion &

Micravslt IE Version 7

Microsott 115 10.0 Secver

Microsott 55 10.0 Site

Microsoft 115 85 Serval

Mrosoft 115 85 Sas

Microsoft Infofath 2003

A S M.l nany

ABOUT



StigRepo a PowerStig

Get Started with STIG Repo

'On-Prem Active Directory Environments
Prerequisites

* Must be executed from an internet-connected system to install module dependences or required modules must be installed manually
* For On-Prem Active Directory envircnments, StigRepo must be executed from a system with the Active Directory/RSAT Tools installed.
* Powershell Version 5.1 or greater

Execute the commands below 1o install the StigRepo Module, build the STIG repasitory, and generate STIG Checklists for On-Prem Active
Directory environments:

Cmdlet Description
Instail-Module
I hi
StigRepo Installs the StigRepo module from the Powershell Gallery
Initialize-StigRepo Builds the STIG Compliance Automation Repository and instatls dependencies on the local system

Scans the Active Directocy Environment for targetted systems, determunes applicable STIGs, and generates DSC

New-
e ystambete configuration data

Start-DscBuild Generates DSC Configuration scripts and MOF files for all DSC Nodes

Sync-DscModules Syncs DSC module dependencies across all DSC Nodes

Set-WinRMConfig
Get-StigChecklists

Expands MaxEnvelopSize on all DSC nodes
Generates STIG Checklists for all apphicable STIGs for each DSC Node

Name
Adobe
Chrome
DotNetFramework
Edge
Firefox
lisServer
hsSite
InternetExplorer
McAfee
Office
Oracle)RE
RHEL
SqiServer
Ubuntu
Vaphere
WindowsClhent
WindowsDefender
WindowsDnsSenser
WindowsFirewsll

WindowsServer

Description
Prowvides a mechanism to manage Adobe STIG settings.
Provides a mechanism to manage Google Chrame STIG settings.
Pravides a mechanism to manage Net Framework STIG settings
Prowvides a mechanism to manage Microsoft Edge STIG settings
Provides a mechanism to manage Firefox STIG settings.
Provides a mechanism to manage [1S Server settings.
Prowvides a mechanism to manage |1S Site settings.
Prowvides a mechanism to manage Microsoft Intemet Explorer settings.
Provides 4 mechanism to manage McAfee settings
Pravides a mechanism to manage Microsoft Office STIG settings,
Prawides a mechanism to manage Oracle Java Runtime Environment STIG settings.
Provides a mechanism to manage RedHat Enterprise Linux S5TIG settings,
Provides a mechanism to manage SgiServer STIG settings.
Provides a mechanism to manage Ubuntu Linux STIG settings.
Pravides a machanism ta manage VMware Vsphere STIG settings.
Provides a mechanism to manage Windows Client STIG sattings.
Prowvides 3 mechanism to manage Windows Defender STIG settings.
Provides a mechanism to manage Windows DNS Server STIG settings.
Provides a mechanism to manage the Windows Firewall STIG settings.

Pravides 8 mechanism to manage the Windows Server STIG settings,



CIS Benchmark

CIS Benchmarks List
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ORCA

Configuration analyzer
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Security Compliance Toolkit

». Policy Viewes - 535 items.

Chpbourd » View = My+ Export = Options »

2. Policy File Importer - o X
File Edit

Polcy Name Polcy Type  Filename  Folder i
MSFT Windows 10 1509 - BtLocker Compiter  regutypol  C'\Users\Adminstrator\ Downlos
MSFT Windows Server 1509 - Member Server Computer registry pol C\LMMIW
MSFT Windowa Server 1905 - Member Server Ulser registry pal  C\Lisers\Adminstrator\ Dewnloz
MSFT Windows 10 1903 - User User registrypal  C\Users\Adminatrator\ Downloz
MSFT intemet Explorer 11 - User User registry pol  C\Lisers \Adminatrator\ Downlos
MSFT Windows 10 1303 and Sarver 1303 - Defender Antivius Computer registry pol  C:\Users\Administrator\ Downloz
MSFT ktemet Explorer 11 - Computer Compter registry pol  C\Lisers \Adminstrator\ Downloz
MSFT Windows Server 1909 - Domain Controler Computer regatry pol  C\Lisers\Adminatrator\ Dowrios
MSFT Windows Server 1909 - Doman Controler User gty pol  C\Lisers \Adminatrator\ Dowriioz
MSFT Windowa 10 1303 and Server 1509 Member Server - Cradertial Guard  Computer registry pol  C\Lisers\Adminstrator\ Dowrloz
MSFT Windows Server 1909 - Domain Controler Vitualzation Based Securty  Computer registry pal  C\Lsers  Adminstrator\ Downiloe
MSFT Windows 10 1303 - Computer Compiter registry ol C-\Users \Administrator\ Downioe
MSET Windvwe 11} 1906 - Rl nelear S Tamnlste  reeTaedind 7\ e Admirsstrabars Nendnz Y
< >

Import...

s polcy settng adows pou (0 Suat events penesied Dy valdaton tests 0n user Scoourt o oedental
Av dasan e Jonan -

Everws 1 e OOy S0 Bl 0 e COmpLey IR 2 B APy v thove
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Mobme Mo on doman contolers.
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Local 2
Cotion: Mo Audteg

Folcy Type Fobcy Group or Regetry Key Folcy Settng Locel pokcy wn 10_150%
Fot Poficy | Recmrt Logen | Karberes Servce Tohet Opeestore Mo Auitng
Akt Pesicy. | Acceurt Maraosment | Othr Accourt Mardcement Everts Ne Austog
Aot Poiecy | Aeomrt Marsomrmert | Secarty Groagp Menpgerert
At Py Detade) Trachirqy | DPAPT Actity
At Polcy | Detatedt Trackens [PHP Acavty
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Microsoft SecCon

& microsoft / SecCon-Framework  rasi

<) Code (D issues 1 1) Pullrequests (9 Actone [ Progjects T Secunty b Insights
¥ master = SecCon-Framework / level-1-enterprise-basic-security.md

G Dansimp sdded SecCon oo

A1 comrbutor

IS 343 lems (117 alac) 100 @

Level 1 Enterprise Basic Security configuration

Applies to
* Windows 10

Level 1is the minsmum security configuration for an enterprise device. Microsoft recommends the

Hardware

Devices targeting Level 1 sheuld support the following hardware features:

¢ Tnnted Platform Module (TPM) 2.0
¢ Bitlocker Drive Encryption
* LEFI Secure Boot

* Drivers and Firmware Distributed through Windows Update

Policies






Network Assessment

Microsoft 365 network connectivity

Overview  Insights  Locations  History

Map of global network performance

Network assessment: 79%

Shows the network performance quality rating of locations where users are connected to your network. Go to Lacations for a full, detailed list,

Total points 238/300

Filters: Location type: All  ~ Work type: All Visibllity: Visible -~ Location size: Al ~
| ————————

W Your Ponts

Office apps, which depends on your network architecture
To increase your points, take the recommended actions for
network improvement, Learn more about the assessment

@ Your points refiect the measured performance of your

@ Points breakdown
. Exchange 91/100
SharePoint 66/100

- Alirenranfs Yasms oY AN



Usage Score

Usage

Overview Microsoft 365 usage reports show how people in your business are using Microsoft 365 services. Reports are available for
the fast 7 days, 30 days, 90 days, and 180 days. Data won't exist for all reporting periods night away. The reports become
available within 48 hours. Learn mare about Microsoft 365 usage reports

Product Reports

>  Dynamics 365 Customer V...

@7 Exchangs

Active users

Forms
@ Microsoft Browser

@ Microsoft Project

@ Microsoft Teams

@ Microsoft Teams apps

25

@& Microsoft Visio
0
Q] Office 365 Apr 17 Ape 26

& OneDrive B Office 365 M Exchange M OneDrve BB SharcPomt M Yammer B Microsoft Teams

@ SharePoint



Adoption Score

Adoption Score

Adoption Scare provides insights into your organization's digital transformation journey theough its use of
Microsoft 365 and the technology experiences that support it. Your organzation's score reflects people and
technology experience measurements and can be compared to benchmarks from organizations similar to yours.

Overview  Actions

People experiences
Communication: 66/100 points Meetings: 25/100 points Content collaboration: 61/100
Organizations that use a vanety of ways to When people use online meeting tools points
i \ 1 10
communicate support different work styles, effectively, they can save up to 104 minutes a Mhen people colaboeate with online files, they
needs, and preferences week, -
can save up to 100 minutes a week
Communication score trend Meetings score trend Content collaboration score trend
%o 100
00
s " 75
—— s ___——
» E —
13
° 0 .
Nov 13 Mnn Nar 13 May 1 Nov 13 Jan N Mar 13 May W Nov 19 g Mear 13 May 11
W Your Drganization B8 Peer Benchimark W Your Organazation B Peer Beachmark

B Your Organization I Feer Sonchmark

Your organization’s score: 66%

Total score: 526/800 points

v
[
B YowOrg A Peer Boanchmark
Your arganization’s Adoption Score is the total of its
people experiences and technology experiences
scores, which are each comprised of several categones

of data. Scores are not provided at the individual user
level,

Score components 526/800 points

People experiences:278/500

Technology experiences:248/300

A Peer Benchmark

Learn about how your org’s score is calculated



Intune Reports

B Reports | Device compliance

D Search |«

Summary  Reports
(D Overview

{) Refresh
Device management

Last refreshed on: 18. 5. 2023, 2:37:10
P, Device compliance

. Device configuration {preview) Device compliance

B Group policy anatytics (preview) L

Mansgedby Conightr ~ Total

B, Windows updates I“i"‘g"‘4 dces I“é"::';“ I 0 ovtéas 162 devices

P, Cloud attached devices (preview)

Endpoint security

B, Microsoft Defender Antivirus DEVIce LOMENNCS St

Status Devices

B, Firevall
Compliant

Analytics

Compliant 153
B Endpoint analytics In grace perod 1 &
Intune data warehouse Noncompliant
@ Data warehouse Not compliant 8 0

Not evaluated Q

Azure monitor



Intune Endpoint Analytics Score

o Endpoint analytics | Startup performance

£ Search
(D Overview
£33 Settings

Reports

& Startup performance
& Proactive remediations
Application reliability
Work from anywhere
Resource performance

Remoting connection

&

Startup score  Model performance Device performance Startup processes Restart frequency

Improve startup performance to optimize the time from power-on to productivity. Review your current score and see
how it compares to the selected baseline. Refer to the insights and recommendations to learn how to improve your
device startup times and score. Learn more.

g Device scope : All Devices

Baseline (O All organizations (median) v

Startup score (O @ Meeting goals

A
| | 0
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ldentity Security Score

P Security | Identity Secure Score

| © Search

¥ Getting started

A Diagnose and solve problems

Protect

& Conditional Access
&, |dentity Protection
© Security Center

8. Verified ID

(D) Learn more 27 Got feedback?

Microsoft Secure Score for Identity is a representation

Secure Score for Identity

2 90.45%

Last updated 18. 5. 2023 2:00:00 ©
View your Microsoft Secure Score,



Phishing Resiliency

Behavior impact on compromise rate ) All user activity
All user activity
- - -
269 users less susceptible to phishing 1of 1 1o0f 1
5% better than predicted rate SuccessfullyDeliveredEmail
SuccesstullyDeliveredtmail
2% .
ReportedEmail
ReportedEmai —
o —_—
AttackSimTestSimulati... AttackSimTestSimuiati... AttackSimTestSimuiati... AttackSimTestSimuiati... AutomatedSimulation.. EmaillinkClicked
AttachmentOpened
B Actual Compromised Rate [} Predicted Compromised Rate ——

|



Secure Score

i -
‘Microsoft Secure Score =
|
Overview  Improvement actions  History  Metrics & trends
Microsaft Secura Score is 3 representation of your organization’s security posturs, and your opportunity to improve it,
| Appled fiftery. T Fiter
| Your secure score Include Acthons 1o review Compatison
Regreszed - T Planns 7 eoted Recently added &/ Recerd O Your wore aA.230%
| Secure Score: 47.23% 3"’;‘ ;:;;n o'»a | o;. ac . 6 y updated
| S2940/ 112 cheved
| oG Organizaticon like yoory 4600
1008, N ——
| Top improvement actions
lengeovemend action Scote mpoct Staun Categary
N
Turn on Firewall in mac05 «0.395% O To address Deves
n%
R SR R O A
| PEPIIITGISD 5 Require MFA for administrative roles +089% O To address Identy
| Breakdown points by:  Category Turn on Microsoft Defender Antivirus PUA protection in biock m... +03% O Toaddress  Device
Tdentity 0.71%
| o
 — Block process creations otiginating from PSExec and WMI comm... +03% O To sddress Oewce
| Devics 45.02%
i — Use acdvanced protection againet ransomware GRS O To sddien Devne
| Apps 423%
A —— Block Win32 APl calls from Office macros <085 O To address Deves
| B okt acmres Coportunty
Block execution of potentially cbluscated scipts +0.3% O To ackdiress Dewce
Block Office applications from injecting code info other processes  <05% O To address Seoce

B ——
’ Y Viewall



Compliance Score

Compliance Manager

Overview Improvement actions  Solutions  Assessments  Regulations  Alerts  Alert policies

Compliance Manager measures your progress in completing actions that help reduce risks around data protection and regula

Overall compliance score Key improvement actions
Your compliance score: 48% Not completed | Completed Out of scope
939 7 2
Improvement action Impact
Enable DomainKeys |dentified Mail +B81 points
Use role-based privileged account management +81 points
Set up Sender Policy Framework to prevent spoofing +81 points

12398/25408 points achieved Protect URL links e



Microsaft 365 Defender

Actions & submissions
Threat analytics
Secure score

Learming hub

Trals

Assets

ldentties

Endpoints

Device inventory
Vulperabdity mansgemaent
Dashbostd
Recommendations
Remadiation
Inventanes
Weaknesses

Event timeling
Baselines assessment
Partners and APls

Evaluation & tutorals

Configuration management

Emall & collaboration

Investigations

Exnloter

Microsoft Defender Vulnerability Management dashboard

Drganization exposure score

Exposure score

oy impacied by sctive

14/100
W w029 B Medium 3059 [l High o100

Exposure score over time

..‘_/—',.»00’“‘0“—“0—”\
Improve score

Top events (7 days)

Date (UTC) Event

s/0/2022

3 with aeoles

,D Search

Theeat awareness

5 devices exposed to CVE-2021-44228

The Lood vulneratiity affects 3 lwa loggeg comea

with the vwinerakle component mght be exp

Devices - onbaarded Devices - not onboarded |

5 0

View wiinerabllity details

Top security tecommendations

Recommendation
Update Microsoft Windows Server 2019 (OS and budt..
Update Microsoft Defender For Endpoint

Update Microsoft Windows Server 2022 (0S and buillt.,

Show more

Show exceptions

Originally impacted devices (W)

Microzoft Windows Server 2019 has 36 new wuinerabiities, impectng 305k 0%

ce execution whech can lead to full attacker co

sftware products. Devicas nusn

Vuinerable fées Vulnerable softwsars

7 1

Exposed devices Theests  Impact Toga
2834 0 w i
I3 0O w3z

O2% (e} il

Device exposure distribution

Exposure distribution

Exposed devices are eaty targets for cybersecurity attacks

Trdure thal these devicer tan receive secunty uodates have

ANSUS Apps and plationms

D Fiter by device groups

Microsoft Secure Score for Devices

Your score for devices:
47%

Application 955
- 4
0s 113259
s
Network 14022
e @
Accounts 3367
l——————

Security controls 282359

Score for devices over time

Top ramediation acthvities

Remediation activities




Investigation Priority Score

T3 View owned files [ View fides shared with this user

Investigation priority score

User 0s i Aarif Sherzai

p”onty Score :."':'.‘:l-m‘,.L : e 15 based on the last 7 dayr  How do we score?
B Alerts 5
B Risky activities
[rasnnn]

re compared to the organszation 100%
User threat

Open incidents

Open inCidents nvesligation pr

2 © 2050
User score in the last two weeks

Active alerts dentty rak level
4 High

User exposure : B Top 90 in your organaation
Suspicious activities
Last seen Accounts Alerts and ¢ score (last 7 days) View all user alerts (41

and alerts

Apr 2, 2021 L=}
Devicas Logon Typas
- Yesterday @
0 0
/W2, 04211 AM ' 888
Locsom Matched files +50 O Risky sign-in: Anonymous IP address C7
9 6y
AR 200 AN 000
Risky sign-in: Anonymous IP address

Groups +50 Q

Q1 A1 AN BED
+80 0O 5 St S S5 - e -



Permission Creep Index

Permission Creep Index (PCI)




Attack Security Posture

Microsoft Azure (Preview) B Searth resources, sensces, s docs (G+/)

Horne

® ContosoEASM

Murosoft Defendee EASM

| 2 Sesrch (Tmd+/)

2 Overview

General

W inventory

Dashboards

Ell Attack Surface Summary

B Socurity Posture

B GDPR Compliance

B

! OWASP Top 10
Manage

& Discovary
Help

A Contact Suppont

E Delete resource

v Essentiale

Hosts

= 2.8M

Domains

= 449.9K

Pages

=7.3M

Attack Surface Priorities

2

Sarverity Obsarvations

Found from 4 of 77 nsights

CVE-2019-17638 Jenkina Server Vidinerability May Load to Sensitive Data L

CVE-2022-23277 Microsoltt Exchange Server Remate Code Execution Yuin 4

CVE-2020-4448 15M WebSphere Application Server Remote Code Executs

Microsoft Patches Four 0-Day Remote Code Execution Vulrerabilities o Ex R

CVE-2022- 247056 - CouchD8 Remote Privlege Escalsban ‘

Al 77 e

Software based CVSS Distribution

SSL Certs

© 2.6K

ASNs

68

.7

severity Observations

Fourd feam 7 of 93 imights

CVE-2013-6285 |Potential) PrestaShop Privilege Escafation Vulnerabdty
[Potental] Dwectonst WordPress PMugin CSRF

CVE-2021-21985 [Potental] Vidware vCanter Unsuthenticated Remote Ca.
CVE-20719.9978 Sccial Warfare Plogin XS5 & Remate Code Execution Vuln

[Potentis] GLab Static QAUth Password and Stored Cross Site Scripting (X

P Blocks

=720

taylor@micros

MICKOROFT (MICROSOFT ONMI

View Cont JSON View

P Addresses

=2.4M

Contacts

21.2K

Qtayervation

Found from 3 of 11 insights

Affected CVSS Pags
Deprecated Toch - Micrasoft 5
Self Sigrad Certificates !

SHAT Certficates [i

Deprecated Tech - OpenSSL [
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o ) @ MEGA 4 118 GB 10.8 GB 85K 1904 1294 Sep 25, 2018 @

oud storage o

News and entertainment

Productivity r @ Unsanctioned app
MEGA provides free cloud storage with convenient and powerful always-on privacy

v

uggest an improvemant 4

Disclaimes

$ 0 O

CRM ) 6 GENERAL

it

Accounting and finance - Category: Cloud storage Headquarters: New Zealand Data center:  Luxembourg
@ SUpply. chain and lagistics ! Hosting company: Datacenter Luxembo... Faundad. 3013 Halding: Private

e hosting ' Domain Lmegaconz, ".meqanz HTTP security headers nain registration: Jul 26, 2012
Bradiict dasian : s Ty Which HTTP headers are
. Consamurpopianty: -10 implemented by the app on its
Development tools ! Vendor: Mega website? ) 7

‘ T ? Source: Advanced data extraction

jon URL: meganz

pcipkmoloh ool ' 5 SECURITY & x-frame-options

Latest breach: Jan 1, 2018 o X-Xss-protection Iti-factor authenticatior

Business intelhigence

P S ‘ @ strict-transport-securit
)nline meetings | 0 IP address restnction 0 Y min audit trail

o x-content-type-options

Q

Human-fesource management 1 Dat it
! o Data aud:t trail :
@ contem-securlty-pohcy

Transportation and trave 1 o " }
ra iation ana tra ' G Remember password 0 6% rshanng

o TR P R I Weight in category
Iperations managemer | @ Valid certificate name a ryption protocol: TLS 1.2

& Heartbleed patched HTTP security headers (i) © Supports SAML

& Protected against DROWN @ Requires user authentication © Password policy
© compuance

€ FINRA © Fisma © caar

© HipAA © ISAE 3402 © 150 27001

Cloud app risk assessment based on more than 90 risk factors for over 26,000 apps
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Cloud App Security

Security configuration

For Azure

© You have 1 subscription that isn't enabled in Azure Security Center. Go to Azure Security Center

Displaying recommendations for 1 of 2 Azure subscriptions

RECOMMENDATIONS

Select recommendation... v

Recommendations ~

Apply Disk Encryption on your virtual m...

Apply a Just-In-Time network access co--

Close management ports on your Virtua..-

RESOURCES SUBSCRIPTIONS

Select resource type... v Select subscription...

1 - 16 of 16 recommendations

Resources

1 Virtual Machine(s)

1 Virtual Machine(s)

1 Virtual Machine(s)

Security Configuration assessment

Subscription

MCAS Production

MCAS Production

MCAS Production

SEVERITY

Severity

§EB High

EEB High

EEB High




Microsoft Azure £ Search resources, services, and docs D i Q 503 ? © &

- =
Home > Security Center - Recommendations
Security Center - Recommendations X
Showing subscription 'MCAS Productio
I S e At I «
Recommendations Resource health monitoring Top recommendations by
GENERAL
High Severity —_—
U Overview 13‘ q 6 CUMPRE S apps “E = IDdtaI &I SI ol 2 Enable MFA for acc
%4 Getting started Medium Severity — Enable Network Set
> 4 - 4 Networking z 1 identity & access < NG PRWOIK o8
cvents Low Sevesy Apply a Just-In-Tim
D Search 2 :}1 0 10T hubs & resources
- o
%" 12 Unhealthy resources
POLICY & COMPLIANCE

2 Coverage
Q Secure score

#. Regulatory compliance

RECOMMENDATION SECURE SCOR.. FAILED RESOURCES
1" Security policy

Enable MFA for accounts with owner permissions on your s... ( +50 1 of 1 subscriptions
RESOURCE SECURITY HYGIENE

Enable Network Security Groups on subnets (#30) 4 of 4 subnets

Recommendations

Apply a Just-In-Time network access control 10f 1 virtual mac..-

% Compute & apps

Resolve monitoring agent health issues on your machines 1of 1 virtual mac...

“a loT hubs & resources

|

; Install a vulnerability assessment solution on your virtual m... ( +30 1 of 1 virtual mac...
*. Networking
& Data & storage Enable MFA for accounts with write permissions on your su... ( +30 1 of 1 subscriptions
% Identity & access (Preview) Enable MFA for accounts with read permissions on your sub... [ +30 1 of 1 subscriptions
#l Security solutions Require secure transfer to storage account +20 S 2 of 2 storage acc.-

Deep dive investigation in Microsoft Defender for Cloud: Security Center: Recommendations
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Phishing
[Account-Deactivation]

@ Microsoft Fix <mx-59545445435@protection.office-365.com>

Office-365

Hi Sales

Your account of s com will be disconnected from sending or receiving mails from other users. because you failed to resolve
errors on your mail,

You need to resolve the errors or your account will be disconnected from S com.
Follow the instruction below to resolve now.,

RAESOLVE ISSUE NOW

Regards,
Microsft Security Team

.
“s

THEY USED A
MALICIOUS 0365 APP!

| HAVE NO| IIIEA
WHAT THAT MEANS!

5 WHY.DOYOU '
CLICKACCEPT
ON EVERYTHING!

O

YOU SAID DONT GIVE 0IIT YOUR
PASSIVIUBIII IT DIDNT ASK FOR l PASS




Phishing

IT'LL BE FUN THEY SAIDY

B Microsoft

Enter password




et M [ Signintoyouraccount X | 4+

& O n https://login.microsoftonline.com/common/oauth2/authorize?client_id=00000006-0000-0ff1-ce00-000000000 &response_mode=form_post&response_type=code+id

1:22 PM o3 -

Accounts +

Adatum Corp &
MeganB@adatumcorp.com

Microsoft
< meganb@adatumcorp.com

Approve sign in

© Tap the number you see below in your Microsoft

Authenticator app to sign in.

62

Use your password instead




MLV [ Signintoyouraccount X | + w

login.microsoftonline.com

Micrc
- meganb@adatumcorp.com

Approve sign in

Tap the number you see below in your Microsoft

Authenticator app to sign in.

122 PM

Accounts

Adatum Corp &
MeganB@adatumcorp.com

589 535 (

Touch ID for “Authenticator”

Cancel
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Investigace bezpecnostniho
upozorneni v konzoli Security
Center



&  Incidents - Microsoft 365 securit

< - C o

Microsoft 365 security

Home

i
) Incidents & alerts

I Incidents
Alerts
£ Hunting

2 Action center
@ Threat analytics
Secure score

b=
5 Learning hub

Endpoints

O Search

L Device inventory

#  Vulnerability management

o  Partners and APls

(4]

Evaluation & tutorials

&4 Configuration management

Email & collaboration
T3  Investigations
B3 Explorer

E@ Submissions

Review
@ Camnainne
i@ .° Type here to search

X

+

Incidents

https://security.microsoft.com/incidents?filters=AlertStatus%3DNe

oF
\Jalr 0

257CInProgress,severit

y%.

3D256%257C128%257C64%257C32

Incident name Severity
7 MCAS Demo Incident - 02/17/2021 - Multi-stage incident on multiple end... mm - Medium
» MDI Demo Incident - 02/15/2021 - Multi-stage incident involving Privileg... HEE High
2 MDE Demo Incident - 01 - 02/15/2021 - Multi-stage incident involving Ini... EE Medium

> MDE Demo Incident - 08 - 02/15/2021 - Malware incident on one endpoint
b MDE Demo Incident - 07 - 02/15/2021 - Microsoft Defender ATP detected... | 1|

by MDE Demo Incident - 06 - 02/15/2021 - 'CoinMiner’ unwanted software w...

Infarmational

Medium

Informational

b MDE Demo Incident - 05 - 02/15/2021 - '"EICAR-Test-File (not a virus)' mal... Informational
b MDE Demo Incident - 03 - 02/15/2021 - Multi-stage incident involving Ini... HE - Medium
> MDE Demo Incident - 04 - 02/15/2021 - Multi-stage incident involving Ex... EE Medium
> MDE Demo Incident - 02 - 02/15/2021 - Multi-stage incident involving Ex... HE - Medium

o
i

o
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