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Zero Trust
M·da nebo nutn§ realitaê



TradiĽn² model



Digit§ln² evoluce





mobile business apps 

accessed daily by 

employees3

5.2
of organizations 

using cloud2

94%
of organizations 

currently have a formal 

BYOD program in place3

60%
internet -connected 

devices in use 

worldwide 1

7B

The world has changed



Assumptions vs. reality





2004

Jericho Forum 

concept of de-

perimeterization

Zero Trust ðWhere it all started?

2010

Forrester coins 

òZero Trustó term

2009
Operation Aurora 

attack

2014

Google 

BeyondCorp is 

published

Zero Trust 

hype takes off



Zero Trust
Nikdy nevŋśte. VĤdy ovŋśte.



Zero Trust isnõt ê

LITERAL - You canõt build a practical strategy around 

absolutes              

AN ADJECTIVE ðYou arenõt going to òbeó zero trust

FOR SALE ðThereõs no such thing as òZero Trustó tech

INSTANTðYou canõt boil the ocean

A REVOLUTION ðBuild on what youõve got



Zero Trust is a mindset

Ą One of the biggest benefits 

of Zero Trust is a change in 

mindset 

Ą An approach to security 

which treats every access 

attempt as if itõs originating 

from an untrusted network =

Ą An approach to security 

which assumes pervasive 

risk

Ą How do we behave in an 

environment of pervasive 

risk?



Major phases of zero trust

Verify Identity

Verify Device

Verify Access

Verify Services
V All user accounts 

set up for strong 

identity 

enforcement

V Strong identity 

enforced for O365

V Least privilege 

user rights

V Eliminate 

passwords ð

biometric based 

model

V Device health required  

for SharePoint, 

Exchange, Teams on 

iOS, Android,  Mac, 

and Windows

V Usage data for 

Application & Services

V Device Management 

required to tiered 

network access

V Internet Only for 

users

V Establish solutions 

for unmanaged 

devices

V Least privilege 

access model

V Device health 

required for 

wired/wireless 

corporate network

V Grow coverage in 

Device health 

requirement

V Service health 

concept and POC 
(Distant Future)

V Device 

management 

not required

V Single factor 

authenticatio

n to 

resources

V Capability to 

enforce 

strong 

identity exists

Pre-Zero Trust

User and Access Telemetry



Ê Microsoft 2021 

Zero Trust across the digital estate

16

Identity DataNetworkingEndpoints Apps Infrastructure



Ê Microsoft 2021 

Components of the Zero Trust Model

17

In an optimal Zero Trust implementation, your digital estate is connected and able to provide the signal 

needed to make informed access decisions using automated policy enforcement. 



Program
kybernetick®
bezpeĽnosti
Strategie, taktika, operativaê



Security is a challenging discipline

Infrastructure

Application

Data

People

ü Attackers have a lot of options

ü Forcing security into a holistic 

complex approach

ü Regulatory Sprawl - 200+ daily updates from 750 regulatory bodies

ü Threats ðContinuously changing threat landscape

ü Security Tools ðdozens or hundreds of tools at customers

Must secure across everything
ü Brand New - IoT, DevOps, and Cloud services, devices and products

ü Current/Aging - 5-25 year old enterprise IT servers, products, etc.

ü Legacy/Ancient - 30+ year old Operational Technology (OT) systems

Nothing gets retired!
Usually for fear of breaking 

something (& getting blamed)

Hybrid of Everything, Everywhere, All at Once



Business 
Enablement

How much security friction is in user 

experience and business processes?

Business Enablement

Are we getting better 

every month?

Security Improvement

How good are we at 

preventing damage?

Security Posture

How good are we at responding to 

and recovering from attacks?

Security Response



Example Metrics
Focus on continuous improvement 

Security 

Scorecard 

Metrics

Supporting 
Performance 
Measurements

Mean Time for security 
review

# days for application 
security review

Average boot/logon time 
for managed devices.

Number of security 
interruptions in user 
workflow

% of IT help desk time 
spent on low -value 
security activities

% of new apps/etc. 
reviewed

Secure score

% Compliant apps

# of privileged accounts 
meeting 100% of 
requirements

# of accounts meeting 
100% of requirements

Mean Time to 
Acknowledge (MTTA)

Mean Time to Recover 
(MTTR)

Time to Restore Critical 
Systems

# of high severity 
incidents

Incident growth rate 
(overall)

# of modernization 
projects open

# modernization project 
milestones achieved in 
last 60 days

Number of repetitive 
manual steps removed 
from workflows

# of Lessons learned 
from internal/external 
incidents

Business Enablement Security ImprovementSecurity Posture Security Response



ÅWhat is our financial exposure to security risk?
ÅHow prepared are we for extortion/ransomware attack?
Å Are processes aligned to identifying and protecting business critical 

processes? (without breaking them)
Å Are we securing all business-critical assets? (including IT, IoT, and OT)
Å Can we recover them quickly?

ÅAre we measuring continuous improvement for security?
ÅIs security program balanced across people, process, and tech?
ÅAre the security risk decisions by the right people? Are they prepared and 

informed to do so?

Help focus on key business outcomes



Replace password.xls 

ôprocessõ with 
Å PIM/PAM

ÅWorkload identities

Sensitive Data Protection & Monitoring
Å Discover business critical assets with business, 

technology, and security teams

Å Increase security protections and monitoring processes

Å Encrypt data with Azure Information Protection

Modernize Security Operations
Å Add XDR for identity, endpoint (EDR), 

cloud apps, and other paths

Å Train SecOps analysts on endpoints and 

identity authentication flows

Protect Privileged Accounts

Require separate accounts for Admins 

and enforce MFA/passwordless

Privileged Access Workstations (PAWs) 

+ enforce with Conditional Access

Rigorous Security Hygiene
Å Rapid Patching

Å Secure Configuration

Å Secure Operational Practices



Program Maturity Path

Proactive 

Integration 
natural aspect of risk 

and enablement decisions

Unmanaged Security Risk

No security owner in leadership team

Security as Technical Risk
Security program focused on technical 

view of risk (limited business alignment)

Basic Business Alignment
Risk viewed per project or ad hoc, 

limited business enablement focus

The workshops include 

several dozen maturity 

model exercises like this

Most organizations 

are in the 2-3 range



Hodnocen²
Zn§mky jako ve Ģkole?



Zero Trust Assessment



NđKIB



ENISA



ISO 



NIST



SANS



Security KPI

ÅVulnerability

ÅPatch

ÅEvent

ÅAttack

ÅIncident (Cost)

ÅMean Time to Detect (MTTD)

ÅMean Time to Resolve (MTTR)

ÅMean Time to Contain (MTTC)



STIG



StigRepo a PowerStig



CIS Benchmark



ORCA



Security Compliance Toolkit



Microsoft SecCon



Konzole
Kliknu a vid²m



Network Assessment



Usage Score



Adoption  Score



Intune Reports



Intune Endpoint Analytics Score



Mail Security Reports



Identity Security Score



Phishing Resiliency



Secure Score



Compliance Score





Investigation Priority Score

Userõs investigation 
priority score

Open incidents 
and alerts

Suspicious activities



Permission Creep Index



Attack  Security Posture













Microsoft
versus Incident
Dś²v nebo pozdŋjiê



Evoluce bezpeĽnostn²ho perimetru

Kancel§ś IdentitaS²š

Rţzn§ rizika a vektory ¼toku vyĤaduj² rţzn® metody obrany a proti¼toku



Mobiln² aplikace



Phishing



Phishing


























