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Vas zajem?

Mam VMware
— Chci se ujistit ve volbé
— Konéi maintenance a co dal?
— Chci se dozvédét néco nového
— Chci usetrit ©

Mam Hyper-V
— Chci se dozvédét néco nového
— Chci se ujistit ve volbé

Nevirtualizuji a zajimam se, kudy se vydat

Chci se pobavit ©



Terminus technikus

VMware

Neplanovany vypadek Fault Tolerance _

VM Migration VMotion Live Migration
Quick Migration
Global Marketing




Hyper-V Architektura
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Architektura

Monolithic Hypervisor Microkernel Hypervisor

Jednodus$si nezli moderni Jednoduchy partitioning

kernel OS, stale komplexni - ZvySeny vykon
Vlastni driver model . Zadny cizi kod
Vsechny ovladace jsou ve VM
(synteticke)
VM 1 VM 1
(“Admin") || YM?2 LS (“Parent”)
Virt. VM 2 VM 3
Layer (“Child") (“Child")
Driver ||
Hypervisor
Driver ||
y— | Hypervisor
' Hardware ' Hardware

Microkernel Hypervisor je bezpecna architektura s
minimalnim prostorem pro utok



Pribeh dvou hypervisoru

(Drivers in Hypervisor)

device drivers

Hypervisor Pros Cons
Architecture
VMware’s Approach Better control of resources used by Third-party code in hypervisor

Drivers optimized and tested for
virtualization

Larger hypervisor

All VMs operate independently

Smaller range of supported hardware

Microsoft’'s Approach
(Drivers in Parent
Partition)

No third-party code in the hypervisor

Uses standard Windows device drivers

Smaller hypervisor

Failure in the parent partition could
affect all VMs

Broader hardware support

Longer code path for drivers




Hyper-V Attack Surface

« Download

* Windows Server 2008R2
— Hvax64.exe (AMD version) — 643KB
— Hvix64.exe (Intel version) — 707KB
— Hvboot,sys — 119KB

— 2008R2 — hotfix pro HyperVisor
> KB974598 - chyba spoluprace s HW

> KB2264080 — Chyba spoluprace s HW — Xeon5500, i7-800, i5-700
(KB975530 a KB981791)

> KB974909 - chyba sitovani (DoS)
> KB981618 — Chyba spoluprace s HW — AMD fada 10h
> KB2133637 — Chyba spoluprace s HW — podpora vice jak 512GB RAM (DoS)

— Ostatni QFE se netykaji Hyper-V!


http://www.google.com/url?sa=t&source=web&cd=1&ved=0CBgQFjAA&url=http://download.microsoft.com/download/8/2/9/829bee7b-821b-4c4c-8297-13762aa5c3e4/Windows Server 2008 Hyper-V Attack Surface Reference.xlsx&rct=j&q=hyper-v hypervisor dll library&ei=wNhLTbzjAsimhAem4MzlDg&usg=AFQjCNFb3djzRsERURc0ucAjP6GiKqKxiQ&sig2=0a4bQhJ6_3kvkcvBFuXddg

VMware ESX1 4.1

* 1029401 - Critical — Chyba spoluprace s HW (Broadcom)
1027028 — Critical — Chyba vmware-install.pl
1027025 — Critical — Chyba spoluprace HW

1027021 — Security — CVE-2009-
0844,0845,0846,4212,2010-1321

Moznost firewall, antivir na HyperVisoru (kupte dalsi cpu)

Ostatni aktualizace se netykaji Hypervisoru!



Microsoft Hyper-V

1. Windows Server 2008 R2—-Hyper-V Role
2. Hyper-V Server 2008 R2 (Free)

3. Vlastnhosti
-  4-way Virtual SMP
-  64GB RAM per VM
-  Live Migration & Quick Migration
Windows Server 2008 R2 Failover Clustering
-  Live backups pomoci Volume Shadow Copy Service
-  Direct SAN LUN mapping
- Offline VHD tools
- No USB in guests (up to SP1 — 16.2.2011)
- No mem overcommit (up to SP1 — 16.2.2011)

- Development start in 2006 codename Viridian



VMware ESX Server 4 & ESXi

1. Leader v enterprise virtualization products
- 78% podil trhu (IDC Oct 16th, 2008)

2. Vlastnosti
-  8-way virtual SMP (Enterprise Plus)

4-way virtual SMP pro ostatni edice
Az 255 GB RAM per VM (pak 1:1)
- Podpora Siroké skaly Windows a Linux VMs
- Podpora NT4 (i kdyz vyrobce OS nepodporuje ©)
- VMotion
- Direct SAN LUN mapping, boot from SAN
- USB v Guests
- FT



Rozdily ESX 4 a

ESXi

Zdarma

Zadna konzola

32 MB

Managed by vSphere Client

Muze pouzit vMotion, DRS,
HA, FT (zadani licenéniho
klice, napojeni na vCentre
server)

Detailni popis:
http://kb.vmware.com/selfservice/microsites/search.do?language=
en_US&cmd=displayKC&externalld=1006543

ESX

ESX 4

Soucasti vSphere
Linux based Service Console
> Run scripts

> Load drivers and third
party products

~32 MB hypervisor / 700MB

Managed by vSphere
Client/vCenter server

Pouziva vMotion, DRS, HA,
FT

~700MB RAM



VMware vSphere Editions - SMB

ESXi Single Essentials Essentials Plus

* d-way vSMP * J-way vSMP
* & cores per CPU * & cores per CPU
* 256GB RAM/Host * 256GB RAM/Host
* Thin Provisioning * Thin Provisioning
* Free License * Update Manager
* yCenter Agent
* vCenter Server for
Essentials to manage 3
ESX/ESXi Hosts

* High Availability
* Data Recovery
* VMotion

Small business

Global Marketing



VMware vSphere Editions

Standard Advanced Enterprise Plus

* vCenter Agent

* \VCB/vStorage API
* Update Manager
* High Availability
* Thin Provisioning
* VYmotion

* Data Recovery

* 4-way vSMP * B-way vSsMP
* § cores per CPU * 17 cores per CPU * 12 cores per CPU

* Hot Add Virtual Devices

Basic consolidation STIE S S
and high availability o vShield Zones

Mission-critical * Storage VMotion

Production

* DRS and DPM

* Distributed Switch
*vCenter Server licensed separately Large-scale management

*Unlicensed 60-day evaluation mode equivalent to Enterprise Plus

* Host Profiles

Global Marketing




Edice Windows Server 2008 R2 a Hyper-V

Edice Windows Hyper-V Vysoka Pocet volnych Placena licence
Server dostupnost VM
Standard 1
Enterprise J J 4 é
Datacenter J ] heomezeno J
Standard Core J 1 J
Enterprise Core J J 4 7
Datacenter Core J J heomezeno J
Hyper-V server J J 0

Global Marketing



Statistika nuda je...

... ma vsak presné udaje

18



Testy vykonnosti

- 2x DELL PE M600 Blade
— 2x quad Intel Xeon 5450
- 16GB RAM
— 2x SAS 146GB RAID1

- PassMark v7
— Fyzicky server Windows Server 2008R2 (1-8CPU)
— VMware ESX 4.1 (1-8CPU)
— Hyper-V R2 (1-4CPU)
— Hyper-V R2SP1 RC (1-4CPU)
— 2x VM paralelné
— 3x VM paralelné

* |OMeter



PassMark tests - CPU

- CPU

— Integer Math (Mops/s) -32-bit and 64-bit addition, subtraction,
multiplication and division using integer variables

— Floating point (Mops/s) - 32-bit and 64-bit addition, subtraction,
multiplication and division using floating point variables

— Prime numbers (Kprimes/s) - Finds prime numbers
— SSE (Mmatrices/sec) - 128-bit SSE operations
— Compression (KBprocess/sec) - Adaptive encoding algorithm

— Encryption (Mbtranfer/sec) - Blowfish enciphering algorithm, 16byte
key in blocks of 4 KB

— Physics (FPS) - Fluid Mechanics & game physics

— String sorting (Kstrings/sec) - Sorts an array of 100,000 random strings
each 25 characters long



PassMark test — memory, disk

- Memory

— Allocate Small Block (MB/s) - time taken to allocate & free small zeroed
memory blocks (around 100KB block size)

— Read Cached (MB/s) - time taken to read a small block of memory

— Read Uncached (MB/s) - time taken to read a large block of memory.
The block is too large to be held in cache.

— Write (MB/s) - time taken to write information into memory

— Large RAM (ops/sec) - allocate very large amounts of RAM and the time
taken to read this RAM

 Disk - A large test file is created on the disk under test
— Disk Seq/R (Mbtranfer/sec) - file is read sequentially from start to end

— Disk Seq/W (Mbtranfer/sec) - file is written sequentially from start to
end

— Random R+W (Mbtranfer/sec) - file is read randomly



 bitva zadina..

Vsadte sit na vitezel




Fyzicky server 1-8 CPU - all CPU workloads

14000 -
12000 -
y 4 o A 4 ry y
Narust prestava
10000 - byt linearni
H Integer Math (Mops/s)
8000 - i Floating point (Mops/s)
E Prime numbers (Kprimes/s)
H SSE (x100) (Mmatrices/sec)
B Compression (KBprocess/sec)
6000 - H Encryption (Mbtranfer/sec)*100
H Physics (FPS)*10
i String storing (Kstrings/sec)
4000 +°
2000 -
0 - Global Marketing
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10000 -
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VMware 1-8CPU - all CPU workloads

Narust prestava
byt linearni

Vykon nizsi nezli
U méne
procesoroveho
stroje

H Integer Math (Mops/s)

i Floating point (Mops/s)

E Prime numbers (Kprimes/s)

H SSE (x100) (Mmatrices/sec)

B Compression (KBprocess/sec)
H Encryption (Mbtranfer/sec)*100
H Physics (FPS)*10

i String storing (Kstrings/sec)

Global Marketing



Hyper-V 1-4CPU - all CPU workloads
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Zajimave jsou
konfigurace 1,2 a
4 CPU

Floating point (Mops/s)
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Prime numbers (Kprimes/s)

Srovnatelny
vykon s fyzickym
CPU




Physics (FPS)*10
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String storing (Kstrings/sec)

Virtualizace
rychlejsi nezli
fyzicky procesor




Zamerime se pouze na l a 4 CPU
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4 CPU MultiMachine
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N

Floating point (Mops/s)
Prime numbers (Kprimes/s)
= Physics (FPS)*10
m String storing (Kstrings/sec)

Fyzické 4CPU

VMWare 2x4CPU
(avg)

Hyper-V 2x4CPU
(avg)

VMWare 3x4CPU
(avg)

Hyper-V 3x4CPU
(avg)

Global Marketing



Memory overview

5000 "
Obé platformy
1~ . ”
= vykazuiji ztraty
2000 1 pri praci s
velkymi bloky
3500 -
3000 - = Physical computer-4CPU
Hyper-V-4CPU
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2500 - 2x Hyper-V - 4CPU
2x VMWare - 4CPU
2000 3x Hyper-V - 4CPU
3x VMWare - 4CPU
1500 -
1000 - -
500 - B

7
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Allocate Small Block Read Cached (MB/s) Read Uncached Write (MB/s) Large RAM Global Marketing
(MB/s) (MB/s) (ops/sec)
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L VMware vynika
pri nekesované
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Memory delta
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Disk performance

Hyper-V podava

[l

vyrovhany vykon

» Physical computer-1CPU
Hyper-V-1CPU

Vmware-1CPU
Hyper-V-4CPU
Vmware-4CPU

2Xx Hyper-V - 4CPU (avg)
2x VMWare - 4CPU (avQ)
3x Hyper-V - 4CPU (avg)

3x VMWare - 4CPU (avg)

Disk Seqg/R (Mbtranfer/sec)

Disk Seq/W (Mbtranfer/sec)

&Global Marketing
Random R+W (Mbtranfer/sec)
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Vas vitez?




VMware a Hyper-V

* Obé platformy jsou pripraveny pro provoz naroc¢nych
operaci

* Az na vyjimky rozdily v radu statistické chyby
— VMware ma lepsSi memory management
— Hyper-V vitézi v discich

* Vice procesorl heznamena vice vykonu
— Poznatek: je lepsi 2x VM4CPU nezli 1x8CPU



VMware networking

Komunikace aZ na rychlosti 10GBit (VMXNET2/3)
VMO VM1 VM2 VM3

App App App App
Service
console

Virtual
Ethernet
adapters

&

ESX Server 3
virtual
switches

Physical
Ethernet

adapters komunikace dle rychlosti NIC

Management
LAN

Figure 1 — Virtual switches in ESX Server 3 connect virtual machines and the service console to each other and to external networks.

Global Marketing



Hyper-V Networking
Rychlost karty 10Gbhit 10Ghit

PNIC | PNIC | PNIC —— —|=——"1 VYNIC | VNIC

: E\_,
~— " — — | —1

“ .' e \" \"
'\_‘ _\\—‘
/

\_'

Global Marketing



Hypervisor Summary (nikoliv platforma)

ESX Server

- Zadna zavislost na Windows

- Sir$i podpora guest systémi

* Srovnatelny vykon k HW

« Vétsi Hypervisor / Mensi platforma

« Veétsi Skalovatelnost pro velké
implementace: vice podporovanych
aplikaci — déle na trhu

« ~32MB Hypervisor

« ~718MB RAM

Hyper-V

Levnéjsi

Rozsahlejsi podpora HW

Srovnatelny vykon k HW

Mensi Hypervisor / Obsalejsi podpora

Extrémné cenové vyhodny pro mensi
podniky (3 nody v clusteru) — HA v
cené, Hyper-V zdarma,...

Bez podpory Solaris

Mladsi platforma, méné podporovanych
aplikaci — nyni napt. | certifikovany SAP
a Oracle

~1MB Hypervisor

~320MB RAM



Management Suites

Microsoft System
center Suite

Virtual Machine Manager 2008
R2

Operations Manager 2007 R2

Configuration Manager 2007
R3

Data Protection Manager 2010

Service Center 2010

VMware vSphere

VMotion

High Availability
Fault Tolerance
Thin Provisioning
Update Manager

Storage VMotion



Management

Aplikace
| sumo [
Windows Server 2008 >
|
o I

? Driver
gmgffefthenter
y Hardware

Global Marketing



System Center Management Suite

Vlastnosti
1. Live Migration & Quick Migration
- Live Migration requires WS2008 R2 or Hyper-V Server 2008 R2
2. Intelligent placement
- Virtual Machine Manager
3. Heterogeneous VM management
- VMM & vCenterServer
4, Dynamic resource management
- VMM PRO
S. Deep end-to-end management
- Operations manager
6. OS & application deployment and patching

Configuration Manager



VMware vSphere

Vlastnosti

1. Vmotion
— Planovany vypadek

2. High Availability (HA) and Fault Tolerance (FT)

— Neplanovany vypadek
— Neochrani pred patch managementem a chybou OS/admina

3. Dynamic Resource Scheduler (DRS)

— Dynamic resource management

4. Distributed Network Switch

— Dynamic network parameters



Porovnani: Presun VMs

VMware

 vMotion

Presun VM mezi servery
Bez vypadku

Vyzaduje vCenter Server
(Virtual Center Server)

SAN Infrastructure
GB Ethernet

Microsoft

* Live Migration

Presun VM mezi nody
Bez vypadku

Vyzaduje WSO8R2
Failover Clustering

SAN Infrastructure
GB Ethernet

. chk Migration

Potfeba kompatibilnich procesoru!

Piesun VHD mezi nody /
servery

Kratky vypadek

Vyzaduje WS2008
Failover Clustering / VMM



Live migration

* Vytvoreni VM na cilovém serveru
- Kopie pamétovych stranek pres sit

* Finalnipresun stavu

— Pozastaveni VM

Sdileny
— Presunuti pripojeni na storage na cilovy server Storage
Memory Memory

Server 1 Server 2



Cluster Shared Volumes

* VSechny servery ,vidi” stejné ulozisté

Global Marketing




Porovnant: Neplanovany vypadek

VMware Microsoft
* High Availability * Failover Clustering
— Automatic restart — Automatic Failover
> Restarts VMs > Obnoveni sluzby
— Kratky vypadek — Minimalni/zadny vypadek (do 50ms)
— Na urovni host a guest — Na urovni host a guest
— Optimalizované umisténi VM — AZ 16 nodes per cluster
pomoci DRS — Microsoft servery ,rozumi
— Az 32 nodes per cluster clusteringu”
Windows Server
 Fault Tolerance (hew) . Exchange
— Bezvypadku - SQL Server
— Lock Step VMs -vLockstep - SharePoint

— Omezeni na jedno vCPU



Porovnani.Dynamic Resource Management

VMware

- DRS (Distributed
Resource Scheduling)

Muze automaticky presouvat VM
mezi hosty v zavislosti na zatézi
(VMotion)

Rozsirena funkcionalita
>  Global scheduler

> Dynamically workload across
resource pools

> VvAPP-Manage VMs as a group

> Distributed Power
Management

Vyzaduje vCenterServer

Microsoft

* VMM PRO (Performance
Resource Optimization)

— Muze automaticky presouvat VM
mezi hosty v zavislosti na zatézi
(Live Migration)

— Muze upozornit nebo spustit
migraci automaticky dle zatéze

— Vyzaduje SCOM/SCVMM

— Agenti v guest OS > pokud nastane
problém s aplikaci, mohu néco
udélat



VMware Memory Management

Transparent page sharing (TPS)

Ballooning

Hypervisor swapping

Memory compression

- Uspora TPS na jeden spustény Windows server ~150-200MB
(jen OS bez aplikaci), 4kB -2MB Page



Memmory overcommit

Figure 3. Memory overcommitment in ESX

VM1 (2G)

o s o

Global Marketing



Transparent page sharing

Figure 4. Content-based page sharing in ESX

L B o I R e

Hash Hash

Hash
Table

Global Marketing



Memmory Balloning

Figure &. Inflating the balloon in a virtual machine

| R —
(1) =

. . -
oy ()
— Inflating ". L —
|| soww S@REL LD

L=l b b=l

(b)

Global Marketing



Host swapping/Memmory compression

Figure 8. Host swapping vs. memory compression in ESX

B Compression Cache

Global Marketing




Dynamic Memory Components

Parent Machine Virtual Machines

£ s Memory
;,.w Balancer

Dynamic Dynamic Memory VSC

Memory VSP

Windows Memory Manager
Virtualization Stack Memory Manager

System Physical
Address Space

Guest Physical
Address Space

ToTARAST TS FIZATFTA o~




Dynamic Memory Configuration

Startup RAM

Max RAM

Free Memory Buffer

Memory Priority

Host Reserve (not
shown)

Settings for Test DC

% Hardware

*ﬂlh Add Hardware
& BIOS
Boot from CD

i Memory
512 MB

R Processaor

1 Virtual processor
= i IDE Controller 0
(=& Hard Drive

Test DC_OESEBABA-3ACE-41D...

= Eif IDE Controller 1
{4 DVD Drive
vmguest.iso
& 5CSI Controller
[E] Metwork Adapter

Local Area Connection - Virtual Met...

T com1
None
3 com2
None

[ Diskette Drive
None

# Management

i [Memary

\L| Name
TestDC

0 ) .
= Integration Services
All services offered
{3 | Snapshot File Location
FAD-TEST\Test DC
1P Automatic Start Action
Restart if previously running
Is) Automatic Stop Action
Save

‘fou can configure options for assigning and managing memory for this virtual machine.

Memory management

Spedfy a set amount of memory for this virtual machine, or let Hyper-V manage the
amount dynamically within the specified range.

(©) Static
RAM: 512| ME
@ Dynamic
Startup RAM: 512 ™MB
Maximum FAM: 65536 MB

Spedfy the percentage of memory, based on the workload of the virtual
machine, that Hyper-V should try to reserve as a buffer.

5% U 95%

Memory priority
Spedfy how to prigritize the availability of memory for this virtual machine
compared to other virtual machines on this computer,
Low O High

@ Spedfying a lower setting for this virtual machine might prevent it fram
starting when other virtual machines are running and available memary is low.

More about managing memory for virtual machines

Ok ] [ Cancel Apply




Porovnani: Backup

VMware Microsoft
- VMware Consolidated Backup . \Windows Server Backup
(VCB)

Full and incremental VM file — Zakladni funkce

backups — Pouziva VSS pro snapshots
Reduced server load through -

backup proxy server J ¢ Data PrOteCtlon Ma nager
Recover whole VMs — Zalohuje a obnovuje Windows
Recover individual files and folders Server, Hyper-V, SQL Server,
from Windows VMs Exchange SharePoint

Tato sluzba vidi véechny LUNSs, — VSS based

primy pistup k datum — DPM to DPM replication for
Pokud je backup SW na Windows, offsite protection

pak Win zapisuje signature, coz

muze poskodit VMFS
@ EQUALLOGIC



Microsoft Only Features

1.

2.

3.

Heterogeneous Management
VMM 2008 R2
Sprava Hyper-V, Virtual Server 2008 a ESX Server via vCenterServer
Podpora kompletni sady funkci VMware véetné VMotion

Hloubkovy monitoring a sprava aplikaci
Operations Manager

 Hyper-V, Exchange, SQL Server ostatni pomoci Mgmt Packs

Zaloha a obnova aplikaci
Data Protection Manager

« Exchange, SQL Server, SharePoint

Nasazeni operacnich systému
Configuration Manager

« Server and client OS deployment

Pridani odebrani VHD z béziciho VM



VMware Only Features

1. Rozsahla podpora Linux VM

2. Memory Over Commit
- Shared memory pages between VMs

3. Memory Compression

Buy more CPUs ©

1. Distributed Power Management
- Odstranéni zatéze z malo vytizenych hostu a jejich vypnuti

2. Distributed Network Switch

- Moznost sdileni sitové konfigurace mezi servery

3. Storage VMotion

- \L/Jmoir"\uje presun souboru VM mezi storages bez dopadu na chod



Prostredi

1.

Pro plné vyuziti vsech vlastnosti mimo vlastni VMware
infrastruktury potrebujeme

- Windows Server pro Virtual Center

- Windows computer pro Virtual Center Client

- Windows Server pro VMware Consolidated Backup
- Microsoft AD pro komfortni spravu

. Pro¢ do Windows prostredi pridavat dalsi non Windows

komponenty?



K zamyslenti

VMware neumoznuje pouziti stejného fyzického
serveru pro sluzby a virtualizaci



K zamyslenti

Pokud pouzivam moderni aplikace, potrebuiji
resSit vysokou dostupnost v ramci virtualizace?
Takova vysoka dostupnost je nakladna (nejenom

financné)



K zamyslenti

PF¥i pouziti reseni Microsoft jsou pouzivany stejné
nastroje pro spravu fyzické a virtualni
infrastruktury



VMware vSphere Editions vs Microsoft Suite

o\/ " nntonr Nnoant

N/~D A/ CF e Hot Add Virtual

* Fault Tolerance

alNAtAa DAA~AAYIAM 7

-\l(‘lﬂ:f\lt\l AN
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Microsoft Suite vs. vSphere editions

1 TB RAM

4 WAY SMP

GEO Cluster

16 nodes / cluster
10GDbit networking
64GB / VM

Dynamic Memory

Quick / Live Mig

App Aware Backup
App/HW Monitoring
Cloud management

Easy deployment
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Cenove porovnani 3 servery 50VMs
(2x6core/server, konsolidace 1:8,~2GB/VM-64GB;2+1spare)

VMware Microsoft
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+ Win Server pro Management
+ Win Server pro Backup
+ DPM,...

+ vCenter AppSpeed - $$?? Dell list price 22.3.2011 Global Marketing



Namisto zaveru

VMware ESX + VC Microsoft Hyper-V + SCVMM

e Déle natrhu e Funguje na jakémkoliv
Windows certified
hardware

e Lepsi sprava pameti e Jiz vlastnite Hyper-V, proc
jej nevyuzit?

e Podpora vice OS e Lepsi technicka podpora

e \VMotion e Stejné nastroje pro spravu

jako pro zbytek IS

e Storage VMotion e Moznost kombinaci na
fyzickém serveru

- Reseni Microsoft ma témér identicky vykon jako na fyzickém HW a
je cca o 1/3 levnégjsi



Q& A







