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1) Uvod




PROC GPO?

- Workgroup — zmény nastaveni provddite ruéné na jednotlivych PC

= Tvorba 0C¢t uzivately, resety hesel

= Stejné tak, nastavovani firewalld, kvality hesel, certifikdtd, mapovdni jednotek nebo tiskdren...

- AD doména

= Centrdlni sprdava vzivatelskych 0¢to

=  Moznost pouziti GPO jako centrdlniho ndstroje pro nastaveni pocitacl i uzivatelu



CO GPO UMI?

»  Zména nastaveni PC nebo OS
- Zména nastaveni uzivatele

= Spousténi skriptu

» Instalace SW

- Mapovéni diskd / tiskéren

- Atp.

- Jednotlivosti, co uméji GPO nastavovat jsou Fadové tisice (jen Administrative
Templates obsahuji dohromady asi 3500 polozek nastaveni)
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POLITIKY OBECNE

- Lokalni
=  C:\Windows\System32\GroupPolicy
=  Od Windows Vista existuje vice lokdlnich politik
=  GPEdit.msc
= MMC.exe + Snap-in

= Doménové
» Ulozené &dsteéné v databdzi AD a v adresdri SYSVYOL

=  Group Policy Management Konzole (GPMC)
=  Group Policy Manahement Editor (GPME)
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KDY SE POLITIKY APLIKUJI2

= Lokdlni
« Okamzité

- Doménové
« Start poditade / prihl&3eni vzivatele
= Refresh intervaly 90 az 120 minut (DC maiji refresh 5 minut)
= Ruéni vynuceni (GPUpdate, Invoke-GPUpdate)

= Security CSE aplikuje kazdych 16h (i kdyz se nic nezménilo)

= HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\GPExtensions\{827D319E-6EAC-11D2-A4EA-00CO4F79F83A}

=  MaxNoGPOlListChangesinterval



ZPUSOBY APLIKOVANI POLITIKY

-  Background vs. Foreground
= Neé&kterd GPO nastaveni se aplikuji pouze pfi startu PC / pfihld3eni vzivatele

= Toto plati i pro nékteré Preferences (rizné podle verze OS)

= Synchronous vs. Asynchronous

= Podle toho, jestli Windows cekaji na aplikovani GPO nez uzivatele nechaiji prihldsit

»  Modifikace chovdni: |i=] Always wait for the network at computer startup and logen

= Typicky instalace SW se aplikuji pouze v rezimu Foreground + Synchronous



KDO POLITIKY APLIKUJE?

- Nikdo nikam nic netlaci

-  GPO si stahuiji klienti a servery samy z DC (z adresdre SYSVOL)
- Na klientech sluzba Group Policy Client

- Aplikovani provadi CSE (Client Side Extensions)

»  Seznam CSE v registrech:
= HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\GPExtensions

1426031 c0-0b47-4852-b0ca-ac3d37bfcb 39} M&zew Typ Data
{42B5FAMAE-6536-11d2- AESA-DODOFETST1ES}
{dbcdfcde-777b-48b6-98041-43568e23545d}
{ACFBE0CT -FAAG-ATF1-89A4-0B18730C9FD3)}
{AD2FIBAF-1E52-4711-A382-64A8B1A003DEG}
{4cd988b553-cacld-Aff5 Das4e03781a3}
“i"'-'l-‘-lDAFD BEGD- B2A2-1A31930ACD1F)
383-ETOC2BOS9F0E}

ab]| (ychozi) REG_SZ Scripts
_?_'_’E] DisplayMame REG_EXPAMD_SL @gpscript.dll, -1
_‘_‘_'E]DIIF‘Jar'nE REG_5Z CAWindows\Systern32\gpscript.dll
'| GenerateGrou pPolicy REG_5Z GenerateScriptsGroupPolicy
oGPOListChanges REG_DWORD OeeD0O0000T (1)
MoSlowlink REG_D'WORD DnaDODD0DD0T (1)
C88C6-C502-4F74-8F60-2CB23EDC24E2] ctifyLinkTransition REG_DWORD OeeDOD0000T (1)

[7150F9BF-48AD-4dad-AA9C - 20EF4AS3RIBA} :_‘_'_’E] ProcessGroupPolicy REG_5Z ProcessScriptsGroupPolicy

[T28EE5T9-943C-4519-9EF7- ABS6TEITORED) ab| ProcessGroupPolicyEx REG_S5Z ProcessScriptsGroupPolicyEx



GPO MA DVE CAST!

-  Container (obecné info o GPO)
= Objekt v AD

= Atributy: versionNumber, gPCFileSysPath, gPCWQLFilter
= Replikuje se spolu s databdzi AD

-  Template (co GPO nastavuje a jak)
Adresdr v SYSVOL
GPT.ini
Registry.pol
Replikuje FRS nebo DFS (WS201 6 uz nepodporuje FRS)

Dvé rbzné replikaéni technologie mohou zpUsobovat inkonzistence v GPO
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2) Sprava GPO objektu



SPRAVA OBJEKTU GPO

=

5 File Action View Window Help

o= 5= X g

Group Policy Management Console (GPMC)

Group Policy Management

&, Group Policy Management
A _-i\_ Forest: GOPAS.local
4 (5L Domains

4 F3 GOPAS.local
=) Default Domain Policy

4 |2 Domain Controllers
=] Default Domain Controllers Policy
4 (5] GOPAS

(2] Groups

2] PC

[+ 2] Servers

2] Users

=t Group Pelicy Objects
_EJ Default Domain Controllers Policy
= Default Domain Policy

& WMI Filters

E Starter GPOs

@ Sites

si2 Group Policy Modeling

1+ Group Policy Results

Default Domain Controllers PD"C_".'
Scope |De'tails ISeﬂings I Delegation |

Links

Display links in this location: |GOPAS.IocaI

The following sites, domains, and OUs are linked to this GPO:

Location Enfarced Link Enabled
(2] Domain Cortrollers Mo Yes

Path
GOPAS local/Domain Controllers

Security Rltering
The settings in this GPO can only apply to the following groups, users, and computers:

Name
82, Autherticated Users

| Add.. | | Remove Properties

WMI Flering
This GPO is linked to the fallowing WM fiter:

<none W Open




SPRAVA , VNITRKU* GPO

Group Policy Management Editor

_EJ’

File

Action  View Help

E G EE

Group Policy Management Editor

]

A

_Ej Default Domain Policy [DC1.G0
4 il Computer Configuration

a 42, User Configuration

| Policies

[ || Software Settings

I L Windows Settings

I [ Administrative Temg
“| Preferences

I L Windows Settings

I (%] Control Panel Setting
| Policies

| Software Settings
~| Windows Settings
~| Administrative Temg

L= = = |

Preferences
I [ Windows Settings
I [« Control Panel Setting

b

Select an itermn to view its description.

=/ Default Domain Palicy [DCT.GOPAS.LOCALT Policy

Marme
i Computer Configuration
i{z_, User Configuration

\ Extended X{Standard /




SPRAVA GPO Z KLIENTSKEHO OS

Remote Server Administration Tools (RSAT)
Windows 7 SP1: https://www.microsoft.com/en-US /download /details.aspx2id=7887
Windows 8.1: https://www.microsoft.com /en-US /download /details.aspx2id=39296
Windows 10: https://www.microsoft.com/en-us/download /details.aspx2id=45520

Remote Server Administration Tools for Windows 10

Select Language: English




ADVANCED GPMC

-  Separdtni konzola od MS

- Soucdsti placeného produktu MDOP

Rozsifuje funkénost vestavéné GPMC o:

Automatické verzovani GPO
Snadné obnovy a porovndni riznych verzi jedné GPO
Delegovaci a schvalovaci model

Ne-editovdani GPO ,,zaziva“



VYCHOZI DOMENOVE GPO

» Default Domain Policy
= Politiky na hesla
= Vlastnosti Kerberos protokolu
= Nastaveni EFS Recovery Agenta
= atd.
- Default Domain Controllers Policy
= User Rights Assigments
= Nastaveni Auditovani

»  atd.

» Restore pomoci DCGPOFix.exe
= https:/ /technet.microsoft.com/en-us/library /hh875588(v=ws.11).aspx
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KAM LZE GPO APLIKOVAT?

GPO lze navdzat na:

= AD Site (ve vychozim stavu se nezobrazuji)
=  AD Domain

= AD Organizational Unit

GPO nelze navdzat primo na:
=  Uzivatele

=  Poditac

= Skupinu

= Systémové kontejnery
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KAM LZE GPO APLIKOVAT?

V GPMC je vidét strom AD

Nejsou zde ale vidét nékteré objekty, které v AD vidét jsou:
= Built-in

=  Computers

= Users

»  atd.

Zména vychoziho OU pro uzivatele a pocitace:
= Redircmp.exe DN

» Redirusr.exe DN
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GPMC: DEMO



APLIKOVANI GPO

Objekt GPO muze v AD jen existovat a neaplikovat se
- Vsechny GPO najdete v kontejneru Group Policy Obijects
-  Pro aplikaci je tfreba vytvorit GPO Link

-  GPO Link:
= Vazba mezi objektem GPO a objektem v AD

» Jedna GPO muize mit vice linkd
= Link enabled / disabled
» Parametr enforced

=  Smazdni linku nesmaze cely objekt GPO
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SECURITY FILTERING S

¢ | Attribute Editor

Group or user names:

B.cR EATI )R OWMER

«  GPO nelze navdzat pfimo na uzivatele _\g

82, 5YSTEM

- Filtrovat Ize podle vzivatele, pocitace, skupiny 58 Danan Adnins GOPAS\Doman dni)
fﬂ Erterprise Admins (GOPAS \Enterprise Admins)

fﬂ ENTERPRISE DOMAIN CONTROLLERS

- Oprdvnéni Allow / Deny
= Pro aplikovdani GPO:

= Read

= Apply Group Policy

For special permissions or advanced settings, click
Advanced.

» GPMC — Delegation — Adanced
-  ADUC, ADSIEdit




WMI FILTERING

-  Ne vzdy vyhovuje filtrovat podle skupiny nebo uzivatele
»  Nastroje:
= MSInfo32.exe
=  WMICodeCreator — https:/ /www.microsoft.com /en-us /download /details.aspx2id=8572
=  Get-WMIObject Win32_OperatingSystem | FL *
=  Get-ClMInstance
- Priklady:
Select * from Win32_OperatingSystem where Caption = "Microsoft Windows 10 Pro"
Select * from Win32_ComputerSystem where Manufacturer = "Dell" and Model = "XPS 13" or Model = "XPS 12"



=y l'En:r-:-up Policy Management
4 4% Forest: GOPAS.local

STARTER GPO

i Default Domain Policy
- (2 Domain Controllers
4 (] /4 k) :I-_l G ':I PAS
- Pl‘ed koangUFOVdne GPO » [ =p Group Policy Objects
- [ WM Filters

=

-  Export / import z *.cab souborg 2 (3] Starter GPOs
Ey Group Policy Rernote Update Firewal

o oo , v ve z o £l Group Policy Reporting Firewall Port
- Na jejich zdkladé Ize tvofit nové GPO objekty 2 Windows Vista £C Computer

Windows Vista EC User

:Eg Windows Vista 55LF Computer

E] Windows Vista SSLF User
Windows XP 5P2 EC Computer
Windows XP 5P2 EC User
Windows ¥P 5P2 55LF Computer
Windows ¥XP 5P2 55LF User

2wall Ports




PORADI APLIKOVANI POLITIK

- Lokalni politiky
1. Local GPO
2. Administrator / Non-Administrator GPO
3. Local User Specific GPO

- Doménové GPO
1. AD Site GPO
2. AD Domain GPO
3. AD Organizational Unit GPO

-V pfipadé konfliktu ma prioritu pozdéji aplikovand politika



VICE GPO NA JEDNOM AD OBJEKTU?

» Jak uréovat prioritu vice GPO napf. na OU?
- Zdlozka Linked GPO

- Posuvniky

- Link Order neni pofadi, ale PRIORITA

= Nizsi Cislo = vyssi priorita = jakoby pozdéjsi aplikovani

=Y E.:r.:.up Policy Management GOPAS.local
a B F?r?;t: L;n_:.]PA*J.I.:caI Linked Group Policy Objects | Group Policy Inheritance
4 g5 Domains
A 3"'3] GOPAS.local Link *rder GPO Erforced Link Enabled GPO Status WMI Fitter Modffied Domain
@z Control Panel: Enable iz Defautt Domain Policy Mo Yes Enabled None 2/17/201... GOPAS...

| Default Domain Palicy iz Control Panel: Enable  No fes Enabled MNone 5/5/2016... GOPAS...

2 Domain Controllers
4 (3] GOPAS




DEDICNOST GPO + ENFORCED GPO

Stejné jako na file systemu i v GPO funguje dédic¢nost
Tzn. GPO aplikovand na doménu se stejné prodédi na podrizené objekty
Dédi se i do ne-OU kontejnerl (Built-in, Computers, Users)

Dédiénost Ize blokovat na Urovni OU
Parametr Enforced na GPO Linku:

Ignoruje blokovdni dédi¢nosti

V pripadé konfliktu md& prioritu ,,vynucend* GPO
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OPERACE S GPO OBJEKTY

Zdloha
- Obnova
-  Kopirovani
= Import
Migrace mezi AD + Migration Table

Automatizace:
=  Get-Command —Module GroupPolicy
=  GPMS Scripting Samples: https://msdn.microsoft.com/en-us/library /aa814151(v=vs.85).aspx

= MS Scripting Center: https://gallery.technet.microsoft.com/scriptcenter
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3) Sprdva vnitrkt GPO



GROUP POLICY MANAGEMENT EDITOR

Uvnitir GPO vzdy dvé vétve:
= User Configuration

=  Computer Configuration

Tyto se ddle vétvi na:
= Policies

= Preferences
Pozor na sprdvné cileni GPO

PC si neumi aplikovat User vétev a obrdcené!

_l|' Control Panel: Enable [DC1.GOPAS.LOCAL] Policy
4 i Computer Configuration
4 | Policies

B[] Software Settings
B | Windows Settings
B [ | Administrative Templates: Policy definitions

4 || Preferences

B[] Windows Settings
I [=9] Control Panel Settings

4 i User Configuration
4 | Policies

B[] Software Settings
B | Windows Settings
B [ | Administrative Templates: Policy definitions

4 || Preferences

B[] Windows Settings
I [=9] Control Panel Settings



LOOPBACK PROCESSING

- Specidlni rezim aplikovdani GPO
-  Typicky v situaci kdyz:
= Potfebujete ovlivnit nastaveni uzivatele pouze, kdyz se pfihlasuje na konkrétni PC / Server

= Klasickd situace s termindlovymi (RDS) sluzbami
- Vytvdrite GPO cilenou na PC, ale editujete v ni User vétev
- Loopback chovadni treba explicitné zapnout

- Dva rezimy:
= Merge

= Replace
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ADMINISTRATIVE TEMPLATES

=  Nastaveni definovdna v ADMX souborech =/ Control Panel: Enable [DC1.GOPAS.LOCAL] Policy
4 A Computer Configuration
- C:\Windows\PolicyDefinitions 4 [ Policies
- | Software Settings
o o o o ’ o Q B Windows Settings
. K nim eXIStUIe ADML |GZYkOVq deflnlce b [ | Administrative Templates: Policy definitions
. 4 || Preferences
- VYV ADMX souboru je uvedeno: b [ Windows Settings
b [=#] Control Panel Settings
» Kterd cast regis’rrﬁ se md editovat a i(]k 4 % User Configuration

4 [ | Policies

B[ Software Settings
B [ | Windows Settings

- JSOU rOZ‘S’i‘r’".eIné o) dql‘s’l’ ADMX SOUbOI’y - [ Administrative Templates: Policy definitions
4 || Preferences
- Office 2013 / 2016 Templates b (5] Windows Settings

b [=#] Control Panel Settings

=  Dda se v nich fulltextové filtrovat



CENTRAL STORE

Pokud si ADMX soubory nahrajete do jednoho DC, ostatni DC je ,,neuvidi*
Vyuzijeme toho, ze se SYSVOL replikuje mezi DC

Adresdr PolicyDefinitions nakopirujeme do SYSVOLu:
C:\Windows\SYSVOL\sysvol\{Domain Name}\Policies

GPME hledd ADMX soubory nejprve v Central Storu
Nové ADMX soubory tedy kopirujte pfimo do Central Storu
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GROUP POLICY PREFERENCES

Vytvaret jen ve WS2008+ a Vista+

Jsou jen v doménovych GPO

Jde o nastaveni, kterd se drive nastavovat pres GPO nedala nebo se délala blbé :-)
Nabizeji akce Create, Delete, Replace, Update

Volitelné& se provadéiji pod u&tem SYSTEM nebo v kontextu uZivatele

Volitelné se daiji aplikovat pouze jedenkrdt (tedy ne pfi refresh intervalech)

ltem-Level Targeting

Klavesy F5 — F8 pro selektivni nastaveni
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GPP: ITEM LEVEL TARGETING

S

Targeting Editor

| Mew ltermn -

AR YyDPEEDPORUBIE L EHER

Battery Present
Computer Mame
CPU 5peed

Date Match

Disk Space

Domain
Envircnment Variable
File Match

IP Address Range
Language

LDAP Cuery

MAC Address Range
MSI Cuery

Metweork Connection
Operating System
Crganizational Unit

PCMRCIA Present

~ . o om j—

- X Delete

& Help

utton to create a new targeting item




GPP: SPRAVA LOKALNICH UZIVATELU

Password warning

GPP umoznuji mimo jiné:

. This password is stored as part of the GPO in SYSVOL and is
_I_l discoverable, although obscured.

= Vytvofrit lokdlniho uzivatele + nastavit jeho heslo

= PFenastavit hesla existujicim lokdlnim uzivatelim

= To znamend, ze nékde v SYSVOLu to heslo musi byt
= Heslo ulozeno reverzibilné (atribut cPassword)

«  Problém popisuje KB2962486 https://support.microsoft.com/en-us/kb /2962486
= Je tam i vzorovy skript na detekci cPassword hesel

= Invoke-PasswordRoll.ps1

= Nestacilo by nastaveni Security Filteringu?
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POZOR NA EDITOVANI ZAZIVA

- GPME nemd v sobé tlacitko Save...
= Jinymi slovy kdykoli néjakou GPO editujete, déldate tak v provozu
« Pokud néco zménite a nékomu zrovna pfrijde refresh interval, nastaveni si asi aplikuje

« AGPMC se chovd lépe

Controlled | Uncontrolled | Pending | Templates | Recyde Bin |
Group Policy objects:

History
Settings
Differences

Eljit

Check Out...




GPO REFERENCE GUIDE

= Seznam vsech vestavénych GPO nastaveni

= XLSX soubory ke stazeni:

= hitps:/ /www.microsoft.com/en-us /download /details.aspx2id=25250

HS-

Soubor

L2 -

VloZeni

TP4 Policy Settings Spreadsheet.xlsx - Excel

Domi RozloZen( stranky Vzorce Data Revize Zobrazeni Q Reknéte mi, co cheete udélat...

Calibri

Schrinka &

1
2
3
4
5
6
%
8

== g
(RS (v

File Name

ActiveXInstallService.admx
ActiveXinstallService.admx
AddRemovePrograms.admx
AddRemovePrograms.admx
AddRemovePrograms.admx
AddRemovePrograms.admx
AddRemovePrograms.admx
AddRemovePrograms.admx
AddRemovePrograms.admx
AddRemovePrograms.admx
AddRemovePrograms.admx
AddRemovePrograms.admsx

| Instructions

- E.‘(—-' Zalamovat text

snat na stied -

Zarovnani

AddRemovePrograms.admx

~ | Policy Setting Name
Approved Installation Sites for ActiveX Controls
Establish ActiveX installation policy for sites in Trusted zones
Specify default category for Add Mew Programs
1! Hide the "Add a program from CD-ROM or floppy di
Hide the "Add programs from

option
osoft" option

Hide the "Add programs from your network" option

Hide the "Add programs from your network" option

Remove Add or Remove Programs

Hide the Set Program Access and Defaults page

Hide Change or Remove Programs page

Go directly to Components Wizard

Remove Support Information
Administrative Templates

Obecny

3 2 000
0 . og oo

~ | Scope
Machine
Machine
User
User
User
User
User
User
User
User
User
User

~ | Policy Path hd

Windows Components\Act
Windows Components\Act
Control Panel\Add or Remc
Control Panel\Add or Remc
Control Panel\Add or Remc
Control Panel\Add or Remc
Control Panel\Add or Remc
Control Panel\Add or Remc
Control Panel\Add or Remc
Control Panel\Add or Remc
Control Panel\Add or Remc
Control Panel\Add or Remc

4

0=

Lukas Brazda

plnit -

mazat ~

E

Registi ~ | Supported On hd
HKLMY\S0O At least Windows Vista
HKLM\SO At least Windows Vista
HKCU\Sol Windows Server 2003 Windows X
HKCU\Sol Windows Server 2003 Windows X
HKCU\Sol Windows Server 2003 Windows X
HKCU\Sol Windows Server 2003 Windows X

4 indows Server 2003 Windows X
HKCU\Sol Wind Server 2003 Wind b
HKCU\Sol Windows Server 2003 Windows *
HKCU\Sol Windows Server 2003 Windows X
HKCU\Sol Windows Server 2003 Windows X
HKCU\Sol Windows Server 2003 Windows X

Upravy

G
Help Text
This policy setting
This policy setting
Specifies the categ
Removes the "Add
Removes the "Add
Prevents users froil
Removes the Add |
Prevents users froi
Removes the Set P
Removes the Chan
Prevents users frol
Removes linksto t

— ] x

9 sdflet

H

~  Mew in TP4

MNEPRAVDA
MNEPRAVDA
MEPRAVDA
MEPRAVDA
MEPRAVDA
MEPRAVDA
MNEPRAVDA
MNEPRAVDA
MNEPRAVDA
MNEPRAVDA
MEPRAVDA
MEPRAVDA




4) Troubleshooting



VYNUCENI GPO REFRESH VZDALENE

Pred WS2012 se dal pouzit ndstroj psexec.exe od SysInternals
Od WS2012 je na to v GPMC tladitko (jen na OU)
Nebo CMDLet: Invoke-GPUpdate -RandomDelaylnMinutes
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PROC SE NEKDY GPO NEAPLIKUJI?

Faktory ovliviujici (ne)aplikovani GPO:
» Slow-link Detection
» KesSovand hesla vzivateld

= Asynchronni zpracovdni GPO
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TROUBLESHOOTING

PFi kazdém aplikovdni politik vznikaji tzv. RSoP data

- Prohlizet se daiji:

= GPResult.exe (lokdlné / vzddleng&)
=  Group Policy Results (lokdlné / vzdalené z GPMCQ)

=  Group Policy Modeling (nejsou to ostrd data, jen simulace)
- RSOP.msc

-  EventViewer:
= System — obecné (krdtké) informace o aplikovani politik

=  GroupPolicy Operational — detailni info
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TROUBLESHOOTING: ADVANCED

GPO Tracing

Windows Performance Analyzer

&/ C\Program Files (85)\Windows Kits!
File Trace Profiles

Window Help

Geaph Explorer SRS | Analysis
v System Activity & Boot Phases Timeline by Phase v 53
Processes Lifetime By Process | Sorias

Phase Name: Pre Session Init
Phase Naene: Session Int

Phase Naene: Explorer Init

Windows Logon  Timeline by Subscriber
1 Phase Name: Post Boot

Marks Grouped By Mark
Series
. = b Process Name: System
imefine 1
o anetosby N i Process Name: Idle
b Process Name: smss.exe

'
|
J

P Process Name: autochiexe
b Process Name: corss.exe
b Process Name wanind.exe

Threads Lifetime By Process, Theead

b Process Name: winlogon.exe

b Process Name: services.exe
Services Lifetime by Group, Service, Co... | " Process Name: bsass.exe

b Process Name: lsm.exe

b Process Name: svchost.exe

b Process Name: LogonULexe
Images Transsent Letime By Process, L. | P Process Name: spocisv.exe
: > b
¥

Process Name: vmicsve.exe

RONRARRRNEN)

Process Name: gpscnpt.exe
Process Name: wicript.exe

]
Phase Name: Winlogon Int

& Threads Lifetime By Process, Theead * v 5}

BASE« CSWITCH_Let! - Windows Performance Analyzer

~| Audit Process Creation

| Credentials Delegation
=
2007-11-29 19:19:13,233 [pid=0x3d0,tid=0xel0] GPC : LDAP:// 1 Disk NV Cache
ggg?\gzsggug cg-pg'l;g;es[ cg-gy;ggm Dg gorpo?c com W\ | Disk Quotas

11-29 19:19:1 pid=0x3d0,tid=0xel0] GPT : \\corp. e

70BF-44F4-96D0-796EA92583E1 )\ User b [ Distributed COM
2007-11-29 19:19:13,233 [pid=0x3d0,tid=0xel0] GPO Display A | Driver Installation
2007-11-29 19:19:13,233 [pid=0x3d0,tid=0xel0] GPO Name : Es - .
200:1-1]61-29 19:19:13,233 [pid=0x3d0,tid=0xe10] GPO Link : _| Early Launch Antimalware 5
available. | File Classification Infrastruct
2007-11-29 19:19:13.233 [pid=0x3d0,tid=0xe10] ¢ | rhie Llassification Infrastructure
computer (local or remoteg | File Share Shadow Copy Provider
ggg:-n-zg 19:19:13.233 [pid=0x3d0,tid=0xe10] ( b [ Filesystem
5007-11-29 19:19:13,233 [pid=0x3d0,tid=0xe10] ( | Folder Redirection
omain o .
2007-11-29 19:19:13.233 [pjld =0x3d0, tid=0xe10] ¢ 4 [ Group Policy
inked to an orgamzat'lona unit = L i dt 1
2007-11-29 19:19:13.233 [pid=0x3d0,tid=0xe10] e ... ...l coginganciracing] gy
2007-11-29 19:19:13.233 [pid=0x3d0,tid=0xe10] 1Param : 0x00000000
2007-11-29 19:19:13.233 [pid=0x3d0,tid=0xel0] Prev GPO : NoO
2007-11-29 19:19:13.233 [pid=0x3d0,tid=0xel0] Next GFO : NO

2007-11-29 19:19:13.233 [pid=0x3d0,tid=0xel0] Extensions :

{5€935941-A954-4F7C-B507-885941ECESC4 } {9AD2BAFE-63B4-4883-A0BC-C3CH196BCAFD} {BEEO7ABA-ECIF-4659-B8CI-
0B1937907C83}{CEFFAGE2-E3BD-421B-852C-6F6A79A59BC1} {CFB48D48-888D-4F45-B530-6A201E62A605}] [{A2E30F80-
D7DE-11D2-BEDE-OOCO4FB86AE3B}{FC715823-C5FE-11D1-9EEF-00AQCO0347FF}] [{BOB7BEOD-ED37-454F -AF9C-

04291£351182 H{BEEOTAGA-ECIF-4659-B8C9-081937907C83}]1 [{Cc418DD9D-0D14-4EFB-8FBF-CFES35CBFACT {CEFFABE2 -

4 {l Computer Configuration

4 || Policies
B [ | Software Settings
B [ Windows Settings
4 | Administrative Templates: Policy definiti

b || Control Panel
B Metwork

| Printers

| Server

| Start Menu and Taskbar
4 [ ] System

| Access-Denied Assistance

[{00000000-0000-0000-0000-000000000000%

=



TROUBLESHOOTING: EVENTY

Get Applicable GPOs End Success 5126
Get Applicable GPOs End Fail 7126

Gpsvc stop 5115
Gp session start 4117
Gp session return winLogon call

GPO process sync mode slowlink detected |6344 G

GPO Process sync mode NO DC 6345

5117
Gp session end with error m7
Gp save to cache start

Gp save to cache end

GPO Process switch sync mode to async 6346

5216
7216
4217
5217
7217

Gp save to cache end with error
Gp load from cache start

Gp load from cache end

Gp load from cache end with error
Gp cache first WMI query start

Gp cache first WMI query end

Gp service init start

Gpsvc start 4115

Gpsvc stop 5115

Gp service init end
Gp policy download start

Gp policy download end



TIPY

Network Emulator Client (simlace slow-link)

Windows 8.1 GPO Cache



5) Co kdyz GPO nestadi?



PS: DESIRED STATE CONFIGURATION

S DSC se nestardate o konfiguraci serveru, ale o definovdni konfigurace

- Pouziva PowerShell syntaxi a CMDLety

«  Vytvdri nebo definuje konfiguraéni soubory

- Tuto konfiguraci nasledné aplikuje na servery
Cilem konfiguracénich soubort je ,,ujistovat se“, Ze server je nastaveny jak chci
Pokud konfiguraci definovanou pomoci DSC server nespliuje, DSC zjednd ndpravu

DSC je zaloZeno na standardech:
=  MOF: Management File Object

» CIM: Common Information Model

I



DESIRED STATE CONFIGURATION

- Requirements:
=  Windows Management Framework 4.0
= .NET Framework 4.5
= WS2008 R2 nebo Windows 7
= KB2883200 (pro WS2012 R2 a Windows 8.1)

= PowerShell Remoting
- Dva zdkladni rezimy:

= Push: konfiguraéni soubory jsou ,tlaceny” na vzddlené servery (Start-DSCConfiguration)

= Pull: definujeme centrdlni server a ostatni servery z néj ,,tahaji* konfiguraci sami (30minut):
HTTP(S)
SMB

I



DSC: RESOURCE PROVIDERS ... cooan

ImplementedAs  Name

Binary File
Get-DSCResource Powershell  Archive
Powershell Environmernt
Powershell Group
v ° , Composite Groupset
Dalsi zdroje Ize ziskat: Binary tog
Powershell Package
Composite Processset
= Od MS (DSC Resource Waves) Powerhell Registry
Powershell Script
. v . Powershell service
_ Od komUnITy (nqpr. nq GITHUbU) C,Dmpns'ite 5ervice5et
Powershell user
. Powershell waitForall
. Fmd'PGquge powershell wWaitrForany
Powershell WaitForsome
Powershell WindowsFeature
Composite WindowsFeatureset
Powershell WindowsoptionalFeature
. . Composite windowsoptionalFeatureset
$env:ProgramFiles\WindowsPowerShell\Modules Powershell  windowsprocess

https:/ /gallery.technet.microsoft.com /scriptcenter /DSC-Resource-Kit-All-c449312d

https:/ /github.com /PowerShellOrg /DSC



~ r Configuration MojeDSC {
DSC PRIKLAD parant
Parameter (Position=0,Mandatory)
vValidateNotNullorEmpty()
string fComputerName

)

(I W LS

~y

Node SComputerName
s
L

oo

#povol feature

WindowsFeature Backu
Name "Windows-Server-Backup"
Ensure "Present”

1

#nastartuj sluzbu

Service RemoteRegistry {
MName "RemoteRegistry”
StartUpType "sutomatic"|

1

#vytvor adresar

File TestFolder {
Type "Directory"
Ensure "Present”
DestinationPath "C:\TestDirectory"”

1

1 P L

o €

i)
l#zaviram node
}#zaviram konfiguraci




JUST ENOUGH ADMINISTRATION (JEA)

Moznost pomoci PowerShell DSC limitovat, jaké operace lze provadét pres
PowerShell (i remote). Omezit Ize na CMDLety, parametry, hodnoty parametrd atp.

JEA Toolkit
JEA Endpoint

JEA Helper Tool 2.0

Enter-PSSesion —ComputerName SRV 1 —ConfigurationName RestartService

I



