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Uvod do Application Insights

K CEMU TO JE DOBRE

«  Rozéifena diagnostika aplikacf Sluzba dostupna v Microsoft Azure

* Nejen logovani ale i dashboard « Azure mé zdarma 30 dni trial (kredit 1770 EUR)

» Vice nez 3 leta historie, stale preview «  Kolem 50 sluzeb, fada z nich mé free plan

*  Multiplatformni — nezavisly na Azure *  VWhody cloudu

*  Webove aplikace / API / sluzby «  Budovani infrastruktury ze sluzeb P
* Rychla instalace i pokrocilé funkce e https://azure.microsoft.com/cs-cz/free -
« Zdarma i Premium plany

Dokumentace Application Insights
* https://azure.microsoft.com/cs-cz/documentation/services/application-insights



https://azure.microsoft.com/cs-cz/free
https://azure.microsoft.com/cs-cz/documentation/services/application-insights

Uvod do Application Insights

ZAKLADNI PRINCIP SBERU DAT
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Uvod do Application Insights
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Monitoring dostupnosti

DOSTUPNOST WEBOVYCH APLIKACI

Ping testy ° HTTP REQUEST

v

HTTP REQUEST .
Web testy @ irierequest 1
HTTP REQUEST i
HTTP REQUEST ‘
Status Code HTTP RESPONSE

Timeout

Response Content

WEBSITE




Monitoring dostupnosti

HLAVN( FUNKCE MONITORINGU @ wbs omepage ch: zurch

+ C) O 4 C) U

Addweb  Time range Refresh Edittest  Time range Refresh
est

TOTAL SMCCESSFUL TESTS TOTAL FAILED TESTS

. - Web test execution fime Web test execution
» Testovani kazdych 5 /10 / 15 minut LT

» Detailni pohled na kazdy call

* Vypocet dostupnosti za 1hr /1d / 3d e aw e e o

* Podpora az 16 world-wide lokalit A.lzbﬂm 5 : e e o
« Zasilani alertd + webhooks support e e wemcssesoe | swcesarers | sasorers J———

@ homepage 100% 100% 100% 1002 2 62 ms | 144 | 0 2 66 ms

Web test execution time

e Primitivni scheduler ©

acation Failed tests

« Pevne dana sada testovacich IP adres B

l @ CH: Zurich 100% 100% 100% 100% There are no failed re

https://azure.microsoft.com/en-
us/documentation/articles/app- L/W\N"‘A\WMJ[V\\J\N’\«A
insights-monitor-web-app- M

availability

https://azure.microsoft.com/en-us/documentation/articles/insights-webhooks-alerts



https://azure.microsoft.com/en-us/documentation/articles/app-insights-monitor-web-app-availability
https://azure.microsoft.com/en-us/documentation/articles/insights-webhooks-alerts

Monitoring dostupnosti
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Principy sberu dat

APP INSIGHTS INTERNALS — ASP.NET APPS

Monitoring

» Bez zasahu do kdédu

* Pouze dostupnost

JavaScript kod

SDK
Princip Google Analytics

Udélosti na strané klienta

Typicky pageviews
,Must have” pro SPA

STATUS MONITOR

DEPENDENCY COLLECTOR

HttpEventListener
SqlListener

ApplicationinsightsUrlFilter

PERFCOUNTER COLLECTOR

CPU Time, Available Memory, ASPNET requests/sec.

.NET CLR Exceptions, Request Execution Time,
Processor Time

CollectionPeriod RegistrationPeriod QuickPulse

DALSI

WebApplicationLifecycle
TelemetrySerializer

CORE

TELEMETRY
CLIENT

Track(ITelemetry)
TELEMETRY
CHANNEL
buffer

transmitter

TELEMETRY
CONFIGURATION

TELEMETRY
CONTEXT



Principy sberu dat

CASOVE INTERVALY

Monitoring

« 5/10/15 min.

JavaScript kod
SDK

* Real-Time

Server Side

Flush interval = 30 sec

Buffer size = 500 telemetrii v developer modu = 1

Performance Counters

Interval sbéru = 1 min

Interval odeslani = 5 min

V beta verzich Al 2.1+ interval sbéru je realtime




Principy sberu dat

WORDPRESS EXTENSIONS

Application Insights plugin

« Upload all files to the /wp-content/plugins/ directory
» Activate the plugin through the 'Plugins' menu in WordPress
» (o to Settings -> Application Insights and enter you

Instrumentation Key you received from http://portal.azure.com

WORDPRESS

https://wordpress.org/plugins/application-insights

Azure App Insights plugin / Application Insights Dashboard


http://portal.azure.com/
https://wordpress.org/plugins/application-insights

Principy sberu dat

VS TELEMETRY DEBUGGING

Il
—_

BufferSize

Diagnostics Hub

» Applicationinsights.config

<ApplicationInsights
xmlns="http://schemas.microsoft.com/ApplidationInsights/2013/Settings" >
<TelemetryChannel>
<DeveloperMode>true</DeveloperMode>
</TelemetryChannel>
</ApplicationInsights>

Application Insights Stream Add-In

https://github.com/AlexBulankou/ai-stream

"name” :
"time":
"tags":

"ai.
.device.roleInstanc

"ai

"ai.
"ai.
"ai.

"ai
"ai
"ai

"ai.
"ai.
"ai.

"ai

al.
"ai.

I

lata™:

-Led>

Yy
<
"Microsoft.Appl: a
"2016-01-26T21:"
{

internal.sdkVersic

application.ver”:
device.type": "PC'

device.id": "aawl.:

.device.oemName": '
.device.model”: "Pr
.device.network”: '

device.language”:
user.userAgent”:

cperation.name™:

.operation.id": "4¢

user.id": “B4CS5@F:
user.accountAcquis

‘Type": "RequestD:
. !’ v

Diagnostic Tools

30 ‘ ® O Th
Diagnostics session: 3:21 minutes
I 125 165
4 Events
n

¢ )

P Process Me

Application Insights: Request "GET
< /__browserLink/requegData/249da9437be241a:

Events Memory Usage CPU Usagg
Search Evnts yo

-

Event Tier Duration Thread

Application Insights: Requi 10.4...

Application Insights: Requi 10.6...
Request URL: http://
localhost:63390/

__browserLink/

requestData/
bebe3c55735Meah""


https://github.com/AlexBulankou/ai-stream
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Appenders pro Application Insights

PODPORA LOGOVACICH NASTROJU

» Podpora logovacich nastroju NLog, Log4Net, aj. — staci instalace appenderu

« Chovani a logovani dat je veci implementace appenderu

Log4Net

PM> Install-Package
Microsoft.ApplicationInsights.Log4NetAppender

« Standardne loguje jen Trace / Exception

» Ma radu vlastnich properties, které se pripoji k dané telemetrii

m Log Advanced .NET Logging




Appenders pro Application Insights
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Troubleshooting

KDYZ SE NESBIRAJ[ DATA

Kontrola assemblies, instalace radeji pres NuGet

Kontrola Applicationlnsights.config, instrumentacni klic
Kontrola zdroje odkud se IK nacita (web.config)

Overeni dat v Diagnostics Hubu (! developerMode = true)

Oveéreni firemniho firewallu

https://dc.services.visualstudio.com

Overeni dat v Diagnostic Search na Azure (! prodleva)
Refresh Azure portalu (cachovani properties + metrics)
Pro NET < v 4.6 status monitor pro dependencies

Kontrola kvot na Azure v ramci free planu



D | 3 g N OSU ka d at analytics.applicationinsights.io

Azure portal & Application Insights Analytics

portal.azure.com — -

“  Application Insights » HolecApplnsights

New

EE Al resources

. App Services

)

SQL databases

Cloud services (classic)

- @

Subscriptions

Application Insights

il

O

Marketplace add-ons

Marketplace

:| Audit Logs

®| Scheduler Job Collectio...

B virtual machines

Browse >

Storage accounts (classi...

insightsdemod016 3  Analytics

SCHEMA < customEvents | w customDimensions.ExchangeSource ==

traces

customEvents

requests
dependencies
exceptions

metrics

~ Completed

BMm

availabilityResults

Application Insights o HolecApplns

Add Columns Refresh Settings Search M
Ex

+ EE O a C)\ | timestamp 13 o imensi operation_Name operation_ld

o NEW - Instant ans
Essential

HolecApplnsights

Alerts
HOLECAPPINSIGHTS

sdemo2016

Letenky 0

WindowsPhoneTranslator A Live Stream

WindowsPlatformApi

https://azure.microsoft.com/en-
us/documentation/articles/app-analytics-tour
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Explicitni logovani a trasovani

PRINCIPY LOGOVAN(

TelemetryClient client = new TelemetryClient();
ITelemetry telemetry = new EventTelemetry("Message");
/ client.Track(telemetry);

\ Dependency Telemetry  Event Telemetry  Exception Telemetry Trace Telemetry PageView Telemetry  Request Telemetry

client.TrackEvent("Message");

client.TrackTrace("Some trace message");

client.TrackDependency("Dependency", "statement/query", start, elapsed, isSuccess);
client.TrackException(ex);

<script type="text/javascript"”>
var client = ... { ... }({ instrumentationKey: "...",
wascrippt Client.trackPageView("PageViewName")



Explicitni logovani a trasovani
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Metriky a vlastnosti udalosti

TRACKMETRICS + PROPERTIES

tc.TrackEvent("Web54", null, new

Metrics Dictionary<string, double> { {"Time", 485} });

Dictionary<string, double>

TrackDependency TrackEvent TrackException TrackTrace TrackMetric TrackPageView TrackRequest

Properties

Dictionary<string, string>

tc.TrackEvent("Web54",

new Dictionary<string, string> { {"Parser", "v1.0"} }, null);



Metriky a vlastnosti udalosti
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Upozorneni

ALERTS + WEBHOOKS

Alerts Webhooks

- Kontinualni sledovani vybrane metriky - Kazdy alert mize mit nastaven webhook
- Podpora custom metrik - HTTP(S) endpoint, na ktery Ize odeslat upozorneni

- Odeslani emailu spravci a vybranym emaildm - Podpora autentizace (token based auth / basic auth)
- Pri dosazeni tresholdu po urcitou dobu - Odeslani JSON zpravy POST metodou

Atlassian

CLOUD COMMUNICATIONS

> slack ) twilio «(s, Campfire QHipChat
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Preprocessing

FILTERING & SAMPLING

Filtering a Preprocessing

Zmena nebo zahozeni telemetrie pred odeslanim do

Azure Application Insights API

Lze pripojit dodatecné properties (napr.: globalni)

Odstraneni zbytecnych telemetrii (napr.: error 403)

Muze dojit ke zkresleni dat

Obé funkce Ize kombinovat

Obe funkce Ize konfigurovat v C# / XML

Sampling

Redukce mnozstvi vyhodnocovanych dat bez vlivu na

informace (nedochazi k informacnimu sumu)
Beta - vyzadovany Application Insights >= 2.0.0-beta3

1. Adaptive sampling

- Server side, automaticky aktivni
2. Fixed-rate sampling

- Server side, client side
3. Ingestion sampling

- Azure portal sampling
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Proactive detection

AUTOMATIZACE V REZII MACHINE LEARNINGU

e« Letenky 1:{3 Proactive detection

QA W # O O R 0@ 5 0 e B U

Settings Metrics Analytics  Time range Refresh Faworites Delete Settings  Time range Send a Send a Help
Explorer smiile frown

o NEW — Inst- our app. Click Analytics for more. ) Proactive detection notifies you about potential performance problems in your app. [

Zlal Studio Application Insights
Essenti é:] c?y PPQ 0

tive Detection has identified slow response to Http calls with URL Sign up for Mear Real Time Proactive Diagnostics — Get alerts on an aknermal rise in the failed
p://happyfly.cz/category/akcni-letenky/" in letenky request rate. No configuration required. Learn more and email us.

Add tiles (P

verage duration of Http calls by remote dependency URL on March 13" UTC

http://happyfly.cz/category/akcni-letenky/ (*) _ 1.18 sec Proactive detection
o T ' LETENKY When: @ 3/27 1:00 AM to 3/28 1:59 AM
Other URLs . 0.2 sec 1 insight (last 24h)
insight (last 22h) L ' "
() 16.6% of all Http calls o What @ Slow response to "happyfly.cz" HTTP calls
See more details )
. Average of HTTP calls duration by group @
FoWsEr
GROUPING AVERAGE TIME SIZE

ays remember, faster performance makes application users happier and tt
ation more successful.

. yytly.cz el 1. 57
gns and share feedback on Application Insights Forum happyfly.cz _ l.24sec 16.7%

gut performance monitoring and Proactive Detectig
I Servers &V0U are an administrator of the Azure p All other http calls - 238ms 8

RS a recipient
Camrmb

Lt
L
o




DEMO />



Release Annotations

UVEDEN( APP RELEASES DO SOUVISLOSTI'S DIAGNOSTIKOU

Y1 BN

Propojeni Application Insights s Visual Studio Team Services

Vyuziti VSTS Release Managementu

Ve sluzbe Application Insights se vystavi APl Key

Ve sluzbe VSTS se aktivuje rozsireni ve Visual Studio Marketplace
Ve VSTS se zalozi nova Release Definition

Do procesu Releasu se prida novy Task: Release Annotation

Nastavi se klic ziskany z Application Insights do Release Definition

7 Server responses

+ (C] Y O " " ¥ ? 4

Add chart Time range Filters Refresh Alert rules San a . T Help

Release

. R 29, 03. 2016
Filtered an
tered on LT 3/29/2016 7:49 PM

k‘ A Al ﬂh

DEFENDENCY DURATION @
63.93 m

SERVER REQUESTS @

-:_'-1"| -:_':'l

e AA |33
A A

OPERATION NAME TOTAL % TOTAL

GET blog/Scripts I 88.9%

GET Scripts/sw.js . 2 1.1%
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Export dat

SHRNUTI MOZNOSTI EXPORTU DAT

P\';imy export MANUAL FREE Webhooks AUTO FREE
« Primo ve sluzbé Application Insights « Presah i mimo Application Insights

 Aktualni pohled (vizualni) do datové podoby « Definuje se URL, kterou sluzba Al notifikuje

o XLS * Odesila se JSON kdyz nastane akce (alert)
Kontinualni export AUTO  PAID API AUTO  FREE
« Nastaveni ve sluzbé Application Insights * Integrace mezi sluzbami v ramci platformy

« Surova data, kteréd pfisla pfimo do API (JSON) »  Obvykle OAuth 2 smeérem od konzumenta

« Ukladaji se do blob storage » Verejné neni dostupné



Export dat

KONTINUALNI EXPORT DAT

[

Blob Storage

Power Bl

SQL DB =N

—

Blob Storage
Event Hub

Stream Analytics

* I X | 2f6f07f6-b2aa-411f...150831_151226.blob™ appinsights-01 [Container] & X
fabrikamice_3d9e18a2cb7749b48c48c8b0bb535679/Requests,/2015-08- 5/ » |{'} P XCH

| Server Explorer
¢ x|[fasalk
4 3 Azure

& App Service

A fabrikamice 3d9e18a2cb7749b48c48cBb0bb 533679/ Requests/2013-08-31/15/

o Mame Size Last Modified (UTC) | Content Type
oud Services ki
# HDInsight

[[] Mebile Services

¥ 0913eccT-8430-438d-982-1340e1fd216b_20150831_152027 blok  1.6.. 3 /2013 15:21...  application/octet-stre...

¥2 0ac82190-beaf-477d: | 36707f6-b2aa-411..150831_151226.blob™ = X [T RS

o . 4% 0f42220-8125-4352- | Schema: |<No Schema Selected:
‘& Service Bus

M SOL Databases

1@ 0 3 = }J

= C

(Development]
dbaidss) 20112683-6a9d-40b2

4 @ fabrikamicecream
P Blobs
Slogs
appinsights-01
I rEl Queues

2c215f23-0a5b-4cde-
2f6f07fo-b2aa-411f-]
31e7adl2-e279-4966-

$"{applicationName} {instrumentationKey}/
{type}/{blobDeliveryTimeUtc:yyyy-MM-dd}/
{blobDeliveryTimeUtc:HH}/{blobId} {blobCreation
TimeUtc:yyyyMMdd HHmmss}.blob"
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Pricing

AKTUALNI CENY A ZMENY

FREE STANDARD PREMIUM
Number of Hosts or Devices Unlimited Unlimited Unlimited
Session data (per month) Unlimited Unlimited Unlimited
Other data points (per month) 5 million 15 million 50 million
Continuous data export -- + +
Raw Data 7 days 7 days 7 days
Aggregated Data 90 Days 90 Days ‘ 90 Days
Monthly Pricing $0 $24.50 $99.50
Additional Data Points N/A $1.75 / million $2 / million

SLA NEN/

DEFINOVANO
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