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Zabyvam se odbornou publikaéni ¢innosti a
konzultacemi v oboru IT vice nez 15 let, a to
predevsim v oblastech Microsoft Exchange
Server a vysoce dostupnych feseni. Za tyto
aktivity jsem ziskal prestizni ocenéni Microsoft
MVP — aktualné jsem drzitelem tohoto titulu za
oblast Microsoft Exchange

V roce 2005 jsem se stal jednim ze zakladateld
spolecnosti KPCS CZ, s.ro., specializujici se na
nasazeni serverovych feseni spolecnosti
Microsoft.

Piednasim v ramci akei sdruzeni WUG i na
Microsoft Technet konferencich, pravidelné
publikuji odborné élanky.
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Role-Based Access Control

Skupiny roli definovany na zakladé
urovné pracovnich funkci

Pfifazeni koncovych uZivatelskych roli za
Ucelem vlastniho nastaveni

#ﬁt

Pfifazeni task-, action-, nebo feature- na
zékladé opravnéni

Moznost delegovani vice roli

Omezeni rozsahu jejich pridéleni, napf.
“Pravni oddéleni”, nebo “Pobocka
Ostrava”

Remote PowerShell

Umoziiuje skriptovani a automatizaci
rutinnich dkola

Nabizi spravu pokroilych scénéfich

Nabizi lepsi vykon a skalovatelnost diky
Windows PowerShell 3.0, je ale zpétné
kompatibilni s klientem 2.0

;mﬁ mneE

Poskytuje koncovému
uzivateli moznosti
vlastniho nastavent
Delegovanim Ukolli na uzivatele snizite pocty
hovorii a néklady na provozovani help linky
Povoluje uzivatelm ménit kontaktni Gdaje

Umoznuje uzivatelim spravovat distribucni
skupiny

Nabidnéte uzivateltm sledovat doruceni
zpravy

Pomaéha uzivatelim spravovat sva zafizeni

Farmanne

Nasazeni Exchange miize byt
komplikované

Vyzvy proti
aktuélni verzi

Load balancing je slozity a maze
vyzadovat nakladné reseni

Pfi nasazeni oddéleny serverovych
roli mze byt hardware pretizen,
nebo nevytizen

Je vyzadovano vice jmennych
nazvi

Architektura Exchange

PSedchoz?2 ¢

Forefront Online

5 serverovych roli

(PBX or VOIP)

Protection for
Exchange Internal Network  prone system

Hub Transport
Rouing and polcy
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Architektura

Exchange nové vytvari BLOKY!

\\

Evoluce v

ol .
C\\

Client Access Server se sklada z
klientskych protokolt a SMTP

. Separate HA solutions for
each role i i
. ) Separate roles for ase of mroqucad the DAG Mallbox Server obsahuje
Role differentiation deployment and ) vsechny komponenty procesu, -
through manual management Rich management renderovani a ukladani dat [ I_ G
i using RBAC —_—
Backups and hardware | Support cheaper storage  SUPPort for Hybrid Remoteclients & devices
solutions for oreliabil i tdgppyments \
nternet
2000/2003 2007 2010

Funkcni rozvrstveni

Exchange2010 mmmmp Exchange2013
o [ Client Access Server

Load Bal Client Acceq
oad Balanc AuthN, Proxy,Re direct
AuthN, Proxy, Redirect
Client Access |

Hub Transport |
Store, CI

Unified Messaging

Mailbox

Mailbox Assistants, Store, Cl

Frrharge

Client Access Server role Client Access Array

« Clen domény v internim Active Directory forestu « Skupina CAS servert jedné, vysoce dostupné konfigurace
- Tenky, bezes‘avovf,(p“’mm‘ session) server - Navrzen pro praci s TCP afinitou (aka, vrstva 4 LB)

« Sklada se ze tif komponent: - Nevyzaduje session afinitu (aka, vrstva 7 LB)
" Klniske pistapove protokely (HTTR VAR POP) - Poskytuje jeden jmenny prostor a ovérovani
- UM Call Router - Podobné jako v Ex;hgnge 2010 nabizi klientim jeden koncovy bod z pohledu

« Exchange-aware proxy server pripojent a ovefovan!
- Rozumi pozadavkiim riznych protokold (OWA, EWS, atd)

+ Podporuje logiku proxyingu a presmérovani pro klientské protokoly

- Schopen zpfistupnit staréi servery s logikou proxyingu a presmérovani

- Obsahuje logiku smérovani pozadavkii pro konkrétni protokol a koncové misto uréeni
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Architektura klientskych protokold v Ex2013

Outlook Web App ~ Outlook EAS EAC PowerShell POP/IMAP SMTP

o O NE &8 5 = &

sl

‘\‘\MI‘

Redirect

s POP,
HTTP Proxy IMAP SmTP

T
POP
Map | | Tramport

SIP + RTP

MailQ

Outlook pripojeni k Exchange 2013

« Exchange 2013 podporuje pouze RPC/HTTP; ne RPC/TCP

- Zjednodusuje vrstveni protokol(

- Nabizi extrémné spolehlivy a stabilni model pripojeni diky
zakonceni RPC relace na Mailbox serveru drzici aktivn{ kopii
databaze

- Eliminuje potrebu jmen pro RPC CAS Array

- Eliminuje systémové zpravy pro koncové uzivatele ("Sprdvce
Exchange ucinil zménu, kterd vyzaduje ukonceni a restart
aplikace Outlook" béhem presunu (*overs) postovni schranky)

Zjednoduseni pouzitf jmen

- Pro scénére vypadku jedné z lokalit, Exchange 2013
jiz nevyzaduje pouziti vice jmennych nazv(

- Snadné nastaveni pouze jednoho jména pro pristup
vsech klient(
- MUze byt nasazeno v koexistenci s Exchange 2010

Uk§8zka pouHit?

Sue
(it
ST iy COntos0.com

(———
! [DNSResolution via Ge®NS
f VIPs Re "

MAPI produkty tretich stran

MAPI produkty tretich stran musf pro pfipojenik CAS 2013
pouzivat RPC/HTTP

Exchange 2013 je posledni verze, kterd podporuje MAPI/CDO

V budoucnu je nutny prechod na Exchange Web Services

Stazitelné MAPI/CDO bude aktualizovéno tak, aby obsahovalo
podporu pro spojeni pomoci RPC/HTTP

Bude vyzadovat konfiguraci aplikaci tietich stran; bud programovou editaci dynamického MAPI
profilu, nebo nastavenim klicd v registrech

Staréi prostredi miize nadale pouzivat RPC/TCP

Faeanne

Klientské protokoly ajejich tok v CAS 2013

3
HTTR) lHTTP
Layer 4 LB

HTTP Proxy

HTTH

Tepunog ons
Tepunog prs

Protocol Head

Protocol Head

Local Proxy Request OWA Cross Site Redirect Request Cross Site Proxy Request
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Rozdélené DNS (split)

Co je potseba ke kontrole

Outlook podporuje pouze jeden koncovy RPC Proxy bod PFTHOS}/ nové Zjednodusuje sitovou vrstvu

Pokud je otevfen Outlook Anywhere do internetu, mohou se internf architektu 8% Odstrariuje nutnost RPC Array CAS
Outlook klienti pripojovat k externimu firewallu

K zajisténi toho, aby internf Outlook klienti pouzivali vnitni cesty,
pouZijte rozdélené DNS

+ Nutiinterni Klienty pouzivat interni IP
+ Nuti externi klienty pouzivat externi IP

Poskytuje pruzné prostredi

Fureznne

Front-End Transport Service

Zpracovava vsechnu prichozi a odchozi (externi) SMTP komunikaci,
funguje také jako koncovy bod pro klientsky SMTP provoz

Fro r]'t— E ﬂd Tra NS pO r't Se r\/|Ce Nenahrazuje roli Edge Transport serveru

Funguje jako proxy na 7 vrstvé a ma plny piistup k aplikacnimu
protokolu

Nedrzi lokalné zadnou frontu, je zcela bezestavovy
Veskera odchozi komunikace prichédzi z CAS 2013

Naslouch& na TCP25 a TCP587 (dva Receive konektory)
Frormiqe

Architektura Front-End Transport Service Routing na vstupu

Exti al SMTP Exte | SMTP . .
e e Bifurcation does not occur on Front-End transport (FET), so only one

DAG or MBX 2013 is selected, regardless of the number of recipients

in a message
SMTP Receive SMTP Send FET uses delivery groups: DAG, mailbox, AD site
Protocol
Agents Server selection within the delivery group is based on recipient type
Hub Selector If message only has a single mailbox recipient, select MBX server within delivery group based on

proximity of AD site

+  If multiple mailbox recipients, select MBX server in closest delivery group, factoring in site
proximity

+ If there are no mailbox recipients (DG, MEUs, etc.), select a random MBX 2013, giving preference
to local AD site

SMTP from MBX 2013 SMTP to MBX 2013 o

Frosenne
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Prichozi/odchozi tok zprav Vyhody SMTP Front-End Service

Pfichozi tok zprav Odchozi tok zprav SMTP Front-End sluzba poskytuje:
« Filtraci — provadi filtraci dle spojenti, pfijemct, odesilateli a protokolu
+ Sitova ochrana - centralizovany, vysoce dostupny vstupné/vystupné bod pro organizaci
+ Lokator schranky — zabranuje neimérnému poctu predani zprav diky vybéru
nejvhodnéjsiho MBX 2013, kterému je zprava dorucena
+ Vysoce dostupné feseni pro klientské/aplika¢ni predani SMTP

1. FET accepts initial SMTP conversation 1. MBX 2013 determines if mail recipient
if source passes connection filtering is a remote destination and selects a
" i FET within local site when the
2. Applies protocol, sender, and recipient
filtering based on message envelope FrontEndProxyEnablegarameter on
up to the SMTP data command Send Connector is set to $true
s Proxies the messagetothe 2. MBX 2013 connects to FET and Skélovatelné na zakladé poctu spojeni — stacf jen pridat
appropriate destination initiates SMTP conversation dalé server(y)
3. FET proxies outbound connection to
appropriate destination

Prrharge Earranne

Mailbox Server Role

- Server that hosts the components that process, render and
. store Exchange data
Mal|bOX Ser\/er - Includes components previously found in separate roles
+ Only Client Access servers connect directly to the Mailbox
server
- Clients connect to Client Access servers
- Note — one exception is UM with RTP

- Connectivity to a mailbox is always provided by the protocol
instance local to the active database copy

Database Availability Group

Managed Store

« Collection of servers that form a unit of high
availability

« Boundary for replication and *over

« DAG members can be in different sites

« Can have a maximum of 16 Mailbox servers

Zmeny v ramci
Mailbox role

Redukované pozadavky na IOPS
Podpora pro velké schranky
Moderni vefejné slozky

Nova infrastruktura pro
vyhledavani
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Managed Store

- Store service process
(Microsoft.Exchange.Store.Service.exe)
- Ma ss lifetir

- Logs failure it

ased on mount/dismount

ges worker |

Managed Store

ss problems detected
- Terminates store

- Store worker process
(Microsoft.Exchange.Store. Worker.exe)

- One process per d

ss in response to “dirty” dismount during failover

atabase, RPC endpoint instance is database GUID
- Responsible for bl replication for passive
+ Fast transition tc n mounted

- Transition from passive = active increases ESE cache size 5X

tabases

Microsoft Exchange Replication service

« MSExchangeRepl.exe
- Detecting unexpected database failures RedUkce |OPS
- Issues mount/dismount operations to Store
- Provides administrative interface for management
tasks
- Initiates failovers on failures reported by ESE,
Store and Responders

Redukce IOPS Porovnani vykonu E2010 vs. E2013

* Results based on daily Outlook cached mode Load Generator simulations (10 databases, 1000 users) to measure key
metrics used to identify performanceimprovemer ons (Beta2 build 466, subject to change)

« Improvements to logical contiguity of store schema

/ blobs are use

0,70 rec 99 48-76% IOPS reduction (disk IOPS
. capacity not expected to change)

store actual message properties 35
means fewer large I0s to retrieve message properties
ge is reduced, though when accessed, large sequential I0s 0,50

18-41% Average RPC Latency
reduction

17-34% increase in CPU per RPC
processed (offset by additional CPU
cores)

~aX increase in store memory
overhead (~4GB vs. ~1GB not
including ESE cache)

RPC MCYCLES ~ STORE

are used o £
« Reduction in passive copy 10
- 100M =le int depth reduces write 10 i
- Transaction Ic e has been refactored for fast failover with dee| eckpc 0,20
okio < ¢ AVERAGE PERRPC  MEMORY
A B LATENCY ~ PACKET PER
0,00 - MAILBOX

DB IOPS/MAILBOX (MB)

51 EE14SP1 ME15 Build 466 B E14SP1 ME1S Build 466
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Redukce IOPS

DB IOPS/Mailbox
i Redukce
/ ~99.5%6!
08 i

06

Vetsi schranky

04

EXCHANGE 2003 EXCHANGE 2007 EXCHANGE 2010 EXCHANGE 2013

B I0PS/Mailbox

Podpora pro VELKE schranky

« Velikost velkych schranek je nad

100 GB+ 1 Month 3300 242MB , v - , v
+ Zuyiuje produkivtu W e e — Moderni Verejné slozky
« Eliminuje, nebo redukuje PST e e

soubory E—

+ Eliminuje, nebo redukuje archivni
resent tretich stran

- Kontrola velikosti OST v Outlook
2013

Moderni Verejne slozky
| Nova vyhledavaci
infrastruktura

odobné moznosti, jak

ény z pohled
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Pouziva Search Foundation (FAST)

Nova
vyhledavaci

Vyrazné zlepsuje vykonnost
dotazovani

infrastruktura

Vyrazné zlepsuje vykonnost
indexovani

Exchange a jeho vysoka
dostupnost

Evoluce v architektufe s modelem tvorby
Exchange blok(i

Pomoc a napovéda pro snazsi nasazeni

Dostupnost integrovana skrz systém

\/y|ep§en|/ \V Rizena dostupnost
. / Vybér nejlepsi kopie a serveru

oblasti vysoke [

Autokonfigurace DAG sité

dostupnosti

Vysoka dostupnost

\/yzvy \V Ob|ast| Vysoka dostupnost se

zaméruje jen na zdravi

\/ysoke databaze
. Vybér nejlepsi kopie je
dOStu pnOSU nedostatecny pro novou
architekturu
Vyzvy ohledné manazerského
vedeni v ramci Udrzby a
konfigurace DAG sité

ZlepSeni v ramci
dostupnosti sluzby

10
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ZlepSeni v ramci dostupnosti sluzby Managed Availability

All core Exchange functionality for a given mailbox is served by the . &

MBX 2013 server where that mailbox's database is currently activated - i;fof ¢ ffo f"f?ff
Mailbox access fails over when a database fails over .‘P}ffif fp f«gfff f;’pfcf
Protocols shift to the server hosting the active database copy L4 Load Balancer| | ST & F&TE Fe ' &

Managed Availability: Internal monitoring and high availability are
tied together and can be used to detect and recover from problems

. CAsS1 CAS2 Managed Availability = Monitoring + HA
as they occur and are discovered : ‘ 5St uff br Exackience obeust

Best copy selection now includes health of services when selecting
best copy (best copy and server selection)

Failover time reductions

Earrzone

Dotykovi m-d zvnt g
o |

Minimalizoval a zobraz: ikony pro
Dostupni na [

Novy —
vzhled

Exchange z pohledu uzivatele

Belinda Focvamian
2

Rychlejsi Jednodu
prepinant nal g zen -
- spr8vni
mezi !
| i d?2

aplikacemi
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Personalizujte
sv{j Outlook

Kvalitnejsi
informace
O stavu
sluzby

Prehledny monitoring, telemetrie a
analytika pro zlepseni sluzby uzivatelim

Naplanujte
aktualizace

Naplanované, rychlé, hladce probihajici

aktualizace k zrychleni a ziednoduseni
nasazeni novinek

Otestujte
nové
funkce

Moznost se vrétit do stavu pred
aktualizaci. Pilotni nasazeni.

Pripraven na Cloud

Vysokéa spolehlivost a dodrzovani standard(i
1SO 27001, SSAE16, FERPA, HIPAA, FISMA & EU
Model clauses

Geo-redundantni datacentra jako ochrana pred
masivnimi vypadky

Snizeni rizika diky vice Groviiovému pristupu

k ochrané sluzby a ochrané diveérnych dat

Zajisténi sluzby s 99.9% dostupnosti s financnimi
sankcemi

12
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Kazdy uzivatel
ma pristup
k aplikacim

které potrebuje
ke své praci

Zabezpeéeni a instalace konkrétnim cilovym
skupinam zajisti, e pouze autorizovani uzivatelé
mohou pouzivat konkrétni aplikace,

. Zablokujte spam jeste

K ., M)
: pred tim nez se

e A %
= e ClOStane do Vasi sité

E

eografie

Nové moznosti transportnich pravidel

Nov® moHnost:
Pravidla mohou byt konfigurovana pro spusténi v urcitém casovém obdobi
Pravidla Ize spustit v testovacim rezimu

Nov® filtry

Celkova velikost zpravy

Shoda kli¢ového slova u nazvu pfipon v prilohach
IP adresa odesilatele

Nov® akce

Routing na zakladé kritérii

Vynuceny TLS routing

Zastaveni zpracovani zbyvajicich pravidel u zpravy (“Stop processing rules”)

Frrharge

Zastavte
Malware

Upozornnn2 pro adminis e

Freharae

Detaily pro u
jsou transpar

Transparentnf
a selektivni
pravidla pro
uchovani
komunikace

Frrharge

Pomozte
uzivatelim
dodrzovat

predpisy

organizace
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Jednotné
vyhledavani
s funkci
.eDiscovery”

Mo A

pr v
poHado

Upgrade a koexistence

Zcond ILF wareary

Komplexni pohled
a nastaven( politiky proti
ztraté nebo zneuZitf -

davérnych informaci e

Pozadavky Exchange 2013

« Supported coexistence scenarios

- Exchange Server 2010 SP3*

- Exchange Server 2007 SP3 (+ coexistence RU*)
+ Supported client access methods

- Outlook 2013, Outlook 2010, Outlook 2007

- RPC over HTTP is only metho connectivity for Outlook clients
r Mac, Web Services Edition

1

+ Outlook for Ma

http://blogs.technet.com/b/exchange/archive/2012/09/25/announcinexchange
2010servicepack3.aspx

Pozadavky Exchange 2013

« Active Directory
- Windows Server 2 forest functional level or higher
+ At least one Windc 2003 SP2 or later GC;
+ No support for RODC or ROGC

« Supported Namespaces
- C o

Cin each site

+ Single label domain
+ Definitions: http:/technet.microsoft.com/enus/library/cc731125(v=WS.J¥px

Pozadavky Exchange 2013

+ Operating System (64-bit)
- Windows Server 2008 R2 SP1 Stan
- Standard -

+ Enterprise - for E 2013 Mailbox servers in a DAG

dard or Enterprise

2 Standard or Datacenter

- Windows Ser
+ Other IIS and OS components

+ NET Framework 4.5

+ Windows Management Framework 3.0

+ Unified Communications Managed APl (UCMA) 4.0

15
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Upgrade a koexistence

Prechod na Exchange 2013
Ze stavajiciho prostredi Exchange 2010

Intranet site

Internet-facing site 3 upgrade first

1. Prepare

Install Exchange 2010 SP3 across the ORG
Prepare AD with Exchange Preview schema
Validate existing Client Access using Remote
Connectivity Analyzer and test connectivity cmdlets
Deploy Exchange Preview servers

Install both Exchange Preview MBX and C:
Obtain and deploy certificates

Obtain and deploy certificates on Exchange

Preview Client Access Servers

Switch primary namespace to Exchange Preview CAS
Exchange Preview fields all traffic, including traffic
from Exchange 2010 users

Validate using Remote Connectivity Analyzer

Move Mailboxes

Build out DAG

~

S servers

©

IS

@

Move Exchange 2010 users to Exchange Preview
6. Rép¥at for additional sites

Ze stéavajiciho prostredi Exchange 2007
Fary.

Intranet site

Internet-facing site & upgrade first

Prechod na Exchange 2013

1. Prepare
Install Exchange 2007 SP3 + RU across the ORG
Prepare AD with Exchange Preview schema and
validate

2. Deploy Exchange Preview servers
Install both Exchange Preview MBX and CAS servers

3. Create legacy namespace

Create DNS record to point to legacy Exchange 2007 CA|

4. Obtain and Deploy Certificates
Obtain and deploy certificates on Exchange Preview C:
servers configured with legacy namespace, Exchange
Preview namespace, and autodiscover namespace
Deploy certificates on Exchange 2007 CAS

5. Switch primary namespace to Exchange Preview CAS
Validate using Remote Connectivity Analyzer

6. Move mailboxes
Build out DAG
Move Exchange 2007 users to Exchange Preview MBX

7. Repeat for additional sites

Prechod na Exchange 2013

L

Clients

autodiscover.contoso.com
mail.contoso.com

Intranet site

Internet facing site & Upgrade first

. Prepare

Install Exchange SP and/or updates across the org
Prepare AD with Exchange Preview schema and
validate

Deploy Exchange Preview servers

Create legacy namespace
Obtain and deploy certficates

Switch primary namespace to Exchange Preview CAS

Move mailboxes

Repeat for additional sites

Exchange 2010 Service Pack 3
Exchange 2007 SP3 with a

coexisting with Exchange 2013

Shrnuti prechodu a koexistence

« Updates are required for Exchange 2013 coexistence

stence rollup (RU)

« Exchange 2007 requires a legacy namespace when

- Certificate deployment and management is improved

« Exchange 2013 Public Folders now utilize the mailbox
architecture and require migration planning

Virtualizace

16






