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Is Active Directory Dead?



Active Directory Management Tools
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Active Directory Management Tools
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Active Directory Management Tools
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Active Directory Management Tools
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Active Directory Management Tools
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Configuring Managed Service Accounts
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Domain Controller Firewall Outbound Rules
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Endpoint Management
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Endpoint Management
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User State Roaming

Roaming Profiles

Folder Redirection (AppData\Roaming)

Work Folders

User State Migration Tool (USMT)

User Experience Virtualization (UE-V in Windows 10 1607 )
Edge Profile Sync (Hybrid Identity)



New AD Features in Windows Server 2019

Directory Service MNumber of events: 213

Level Date and Time Source ~

/1, Warning 8/30/2018 12:40:22 PM Activelirectory_Domai...
8/30/2018 12:40:06 PM MNTDS ISAM

(T Infarematinn 87207012 12 ANNA DAA RTINS 1SARA ¥

£ >

Event 623, NTDS ISAM x

General Detajls

MTDS (372,0,23) NTDSA: The version store for this instance (0) has reached its maximum size of
399Mb. It is likely that a long-running transaction is preventing cleanup of the version store and
causing it to build up in size. Updates will be rejected until the long-running transaction has been
completely committed or rolled back.
Possible leng-running transaction:

Sessionld: (eD0D00TADT1621320:0025c20

Session-context: (00000000

Session-context Thread|d: CecDDODOD000OO000Z00

Cleanup: 1

Session-trace:
45861 @12:40:06 PM
37573@12:36:59 PM




New AD Features in Windows Server 2022



Active Directory Domain Functional Levels

= Windows Server 2016

= Windows Server 2012 R2

= Windows Server 2012

= Windows Server 2008 R2

= Windows Server 2008

= Windows Server 2003

= Windows 2000 Server Native
= Windows 2000 Server Mixed




Active Directory Forest Functional Levels

= Windows Server 2016

= Windows Server 2012 R2*

= Windows Server 2012*

= Windows Server 2008 R2

= Windows Server 2008*

= Windows Server 2003

= Windows 2000 Server Native
= Windows 2000 Server Mixed

* No new features



Active Directory Optional Features

Recycle Bin Windows Server 2008 R2
Privileged Access Management Windows Server 2016



Microsoft Identity Manager 2016

Start Date Sep 28, 2015
Mainstream End Date Jan 12, 2021
Extended End Date (Original) Jan 13, 2026
Extended End Date Jan 9, 2029




AD vs Entra ID New Features

What's new in Microsoft Entra ID?

In this article

Get notified about when to revisit this page for updates by copying and pasting this URL: https://
learn.microsoft.com/api/search/rss?search=%22Release+notes+-+Azure+Active+Directory¥22&locale=en-us into your

M feed reader.

Microsoft Entra ID (previously known as Azure Active Directory) receives improvements on an ongoing basis. To stay up

to date with the most recent developments, this article provides you with information about:

s The latest releases

s Known issues




PassKey Support (Cloud Kerberos Trust)
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AD Certificate Services Web Enrollment
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< O 1 hitpsy//gateway.contoso.com/certsrv/certraqmaasp A {7 0D &= @ R . o

Microsoft Active Direclory Certificate Services — Conloso Rool CA =
Advanced Certificate Request
Certificate Template:

| Web Server v |
Key Options;
8 Create new kay sel Use existing key set

csp
Key Usage ® Exchange Signature Both
Key Size: |0 | o fcammen lory size )
® Automatic key container name User spacified key container name
_| Mark keys as exportable
[ Enable strong privale key protection

Additional Options:

Request Format ® CMC PKCS10

Hash Algorithm: | w|
Only used fo sign request

_| Save request

Aftributes

Friendly Name. |

| Submit > |




Active Directory Federation Services
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AD Rights Management Services
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Article - 08/31/2016
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Secure Windows Server In this article
* Manage Privacy
* Support Windows Server
“ Server Roles and Technobogies
Server Folet and Technaloges
= Active Dijreciory
dchive Dhrectory
What's Mew in Active Disectory
+ Active Directory Certificete Services Applies To: Windows Server 2012 R2, Windows Server 2012
+ Active Directory Domain Services

» Active Directory Federation Services Expand tabie

Active Dhirectory Lightweight Directory Senaces ]
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o
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AD EME Mobilo Device Extension NI, : : :
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New Functional Levels

= Active Directory Domain Senvices Configuration Wizard

. Domain Controller Options

Domain Controller Options

Select functional level of the new forest and root domain
Forest functional level: Windows Server vINEXT

Domain functional level: Windows Server viNEXT

Specify domain controller capabilities

~f| Domain Mame Systern (DMNS) server
~'| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (D5SRM) password
Password:

Confirm password:

More about domain controller options

O X

TARGET SERVER
LTABDC1

< Previous | | Mext = | | Install




Schema Updates

=

adprep X +

& { i C JJ > ThisPC > DVD Drive (D) SSS_X64FRE_EN-US_.DV9 > support > adprep °>
0 = T Sort - = View cas
Name Date modified Type Size

en-us 2/17/2024 8:46 AM File folder
4 schupgrade 2/17/2024 8:44 AM Security Catalog 25 KB
[ scho.Idf 2/17/2024 8:44 AM LDF File 2 KB
|| sch90.Idf 2/17/2024 8:44 AM LDF File 3KB
[ sch8g.idf 2/17/2024 8:44 AM LDF File 7KB
| sch8s.idf 2/17/2024 8:44 AM LDF File 2 KB
[ sch87.1df 2/17/2024 8:44 AM LDF File 2KB
r\1 crhOF |AF 2M1THONIA 8.44 ARA | NE Cila A KB




32k Database Page Size Optional Feature

ms-Mcs-AdmPwdHistory

PSS Covindows s systemd2: repadmin Sreplsum
pr11ra+1nn Summary Start Time: 2017-10-09 13:12:55

2rror

d
i

Fud o [ L3

oAm e
21d.01h :d4dm =
21d.01h:38m:28=

{c]n4| The max1mum
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Image Source: https://www.azure365pro.com/the-maximum-size-of-an-object-has-been-exceeded/



32k Database Page Size Optional Feature

;., DNS Manager
File Action View Help
o ARXE o= Hm i@
& [1”5 Name Type Data Timestamp
v 1§ AR [adfs Host (A) 10.0.0.217 static
M Ff““"dd“’"k“': Zones || M adfs Host (A) 100.0.216 static
: ;:':t::::m“"""”" [adts Host (A) 10.0.0215 static
: ;ivme Loo.kup zones || Eladfs Host (A) 10.0.0.214 static
s B8 Trust Points [ ]adfs Host (A) 10.0.0.213 static
y B Conditional Forwarders || EE139fs Host (A) 10.0.0.212 static
[ ]adfs Host (A) 10.0.0.211 static
[ ladfs Host (A) 10.0.0.210 static
[ ]adfs Host (A) 10.0.0.209 static
[ ]adfs Host (A) 10.0.0.208 static
[ ]adfs Host (A) 10.0.0.207 static
[ Jadfs Host (A) 10.0.0.206 static
n adfs Host (A) 10.0.0.205 static
[ ]adfs Host (A) 10.0.0.204 static
[ ]adfs Host (A) 10.0.0.203 static
[ adfs Host (A) 10.0.0.202 static
[ ]adfs Host (A) 10.0.0.201 static
n e I Ll b FAY 100 N YN P




32k Database Page Size Optional Feature

Dn: DC=www4,DC=contoso.com,CN=MicrosoftDNS,DC=DomainDnsZones,DC=contoso,DC=com

dc: wwwd4,

distinguishedName: DC=www4,DC=contoso.com,CN=MicrosoftDNS,DC=DomainDnsZones,DC=contoso,DC=com; |

dnsRecord (1275): wDatalLength: 4 wType: 1; Version: 5 Rank: 240 wFlags: 0 dwSerial: 2144 dwTtlSeconds: 2693
wFlags: 0 dwSerial: 2144 dwTtlSeconds: 269352960 dwTimeout: 0 dwStartRefreshHr: 0 Data: 10.0.5.9; wData
dwStartRefreshHr: 0 Data: 10.0.5.8; wDatalLength: 4 wType: 1; Version: 5 Rank: 240 wFlags: 0 dwSerial: 2144
Version: 5 Rank: 240 wFlags: 0 dwSerial: 2144 dwTtiSeconds: 269352960 dwTimeout: 0 dwStartRefreshHr: 0
269352960 dwTimeout: 0 dwStartRefreshHr: 0 Data: 10.0.5.5; wDatalLength: 4 wType: 1; Version: 5 Rank: 24(
wDatalength: 4 wType: 1; Version: 5 Rank: 240 wFlags: 0 dwSerial: 2144 dwTtiSeconds: 269352960 dwTimeq
2144 dwTtlSeconds: 269352960 dwTimeout: 0 dwStartRefreshHr: 0 Data: 10.0.5.2; wDatalLength: 4 wType: 1;
Data: 10.0.5.1; wDatalLength: 4 wType: 1; Version: 5 Rank: 240 wFlags: 0 dwSerial: 2144 dwTtISeconds: 2693
wFlags: 0 dwSerial: 2144 dwTtlSeconds: 269352960 dwTimeout: 0 dwStartRefreshHr: 0 Data: 10.0.0.240; wD
dwStartRefreshHr: 0 Data: 10.0.0.239; wDatalLength: 4 wType: 1; Version: 5 Rank: 240 wFlags: 0 dwSerial: 21

dNSTombstoned: FALSE;

dSCorePropagationData (2): 2/28/2024 6:10:25 PM Central Europe Standard Time; Ox0 = ( );

instanceType: 0x4 = ( WRITE );

name: www4,

objectCategory: CN=Dns-Node,CN=Schema,CN=Configuration, DC=contoso,DC=com;

objectClass (2): top; dnsNode;

objectGUID: 086e9d74-bd24-4949-8990-7504ace1585¢:




32k Database Page Size Optional Feature

Add-DnsserverResourceRecordA : Failed to create resource record wwéd in zone contoso.com on

At 1ine:5
' rceRecordA -Name wwwd

r
L/

NoOtSpeci f 1ed: (wwwd':root/Microsoi .ResourcerRecordA ) |-_.-'."-.[]I_'i DnsserverResourceRecordA | .

ImEXception

FH||pUu3|i?i%dFrru|ld : WIN32 9005,Add-DnsserverResourceRecordA




32k Database Page Size Optional Feature

C

Q >

O @&D

Name
4] edb.chk

[ edb

(7] edb00004

(7] edb00005

[ edbres00001.jrs
[ edbres00002.rs
D edbtmp

" ntds.dit

0 ntds.jfm
D temp.edb

ThisPC >

B W

~

Local Disk (C:)

T Sort

>

= View

Date modified

3 /0

[ ks

/2024 4:33 PM

2024 5:33 PM

7/2024 9:26 PM
/2024 8:41 AM
/2024 4:05 PM
/2024 4:05 PM

'7/2024 10:06 AM

2024 4:33 PM

/2024 4:35 PM

2024 4:21 PM

Type

Recovered File Fra...

Text Document
Text Document
Text Document
JRS File
JRS File
Text Document
DIT File
JFM File

EDB File

Size

10,240 KB
10,240 KB
10,240 KB
10,240 KB
10,240 KB
40,960 KB

16 KB

1,184 KB




32k Database Page Size Optional Feature

msDS-JetGetRecordsSize3 : <JetRecordSize3 version="1">
<cbData>5602</cbbata>
<cbLongvalueData>30780</cbLongvaluebata>
<cboverhead>11320</cboverhead>
<cbLongvalueoverhead>35739</cbLongvalueoverhead>
<cNonTaggedcColumns>10</cNonTaggedColumns>
<cTaggedColumns>18</cTaggedColumns>
<cLongVvalues>1083</cLongvalues>
<cMultivalues>1276</cMultivalues>
<cCompressedColumns>0</cCompressedColumns>
<cbbDatacompressed>5602</cbbDataCompressed>
<cbLongvalueDataCompressed>30780</cbLongvalueDataCompressed>
<cbIntrinsicLongvaluebata>5484</cbIntrinsicLongvaluebata>
<cbIntrinsicLongvalueDataCompressed>5484</cbIntrinsicLongvalueDataCompresseds>
<cIntrinsicLongvalues>198</cIntrinsicLongvalues>
<cbKey>5</cbKey>
</JetRecordSize3>

Towwwd




32k Database Page Size Optional Feature

O 2 Administrator: Windows Powt X + v

PS C:\> (Get—-ADOptionalFeature

Recycle Bin Feature

Privileged Access Management Feature

Database 32k Pages Feature

PS C:\> Enable-ADOptionalFeature

>> ForestOrConfigurationSet °

>> contoso.com ‘'

>>

WARNING: Enabling 'Database 32k Pages Feature' on 'CN=Partitions,CN=Configuration,
DC=contoso,DC=com' is an irreversible action! You will not be

able to disable 'Database 32k Pages Feature' on 'CN=Partitions,CN=Configuration, DC
=contoso,DC=com' if you proceed.




32k Database Page Size Optional Feature

NTDS Settings Properties ? b4

General Connections Object Secunty Aftribute Editor

Attnbutes:
Attribute Value
mvocation|d 938b7060-1662-4918-9f46-T6e2e857¢
msDS-Behavier-Version 10 = WIN2025 )
msDS-EnabledFeature CMN=Database 32k Pages Feature, CN:
msDS-HasDomainMNCs DC=contoso DC=com
msDS-HasinstantiatedNCs  B:8:0000000D:DC=ForestDnsZones,D
msDS-hasMasterMNCs DC=ForestDnsZones, DC=contoso, DC:
il m=DS-JetDBPageSize
namea NTDS Settings
objectCategory CN=NTDS-DSA CN=Schema,CN=Cor
objectClass top; applcationSettings; nTDSDSA
objectGUID 938b7060-1662-4918-5f46-76e2e857c
options 0x1=(15_GC)
replPropetyMetalata AtlD Ver LocUSMN Org.D

showlnAdvancadViewOnly TRUE

Ok Cancal Apply Halp



32k Database Page Size Optional Feature

ﬁ Actiee Dhieclory Sites i Seivecet
File Action View Help
o 2 XEcd= EHml B

Wi Active Directory Sites and Servic | Name Type Description
> I e B Default Query Policy Query Policy  Defaule Guery Policy Properties
w | Serices .
» | AuthM Policy Configurat | - - - - Mtrbute Editor
» | Claims Configuration Muiti-valued String Editor b4
¥ | GI‘IJUP Kty Dstnbution 5”
s 3 Microsoft SPP Adtribute I1DAP AdminLimits e
» [] Msmaservices Value to add sauk Query Polcy
» (& NetServices e 126/2024 405.23 PM Certral Europe Star
B | Public Key Services JUE
» [ RRAS _ Vikse: axValFange=1500. MaxRecavebufer=10
» [ Shadew Principal Config)| | It Recy Timeout=120 Remove  '26/2024 40523 PM Central Europe Stanx
v B Windows NT (1 | M ActiveChuenes=20
-t | MaxConnections=5000
w | Directory Serace i MaxCornidie Time =500 et Record Size 3 version="1">«chDatas 121
| Optional Features | | Max Dt agramRecy 4056 W=Cluery-Poboies CNs[irectory Senvice CN
| Query-Policies | ;::P“"mms‘u_:mﬂ'c“"'f' )J5_REFL_ATTA_META_DATA>pszAgink
| Ma Pooi Threads =4 N=Query-Policy CN=Schema CN=Corfigure
| MasiGhery Duration=120 p: quenyPolcy
| MaxFecaive Buffers 10485760 ;
| Mz Renuh Sat Sz = 262144 2UE
| Man Temp Table Size=10000 U
‘m_- 5: quenPolcy

(o) omes

OK Cancel Aoy Help




32k Database Page Size Optional Feature

Getting 1 enirias:

Din: DC=wwwd, DC=contoso.com,CN=MicrosoftDN 5,DC=DomainDnsZones,DC=contoso,DC=com

dc: wwwd,

distinguishediame: DC=w-ww4 DC=contoso.com CH=MicrosoftDNS, DC=DomainDnsZones DC=contoso, DC=com;

dnsRecord (3240). wDatalength: 4 wType: 1; Version: 5 Rank: 240 wFlags: 0 dwSerial 4115 dwTliSeconds: 269352960 dwTimeout:
dwTmeout 0 dwStartRefreshHr 0 Data: 10.0.64 125, wDataLength: 4 wType: 1, Version: 5 Rank: 240 wFlags: 0 dwSerial 4115
4115 dwTiiSeconds: 269352960 dwTmeout: 0 dwStartRefreshHr: 0 Data: 10.0.64.102; wDataLength: 4 wType: 1; Version: 5 Rani
Ranic 240 wFiags: 0 dwSeriak 4115 dwTliSeconds. 269352960 dwTimeout: 0 dwStartRefreshHr 0 Data: 10.0.64. 100; wDataLeng|
wDatalength: 4 wType: 1, Version: S Rank: 240 wFiags: 0 dwSerial 4115 dwTiSeconds: 269352060 dwTimeout: 0 dwStartRefre(
dwStartRefreshHr: 0 Data: 10.0 64 57; wDataLength: 4 wType 1; Version: 5 Rank: 240 wFlags: 0 dwSerial 4115 dwTlSeconds: ]
dwTiiSeconds: 269352960 dwTimeout: 0 dwStartRefreshHr: 0 Data: 10.0.64.95; wDatalength: £ wType: 1, Version: 5 Rank: 240 y
240 wFlags: 0 dwSerial 4115 dwTiSeconds: 269352960 dwTmeout: 0 dwStartRefreshHr. 0 Data: 10.0.64 93 wDataLength: 4 w1

dNS Tombsioned: FALSE;

dSCorePropagationData (2} 22872024 6:10:25 PM Central Europe Standard Time:; 0x0 = { J;

instanceType: Oxd = { WRITE ),

meDS-JetGetRecordSized: <JetRecordSizel version="1">

<cbData»142</chData>

«cblLongValueData>91260</cbLongValueData>

«cbLongValueOverhaad>107015</cbLongValueOverheads
=chonTaggedColumns>10</chNonTaggedColumnse>
«CTaggedColumns=18</cTaggedColumns>

cclongValues=3243</clLong\Values>

«chultiValues> 3241 </cMultiValues=
«cCompressedColumns>{</cCompressedColumns>
«cbDataCompresseds142«/chDataComprasseds
zcblLongValueDataCompressed=91260</cblLongValueDataCompressed=
«<chintrinsicLongValueDatar 24 </chintrinsicLongValueData>
«chintrinsicLongValueDataCompresseds 24</chintrmsicLongValueDataCompresseds
=cintrinsicLongValues>3=<icintrinsicLongValues>

£ :bl{eyrSdﬂK!fﬁ

«/jetRecordSizeds;

name. Wwwd,

cbiectCategory. CN=Dns-Node CN=Schema, C=Configuration, DC=contoso DCe=com;
cbjectClass (2): top; dnshode,
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Delegated Managed Service Account

O 2 Administrator: Windows Pow( X i | [

PS C:\> New-ADServiceAccount —-CreateDelegatedServiceAccount -Name INSHostName test.contoso.com
PS C:\>

__ Active Directory Users and Computers

File Action View Help
& 5 & 8B XE 4

== |
. Active Directory Users and Computers|| Name Type

d Saved Queries 3::‘}:’ svc_test msDS-DelegatedManagedServiceAccount |

v . cpntos;:,com i‘?:.fzsvc_sql_prod msDS-GroupManagedServiceAccount
| Builtin 7o

&l sve_gpo_backup  msDS-ManagedServiceAccount
| Computers
= Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts

| Users




Delegated Managed Service Account

= Uses Credential Guard (CG) to bind machine authentication
= Supports migration from existing standard service account
= Unconstrained delegation does not work with CG



Delegated Managed Service Account

. Services

File Action View Help

-

e mMEc= HMmM »8 nwn

Name Status Log On As Description

-.’;]’: ActiveX Installer (AxinstSV) Local System Provides User Account Control validation for the installation of ActiveX
(o)) App Readiness Local System Gets apps ready for use the first time a user signs in to this PC and when
o)) Application Identity Local Service Determines and verifies the identity of an application. Disabling this sen|
L Application Information Running Local System Facilitates the running of interactive applications with additional admini
G Application Layer Gateway Service Local Service Provides support for 3rd party protocol plug-ins for Internet Connection

L)) Application Management Running Local System Processes installation, removal, and enumeration requests for software ¢




Delegated Managed Service Account

Intial | State

Activate-DMSA
New-DMSA

Start-DMSAMigration

Permissions Removed SA Granted Permissions on DMSA

»

. fwdLink " .

=] A |
hmuin:n-ﬂ [ikASA

fwdlink
i

| Coemplete-DMSAMigration

This works like a new Service Account)/

& GM3SA .
=
DHASA
Reser-DMSAMigration

5PNs Move Back
SA Re-enabled
Permissions remaoved
Remove Linkage

i [

Servige mﬁnimmm

SPNs moved to DMSA fwrdLink -

fwdLink

Undp-Migration
EPNz moved back

SA Re-enabled




Delegated Managed Service Account

New-ADServiceAccount -CreateDelegatedServiceAccount
-Name svcd_adfs
-DNSHostName "login. $env:USERDNSDOMAIN"
-ManagedPasswordIntervalInDays 7
-KerberosencryptionType AES256

Start-ADServiceAccountMigration -Identity svcd_adfs
-SupersededAccount (Get-ADUser -Identity svc_adfs).Distinguishedname



Start-ADServiceAccountMigration

= The service account is granted Generic Read to all properties on the dMSA

= The service account is granted Write property to msDS-groupMSAMembership
= msDS-DelegatedMSAState is changed to 1

= msDS-ManagedAccountPrecededByLink is set to the service account

= msDS-SupersededAccountState is changed to 1

= msDS-SupersededManagedServiceAccountLink is set to the dMSA



Delegated Managed Service Account

. Services
File Action View Help

¢ mEcz HEm »enw
Name B Status Log On As Description

) n S g CONTOSO\svc_adfs Enables Active Dir
'-f:"); ActiveX Installer (AxIns tart Local System Provides User Acc
Q App Readiness Stop Local System Gets apps ready fo
& Application |dentity N Local Service Determines and v¢
S} Application Informatic —. ing Local System Facilitates the runi
'-S;}; Application Layer Gate Local Service Provides support f
Q Application Managem Dested iung Local System Processes installat
52 AppX Deployment Ser All Tasks 5 Local System Provides infrastrug
5;) Auto Time Zone Upda Local Service Automatically setg
'-E:?; Background Intelligen Refresh Local System Transfers files in th
Q Backgrour.\d Tasks. Infr Naen s |?ng Local Syst.‘.:m Windows ihfrafstru
&: Base Filtering Engine ing Local Service The Base Filtering
SJ Bluetooth Support Ser Help Local Service The Bluetooth sen
i BluetoothUserService_8/57/ Local System <Failed to Read D




Delegated Managed Service Account

&' Administrator: Windows Powi X

PS C:\> Get-ADServiceAccount

sved_adfs PrincipalsAllowedToRetrieveManagedPassword

msDS—-ManagedAccountPrecededByLink msDS-DelegatedMSAState

DistinguishedName

Enabled

msDS-DelegatedMSAState
msDS-ManagedAccountPrecededByLink
Name

ObjectClass

ObjectGUID

SamAccountName
SID
UserPrincipalName

TWTEHFEE«NTLm”;”'rMJ
: svcd_adfs$
:+ §-1-5-21-3926268688-377505223U4-3212022168-1107

: CN=svcd_adfs,CN=Managed Service Accounts, DC=contoso,DC=com

True
1

: CN=svc_adfs,CN=Users, DC=contoso,DC=com

svced_adfs

: msDS-DelegatedManagedServiceAccount
: PaB8b93cb-UBed-UblT7-albc—-70b9UdBc3Ubd

D202 =Computers,DC=contoso,



Delegated Managed Service Account

& Administrator: Windows Powe X

PS C:\> Complete-ADServiceAccountMigration sved_adfs °
>> (Get-ADUser svc_adfs).DistinguishedName



Complete-ADServiceAccountMigration

= The service account is removed from Generic Read to all properties on the dMSA

= The service account is removed from Write property on the msDS-GroupMSAMembership attribute
= msDS-DelegatedMSAState is set to 2

= The Service Principal Names (SPN) are copied over from the service account to the dMSA account

= msDS-AllowedToDelegateTo is copied over if applicable

= msDS-AllowedToActOnBehalfOfOtherldentity the security descriptor is copied over if applicable

= The assigned AuthN policy, msDS-AssignedAuthnPolicy, of the service account are copied over

= dMSA is added to any AuthN policy silos that the service account was a member of

= The trusted "Auth for Delegation" User Account Control (UAC) bit is copied over if it was set on the
service account

= msDS-SupersededServiceAccountState is set to 2
= The service account is disabled via the UAC disable bit
= The SPN are removed from the account



Delegated Managed Service Account

' 2 Administrator: Windows Powe X 0O %

PS C:\> Get-ADServiceAccount svcd_adfs PrincipalsAllowedToRetrieveManagedPassword
msDS5-ManagedAccountPrecededBylLink msDS5-DelegatedMSAState, ServicePrincipalNames

DistinguishedName : CN=svcd_adfs,CN=Managed Service Accounts,K DC=contoso,DC=com
Enabled : True

msDS-DelegatedMSAState k2

msDS-ManagedAccountPrecededByLink : CN=svc_adfs,CN=Users, DC=contoso,DC=com

Name : sved_adfs

ObjectClass : msDS-DelegatedManagedServiceAccount

ObjectGUID : Pa8b93cO-UPed-U617-abbc-T70b9UdOc3Ubd
PrincipalsAllowedToRetrieveManagedPassword : {CN=AD2025-SRV,CN=Computers,h DC=contoso,DC=com}
SamAccountName : sved_adfs$

ServicePrincipalNames : {host/login.contoso.com, http/login.}

SID : §5-1-5-21-3926268688-3775052234-3212022168-1167
UserPrincipalName -




Delegated Managed Service Account

svc_adfs Properties ? X

Published Certificates Member Of Password Replication Dialin  Object

Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor
General  Address Account  Profle  Telephones  Organization

User logon name:
| v
User logon name (pre-Windows 2000):
CONTOSO\ svc_adfs
Logon Hours... LogOn To...
() Unlock account
Account options:

(C) Store password using reversible encryption
@ Accourt is disabled
(C) Smart card is required for interactive logon

Mia

T R B A R R T |




o |
[ |
l

7

Delegated Managed Service Account

Serveie Account [SA)

Q
i

- |

Machine Identity CINTSA Syprmemstiras

25—

KDC (AS+TGS)

Supersade/Disabled

9,

e

: 0
@ *‘:ﬁ‘ﬂ‘- sﬂflﬂu‘r
£ “’tﬂ} d

a owshA TaT Reques

® .2
A -

€ 755 Request for Service

£

L l:_}‘l

Machine Identity
&=

[hA5a Tickots

L~
IS
e
LSAISO

T




Delegated Managed Service Account

View Help

o @ EHGC=|HEE

> B 1l

AW A\ ctive Directory Federation Services
G ActiveX Installer (AxinstSV)

G App Readiness

£ Application Identity

E{ Application Information

SJ Application Layer Gateway Service

& Application Management

. AppX Deployment Service (AppXS...
.,‘.'.(' Auto Time Zone Updater

Log On As
CONTOSO
Local System
Local System
Local Service
Local System
Local Service
Local System
Local System

Local Service

1 | -

svcd_adfs$

Status

Running

Running

Running

Startup Type

Automatic (Delayed Start)

Manual

Manual

Manual (Trigger Start)
Manual (Trigger Start)
Manual

Manual

Manual (Trigger Start)
Disabled




Delegated Managed Service Account

‘B Microsoft.|dentityServer.ServiceHost.exe:4220 Properties — O X

Image Performance Performance Graph Disk and Network GPU Graph Services
Threads TCP/IP Security Environment .NET Assemblies .NET Performance Strings

SID: 5-1-5-21-3926268688-3775052234-3212022108-1107
Session: 0 Logon Session: 19fa5d
Virtualized: No  Protected: No

~

Q User: CONTOSO\sved_adfs$s

Group Hags
BUILTIN\Users Mandatory
CONSOLE LOGON Mandatory
CONTOSO\Domain Computers Mandatory
CONTOSO\Domain Users Mandatory
CONTOSO\svc_adfs Mandatory
Everyone Mandatory
LOCAL Mandatory
Mandatory Label\High Mandatory Level Integrity
NT AUTHORITY\Authenticated Users Mandatory
NT AUTHORITY\LogonSessionld_0_1702480 Owner
NT AUTHORITYASERVICE Mandatory
NT AUTHORITY\This Organization Mandatory

NT SERVICE\adfssrv Owner




Delegated Managed Service Account

a. 0 D Service Unavailable X I - E <
&~ O (3) https://login.contoso.com/adfs/Is/idpinitiatedsignon  AY {7 = B g - o

Service Unavailable

HTTP Error 503. The service 1s unavailable.




Kerberos AES SHA256 and SHA384 Support

Network security: Configure encryption types allowed for... ? X

Security Policy Setting Explain
;? Network security: Configure encryption types allowed for Kerberos

@ Define these policy settings

RC4_HMAC_MD5

AES128_HMAC_SHA1
AES256_HMAC_SHA1
Future encryption types

a|cr




Kerberos AES SHA256 and SHA384 Support

PS C:\> (Get—ADReplAccount john localhost).SupplementalCredentials.KerberosNew.Credentials

AES256_CTS_HMAC_SHA384_192
Key: c72a3uU3bef686e68b0a22378790cfclll2alcbfef9a9u8e93dbe7Uub92eecdabd
Iterations: UE96

AES128_CTS_HMAC_SHA256_128
Key: 5017568Lae022bfUc34656293277dal6
Iterations: 4096

AES256_CTS_HMAC_SHA1_96
Key: 3clO@ebb8bbdcc598U+76b383albe5a01768310Ua6e7bU55830ac8780bfbdou3d
Iterations: 4096

AES128_CTS_HMAC_SHA1_96
Key: 8Uaeldebcb1926532cd75282af38uU3fuUd
Iterations: 4096

RCU_HMAC_NT
Key: 92937945b51881u43U41de3f726500dUff
Iterations: 4096




LDAP Support for TLS 1.3 (Backported to WS2022)

num—-ciph
[ https

ECDHE

2 RS I-_IFJI TH =5 g

[ pre ference

1S :
5it black eiphe

host up) scanned in 1.2U seconds




LDAP Signing Enforced and CBT Enabled by Default

Policy B Policy Setting
.« Domain controller: Allow computer account re-use during domain join Not Defined
.« Domain controller: Allow server operators to schedule tasks Not Defined
.4, Domain controller: Allow vulnerable Netlogon secure channel connections Not Defined
., Domain controller: LDAP server channel binding token requirements Not Defined
., Domain controller: LDAP server signing requirements Not Defined

| Domain controller: LDAP server signing requirements Enforcement Not Defined
., Domain controller: Refuse machine account password changes Not Defined
.4/ Domain controller: Refuse setting default machine account password Not Defined




LDAP Channel Binding Audit Support (WS 2019+)

Domain controller: Allow computer account re-use during domain join 0:BAG:BAD:(A=RC::BA)
.« Domain controller: Allow server operators to schedule tasks Not Defined
. Domain controller: Allow vulnerable Netlogon secure channel connections Not Defined

B Domain controller: LDAP server channel binding token requirements

Domain controller: LDAP server signing requirements Require signing
| Domain controller: LDAP server signing requirements Enforcement Not Defined
. Domain controller: Refuse machine account password changes Not Defined

. Domain controller: Refuse setting default machine account password Not Defined

= Event 3074: The following client performed an LDAP bind over SSL/TLS
and would have failed the channel binding token validation if the
directory server was configured to enforce validation of Channel Binding
Tokens.

= Event 3075: The following client performed an LDAP bind over SSL/TLS
and did not provide Channel Binding Information. When this directory
server is configured to enforce validation of Channel Binding Tokens, this
bind operation will be rejected.



LDAP Client Encryption by Default (SASL)

!ﬁ" Idap//AD2025-DC.contoso.com/DC=contoso. DC=con

Connection Browse View Options Utilities Help

id = idap_open(™, 389);

Established connection to .

Retrieving base DSA information...

Getting 1 entries:

Dn: (RootDSE)
configurationNamingContext: CN=Configur
rurranfTima: 2282024 9 15-30 PM Centra

Bind X 1DC=cq
2.com;
( WINZ
User: 5 )
PHESI”DFdI 51CN=A
i };
Domain:
Bind type
© Bind as currently logged on user 2025-d
(") Bind with credentials C=com
QS' e bind itoso, D
ia,CN=(
OAdvanced (DIGEST) Servers
) te,CN=
B8 Encrypt traffic after bind i

A

— ) 1.2.8
gvanced Cancel 558 1.4

I r.Zoeu. Traooo. r.s.081 = | uiIKSYNC
4 D DN 4423 EEE 4 4 ATA fODESn ™




Confidential Attributes Require Encryption

2 Administrator: Windows Powt X T v

PS C:\> Get-ADObject { objectClass searchFlags 128 }
>> (Get-ADRootDSE) .SchemaNamingContext LdapDisplayName |
Format-Wide LdapDisplayName

msFVE-RecoveryPassword
msTPM-OwnerInformation
msPKIRoamingTimeStamp
msPKIAccountCredentials
msTPM-OwnerInformationTemp
msKds-KDFParam
msKds-SecretAgreementParam
msKds-PrivateKeylLength
msKds-Version
msKds-UseStartTime
msDS-TransformationRulesCompiled
msLAPS-Password
msLAPS-EncryptedPasswordHistory

msLAPS-EncryptedDSRMPasswordHistory

msFVE-KeyPackage
msPKI-CredentialRoamingTokens
msPKIDPAPIMasterkKeys
unixUserPassword
msKds—-KDFAlgorithmID
msKds-SecretAgreementAlgorithmID
msKds-PublicKeylLength
msKds—-RootKeyData
msKds-DomainID
msKds—-CreateTime
msDS-IssuerCertificates
msLAPS~-EncryptedPassword
msLAPS-EncryptedDSRMPassword
msLAPS-CurrentPasswordVersion




LAN Manager GPO Setting Removed

Network security: Do not store LAN Manager hash valueo... 7 X

Local Security Setting  Explain

Network securty: Do not store LAN Manager hash value on next
> password change

(@) Enabled
(O Disabled

oK Cancel Apply




Kerberos PKINIT Support for Cryptographic Agility

Currently supported algorithms:
- SHA1, SHAZ2
— RSA
— ECC (P-256 / P-384 / P-521)



Enforce SMB Encryption on Clients

| ® Require Encryption

0O X
E Faqie Encrypéion Previous Setting
Y Lol Group Palicy Edite | Comment
| {2 Net Configured a
File' Action Wiew
P | © Enabled
o 2im s Hem ¥ S v
A— - I () Disabled
A Local Computer Policy Setting SUPPOEd O 4 |oaet Windows Server 2027 Windaows 11
v #& Computer Canfiguration 1] Block NTLM (LM, NTLM, NTUMv2)
> & ::jmm 5;:;"95 i-| Biock NTLM Server Exception List
* B2 chows H 3
v m'nistmthe?!ﬁphms S o Hptiars EAsigs
'I' R 1&2| Dvsable SMB compression
= Desktop 3] (155 Gy ensprestion by dubult This policy controls whether the SME dient il require -
w B H (&2 Handle Caching on Continuous Avail encryplion,
| &) Enable insecure guest logons
= T &5 g 3 ; ’ ! ;
. :::kngdlr.uund Intelligent Transfer Service 3 Enable: ciliiats I you enable this policy setting, the SMB dient will require the
) Directhccess Clent Experience Settings | || 221 OFfine Files Availaiity on Continuous AT W oo SO A0 Sy i
1 DNS Client E] Mandate the maifmiim werdon of S8 If you disable or do not configure this policy setting, the SMB
 Fonts i Mandate the minimaam version of SWB

| Hotspot Authentication

AL Sar e

) Network Cannectivity Status tndicator
| Metwork lselation

1 Metwerk Provider

= OMHline Files

I.

[ e Ererytion |

12 setting(s)

3

\ Extended ), Standard /

client will not require encryption. However, SMB encrypbion may
4till b required: see notes beliow,

MNote: This policy is combined with per-share. per-server, and per
mapped drive connection properties, through which ShB
encryphicn may be required. The SMB senver must support and
enable SMB encryption, For example, should this policy be
disabled (or not configured), the SME dient may still perform
encryplion if an SMEB server share has required encryption.

Important: SMB encryption requires SMEB 3.0 of later

0 ¢ Cancal Apply




Enforce SMB Encryption on Clients

() B¥ Administrator: Windows Powt X T |

PS C:\> Get-SmbClientConfiguration | Format-List

AuditServerDoesNotSupportSigning : False
EnableSecuritySignature : True
RequireSecuritySignature : False
AuditServerDoesNotSupportEncryption : False
EncryptionCiphers : AES_128_GCM, AES_128_CCM, AES_256_GCM, AES_256_CCM
ForceSMBEncryptionOverQuic : False
RequireEncryption : False




SMB Client Signing Enabled by Default

SMB signing is now required by default for all SMB outbound
connections where previously it was only required when connecting
to shares named SYSVOL and NETLOGON on AD domain controllers.

Microsoft network client: Digitally sign communications (... ? X

Local Security Setting  Explain

'i' Microsoft network client: Digitally sign communications (always)

() Enabled
© Disabled
Modifying this setting may affect compatibility with clients, services,
A and applications.

For more information, see Microsoft network client: Digitally sian
communications (always). (Q823659)




SMB Dialect Management

! Local Group Policy Editor = O X
File Action View Help

o= 25 = HE 7T

v Computer Configuration _
» || Software Settings : )
i . Mandate the minimum version of Setting
» L Windows Settings SMB =
v | Administrative Templates (2] Black NTLM (LM, NTLM, NTLMv2)
» (2] Control Panel Edit policy setting ‘—:' CipHief suite oidler
| Desktop || Disable SMB compression
~ || Network Requirements: 2] Use SMB compression by default
" Background Intelligent Trar | || At least Windows Server 2022, 2] Handle Caching on Continuous Availability Shares
— Windows 11 - ;
| BranchCache |iz] Enable insecure guest logons
3 DirectAccess Client Experier Description: 5 Offline Files Availability on Continuous Availability Shares
| DNS Client This policy controls the minimum |iz] Mandate the maximum version of SMB
| Fonts version of SMB protocol R i iaraata tha min i daseian
| Hotspot Authentication . .
= 1, Cari Note: This group paolicy does not
— e o : prevent use of SMB 1 if that
:-l Lanman Workstation component is still installed and
| Link-Layer Topology Discov enabled.
> | Microsoft Peer-to-Peer Met
> | Network Connections
| Network Connectivity Statu
. Network Isolation
| Network Provider
D —————— \Ex‘lended /{Standard;
9 setting(s)



SMB Dialect Management

B Mandate the minimum version of SMB O hod
m Mandate the minimum version of SMB Dumufie Sabting
) Not Configureg ~ Comment: a
© Enabled
{7) Disabled b
Supported an: At least Windows Server 2022, Windows 11 A
v
Options: Help:
Selact SMB version: This palicy cantrals the minimum version of SME protocol -
Version:  SMB 202 o Mote: This group pelicy does not prevent use of SME 1 if that
SMB 202 companent is still installed and enabled,
SMB 210
SMEB 300
SMB 302
v

! oK Cancel Apply



SMB Dialect Management

2 Administrator: Windows Powe X -+ |

PS C:\> Set-SmbClientConfiguration SMB311
PS C:\> Set-SmbServerConfiguration SMB31

None SMB202 SMB21© SMB300 SMB302 Fyl:x3ei




SMB Dialect Management
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SMB Client NTLM Authentication Blocking

| Local Group Policy Editor = O X

File Action WView Help

v Computer Configuration ::__i M ; \r» }__a B= -
_-; Saftimre Setiegs Block NTLM {IM_ NTLM h;T[Mvzj Setting
> Ll Windows Settings ’ ' .
T i
_ idnzzs::: I::,-:Emplates Belit byt ipher suite order
| Desktop Requirements: :if| Disable SMB compression
~ | Network At least Windows Server 2022, iz| Use SMB compression by default
| Background Intelligent Trar Windows 11 2| Handle Caching on Continuous Availability Shares
| BranchCache Déseiitior iiz| Enable insecure guest logons
= . scription:
- DirectAccess Client Experier This policy controls if the SMB client =] Offline Files Availability on Continuous Availability Shares
|| DNS Client will block NTLM for remote | Mandate the maximum version of SMB
_| Fonts connection authentication. iz Mandate the minimum version of SMB

| Hotspot Authentication i —_— P
< you enable this policy setting, the

— SMB client won't use NTLM for

- lanman Warkstation remote connection authentication.
| Link-Layer Topology Discov
3 || Microsoft Peer-to-Peer Net If you disable or do not configure this
5 8 Metwork Connsctions policy setting, the SMB client can still
use NTLM.

Network Connectivity Statu
Network [solation

Metwark Provider

Offline Files

e g [E2

Extended j( Standard _/

9 settinal(s)



SMB Client NTLM Authentication

_'_-' Local Gioip Pralicy Editor

F_I‘Iv-ll:ﬁun‘-"lmHnlp
o Am @ Hm T

W Local Computer Poicy Setting State
~ #% Computer Canfiguration 2] Block NTLM (LM, NTLM, NTLMu2) Enabled
3 _‘1‘ Software Settings Enabled
* U Windows Settings
w [ Administrative Tempilates 4 2 it oarhgtiond
» [ Conteol Panel o Disitie shit,
2 Deskios & imurem-m_
w O Motwark :| Use SMB co ey glock NTLM Server Exception List
| Background Intalkgent Transter § Handly Cacty
BranchCacha
DirectAccess Client Experience Se 1
T DMNS CHent (2 Offline Files |
| Fants 2] Mandate the
Hatspot Authentication [£2] Mandate the ) Drabled
— Lanman Servor {£1] Require Enu1 At least Windows Server 2025, Windows 11
Link-Layer Topalogy Discovery
| Network Connections Options Help:
! Network Connectivity Status Indi
- Netwark halation Block NTLM Server Exeeption List Thits policy selting determines if NTUM could be used o access to
| Network Provider specified servers,
| Dffling Files APPSry ] LONLCseOmm
LHiTiRR 1§ pou enable this palicy setting (vaild only if the Block NTLM (LM,
NTLM, NTLMZ) policy is enabledl NTLM could be used to access
servers speafied. Flease enter the desired servers {DNS name, 1P
adidress or NetBIOS namein the odit box, ona sérver name por
limea,

& Block MTLM Server Excoption List

If pou disable or do not configure this policy setting, the NTLM
access 1o sarvers wil be determined by other settings.




SMB Authentication Rate Limiter

() B Administrator: Windows Powt X + | &

PS C:\> (Get-SmbServerConfiguration).InvalidAuthenticationDelayTimeInMs

2000
PS C:\> |




SMB Alternative Ports

Default Port

SMB over NetBIOS TCP/139
SMP over IP TCP/445
SMB over QUIC UDP/443
SMB Direct (RDMA) TCP/5445



SMB Alternative Ports

&  Administrator: Windows Pown X + w

PS C:\> New-SmbServerAlternativePort Default

TransportType Port Instances

1775 Default




SMB Alternative Ports

2L Administrator: Windows Powy X 4+ v

C:\> New-SmbMapping G "
\\ad2025-srv.contoso.com\data °
4ys ¢
2u4s
3445

©r. Administrator: Command Pro X 5 | o

C:\>NET USE \\ad2025-srv.contoso.com\data /TCPPORT:1445 /QUICPORT :24u5 /RDMAPORT:3MHH




SMB Alternative Ports

__'r Local Group Policy Editor
File Action View Help

e 2@ = HBm v

i/ Local Computer Policy
~ & Computer Configuration
» [ Software Settings
» [ Windows Settings
~ | Administrative Templates
» [ Control Panel
] Desktop
v [ Network
| Background Intelligent Transfer ¢
“| BranchCache
DirectAccess Client Experience Se
~| DNS Client
Fonts
] Hotspot Authentication

Link-Layer Topalogy Discevery
_':] Metwork Connections
| Network Connectivity Status Indi
| Network Isclation
1 Network Provider
| Offline Files

<) Block NTLM (LM, NTLM, NTLMy2)

Block NTLM Server Exception List
Cipher suite order

Enable Alternative Ports

State
Mot configured
Not configured
Mot configured
Not configured
Mot configured

T - D = =
5‘ Enable Alternative Ports

. Enable Alternative Ports

() Mot Configured ~ Comment:

() Enabled

© Disabled

Previous Setting Next Setting

Supported O ¢ jeact Windows Server 2025, Windows 11

Help:

This policy controls whether the SMB dient will enable or disable
alternative ports.

If you disable this policy setting, alternative ports will not be used
by the SMB dlient.

If you do not configure this policy setting, altermnative ports may
be used by the SMB client,




File Action View Help

e nm = Hm

WP Windows Defender Firewall witl
K Inbound Rules
EY Outbound Rules
M Connection Security Rules
> % Monitoring

& Windows Defender Firewall with Advanced Security

File and Printer Sharing (Restrictive) FW Rules

[

—
Inbound Rules
Mame Group B Profile Enabled
File and Printer Sharing (Echo Request - ICMPrvd-In) File and Printer Sharing Private.. No
File and Printer Sharing (Eche Request - ICMPyd-in) File and Printer Sharing Demain  Ne
File and Printer Sharing (Echo Request - ICMPyb-in} File and Printer Sharing Domain  No
File and Printer Shaning (Eche Request - ICMPyE-1n) File and Prnter Shaning Prvate.. Mo
File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Al MNo
File and Printer Sharing (ME-Datagram-In) File and Printer Sharing Private.. No
File and Printer Sharing (MB-Datagram-in) Fite and Printer Shanng Domain  No
File and Printer Sharing (NB-Name-in) File and Printer Sharing Domain  No
File and Printer Sharing (N8-Mame=In) File and Printer Shanng Private.. No
File and Printer Sharing (NEB-Session-in) File and Printer Sharing Private.. No
File and Printer Sharing (MB-5ession-In} File and Printer Sharing Domain  No
File and Printer Sharing (SME-[n) File and Printer Shanng Private.. No
File and Printer Sharing {SMEB-In) File and Printer Sharing Domain Mo
File and Printer Sharing (Spooler Service - RPC) File and Printer Sharing Demain  No
File and Printes Sharing (Spocler Service - RPC) File and Printer Sharing Private.. No
Fite and Printer Sharing (Spooler Service - RPC-EPMAP) File and Printer Sharing Domain  Ne
File and Printer Sharing (Spoocler Service - RPC-EPMAR) File and Printer Sharing Private.. No
File and Printer Sharing (Restrictive] (Echo Request - ICMPywd-In) File and Printer Sharing (Restrictive) Private e
File and Printer Sharing (Restrictive) (Echo Request - ICMPyd-ln) File and Printer Sharing (Restrictive) | Public Ne
@ File and Printer Sharing (Restrictive) (Echo Request - ICMPvd-In) File and Printer Sharing (Restrictive) | Domain  Yes
@ File and Printer Sharing (Restrictive) (Echo Request - ICMPvE-In) File and Printer Shaning (Restrictive) | Domain  Yes
File and Printer Shaning (Restrictive) {Echo Request - ICMPyE-In) File and Printer Sharing (Restrictive) | Public Ne
File and Printer Shanng (Restrictive) (Eche Request - ICMPyvi-In) File and Printer Shanng (Restrictive) | Private  No
File and Printer Sharing (Restrictive) (LLMMNR-UDP-In} File and Printer Sharing (Restrictrve) | Private Ne
@ File and Printer Sharing (Restrictive) (LLMNR-UDP-in) File and Printer Shanng (Restrictive) | Domain  Yes
File and Printer Sharing (Restrictive) (LLMNR-UDP-In} File and Printer Sharing (Restrictive] | Public No
@ File and Printer Sharing (Restrictive) (SMB-In} File and Printer Sharing (Restrictrve) | Domain  Yes
File and Printer Sharing (Restrictrve) {SMB-In) File and Printer Shanng {Restrictive) | Private  No
File and Printer Sharing (Restrictive) {SMB-In} File and Printer Sharing {Restrictive) | Public No
File and Printer Sharing (Restrictive) {Spooler Service - RPC) File and Printer Sharing (Restrictive) | Public No
@ File and Printer Sharing (Restrictive) {Spooler Service - RPC) File and Printer Sharing (Restrictive) | Domain s
File and Printer Sharing (Restrictive) {Spooler Senvice - RPC) File and Printer Shaning (Restrictive] | Private Nao
File and Printer Sharing (Restrictive) (Spocler Service - RPC-EPMAP) File and Printer Sharing (Restrictive) | Private Mo
File and Printer Sharing (Restrictive) (Spoocler Service - RPC-EPMAR) File and Printer Sharing (Restrictive) | Public Nao
@ File and Printer Sharing (Restrictive) (Spocler Service - RPC-EPMAP) File and Printer Sharing (Restrictive) | Domain  Yes
" File and Printer Shanng cver SRAELrect (1WARP-TA] File and Printer Shanng over SBDT.  All No
iSCSI Service (TCP-In} iSCSE Service Domain  No

Actions

hew Rule...
Filter by Profile
Filter by State

44 4B

Filter by Group

View
Refresh
Export List...
Help

Bim

- v w ¥




Legacy SAM RPC Password Change Behavior

Remotely blocked RPC calls (DES-ECB-LM):
= SamrChangePasswordUser

= SamrOemChangePasswordUser2

= SamrUnicodeChangePasswordUser?2

Members of the Protected Users group:
= SamrUnicodeChangePasswordUser4



Legacy SAM RPC Password Change Behavior

) Not Configured Comment:
© Enabled

(") Disabled
Supported on:

m Configure SAM change password RPC methods policy

Previous Setting

Dptions:

Help:

Options for Sam password change RPC method policy:

Allow strong encryption change password RPC methog

This policy enables an administrator to configure the remote
usage of change user password RPC methods in security account
managen SAM).

Bleck all change password RPC methods

Allow all change password RPC methods

e policy 15 enabled, following options are supported:

change password RPC methods: block remote usage of

all the security account manager{5AM) change password RPC
methods.

Allow strong encryption change password RPC method: allow
remote use of the change password RPC method which uses
strong encryption and blacks remote use of weak encryption
methods.

Allow all change password RPC methods; allows remote usage of
all the change password RPC methods irrespetive of the
encryption.

Default policy: 1. Domain member cornputers - block all change
password RPC methods.




Legacy SAM RPC Password Change Behavior

& Administrator: Windows Pown X -+ o~

PS C:\> Set-SamAccountPasswordHash john °

P CONTOSO °
> contoso-dc '
i 92937945b518814341de3f726500duff

SamrSetinformationUser(SAMPR_USER INTERNAL1 _INFORMATION)



DC Locator NetBIOS Deprecation

Cache Forest Trusts Sessions NETBIOS

Cached All Domains in TLNs for all Sign in sessions Netbios based
information from current forest trusting forest on the client discovery.
a previous trusts and machine

lookup external trusts




DC Locator NetBIOS Deprecation

W L | o'l o Tt _ TR il e bt prirtes Syrhm e Logom SR ]
'i Film  Achion View Favorites Window Help - N

an Am < BT

Internet Commmunication Managem || catting Tlate Action
- "':‘:;' i Use DMS name resclution with a singhe-label domain name instead .. Not conbigured | DCisctor. &
e i Ure suiomated site covensge by the DC Locater DNS SRY Records Met configured Morg. B
- Ie-"ﬂ:lf:‘;!-'l-ﬁ. el £ Do not use NetBiDS-based ducowvery lor domain controller locatio. Mot configured
. L ! | B Block NetBIOS- based discoesny for doman controller laastion ! Net configured _mm_ =
: I
B Local Sacurity Mutheirity (i) Specity DO Locotor DN S records nod registered by the DCs Mot confgured Y — *
. Lovends Sarvices | Spee I Block NetBIOS-based discovery lor domaln controller location
Logon i) Le . _ S
3 Mitigation Ostiont E 1[5 Block NetBIOS- based discovery for doman controlier iccation Previoun Sesting Maxt Setting
~ Ket Logtn £5| Forc e
- DC Locator ONS Records Soee O Mot Configured  Comment =
015 Polices i Dot
Pil Complexty = St b () Emabled
Povwer Manasgemant i e
iy f s () Disabled <
' Bxtend Supparted on =
v
Hadpe
This pobicy satting allows you te control whther dormain -
oontroller () location algarithm uses NetBIOS based discovery
for damain controlier location
It you enable or do not configure this palicy setting, the DC
location ﬂlgnrlll!rn will nover use NetRiCS- bated discovery, This iz |
the default behawior,
I yous dizable this policy setting, the DT locatsan algorithes may
use NetBaOS5- based dsooweny when necessany, The firnal behanior
i furthor govemed by tha AvoidFallbackMethiosDiscovery witing, |
Mot BICS- based discovery |s considered wunsecure, has manmy
limitations, and will be deprecated in o future release. For these
roasons, MetBIO0S-based discovery is not recommendad, See
httpeiakame/dolooatomathindeprecation for mare information |
v

oK Cancel




DC Locator NetBIOS Deprecation

Mappings Sessions

Cached All Domains in TLNs for all Administrator- All domain Sign in sessions
information from current forest trusting forest configured mappings from on the client
a previous trusts and domain name trust scanner machine

lookup external trusts mappings



DC Locator NetBIOS Deprecation

o=

-
B File  Action
s nn

| Console Root

v g Actrve Directory Domains an |

View Favortes Window Help
E= HIm
Mame Type

Thare are no items to show in this view.

contosc.com Properties 1 »

Genaral Trsts| DC Locator mappngs | Managed By

Configum doman nams mappngs 1o allow dents 1o locate DCs using
Nethos doman names

hathbas somain nema

| DNS darman nams
Faliviam. aom
tadspteys. com

[ETE R
imispaniays

Mare e P




Deprecation of WINS and Remote Mailslots

B C:\WINNT\system32\cmd.exe

C:xrnet send 2588-LY8HAMF1L Hello boss. how are vou? Shall we go to the bhar?
The message was successfully sent to 2500-LYBHRMF1.

x|

Message From 2500-L78HXMFL to 2500-L78H<MFL on 3/12/2008 5:30:16 PM

Hello boss, how are you? Shall we go to the bary

5] 4

Set-SmbClientConfiguration -EnableMailslots $true



Replication Priority Order

AD now allows administrators to increase the system calculated

replication priority with a particular replication partner for a particular
naming context. This feature allows more flexibility in configuring the
replication order to address specific scenarios.



DC Locator Performance Counters

Add Counters

l Available counters Added counters

Select counters from computer:

Counter Parent Inst... Computer
<Local computer = w Browse...

DC Locator (Client) v
DC Locator (DC) ~

Pings: Active Mailslot Pings

Pings: Active UDP LDAP Pings

Pings: Average Mailslot Ping Latency (secs)

Pings: Average UDP LDAP Ping Latency (secs)

Pings: Mailslot Pings Receivedsec

Pings: UDF LDAP Pings Received/sec

Instances of selected object:

Total
<Al instances =

bW = O

| ~ Search

Add == Femove <<

[ 5how description

Cance



LSA Lookups Performance Counters

Add Counters >
l Available counters Added counters
Select counters from computer:
Counter Parent Inst... Computer
<Local computer = - Browse. ..
L5A Lookups ~
LegicalDisk A
L5A Lookups A

Isolated Mames Inbound Reguests/sec

Isolated Mames Cutbound Reguestssec
Mame/SID cache entries added/sec
Mame/SID cache entries purgedfsec
MamefSID Cache Size(Max Entries)
Mames Cache & Full

KMlamae Carka B Hit

Instances of selected object:

Search

[ Show description Cancel




LDAP Client Performance Counters (WS2022 +)

Add Counters

l Available counters Added counters

Select counters from computer:

Counter Parent Inst... Computer
<Local computer = w Browse...

Ldap Client A
Binds: Digest Binds/sec
Binds: Megotiate Binds/sec
Binds: MTLM Binds/sec
Binds: Simple Binds/sec
Binds: Total Binds/sec
Connections: Mew Connectionsfsec
Connections: Mew TCP Connections/sec
Connections: Mew TLS Connectionssec

Instances of selected object:

Total
<Al instances =

bW = O

| ~ Search

Add == Femove <<

[ 5how description

Cance



Summary: New AD and Security Features

» Delegated managed service accounts (dMSAs)

= LDAP, SMB, and Kerberos security improvements

= Slow deprecation of NetBIOS, NTLM, and SAM RPC
= Increased scalability

= Supportability improvements
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BT Microsoft
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Faollow these steps to download Windows Server Insider Preview builds:

Select an entry from the dropdown below, and click Confirm. Download the image

We encourage you 1o visit the Windows Server insiders forum on Microsoft Tech Communities 1o
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Windows Insiders for Business home page
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i Problem

dMSA migration incompatible with ADFS

| tried the migration from a standard user account to a delegated managed service account
(dMSA) with the Active Directory Federation Services (ADFS) component on W52025 Insider
Preview build 26063.1. After the migration. the service does not work properly, with many...
Submitted by me
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