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Is Active Directory Dead?



Active Directory Management Tools
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Configuring Managed Service Accounts



Domain Controller Firewall Outbound Rules



Endpoint Management



Endpoint Management



User State Roaming

▪ Roaming Profiles

▪ Folder Redirection (AppData\Roaming)

▪ Work Folders

▪ User State Migration Tool (USMT)

▪ User Experience Virtualization (UE-V in Windows 10 1607 )

▪ Edge Profile Sync (Hybrid Identity)



New AD Features in Windows Server 2019



New AD Features in Windows Server 2022



Active Directory Domain Functional Levels

▪ Windows Server 2016

▪ Windows Server 2012 R2

▪ Windows Server 2012

▪ Windows Server 2008 R2

▪ Windows Server 2008

▪ Windows Server 2003

▪ Windows 2000 Server Native

▪ Windows 2000 Server Mixed



Active Directory Forest Functional Levels

▪ Windows Server 2016

▪ Windows Server 2012 R2*

▪ Windows Server 2012*

▪ Windows Server 2008 R2

▪ Windows Server 2008*

▪ Windows Server 2003

▪ Windows 2000 Server Native

▪ Windows 2000 Server Mixed 

* No new features



Active Directory Optional Features

Feature OS

Recycle Bin Windows Server 2008 R2

Privileged Access Management Windows Server 2016



Microsoft Identity Manager 2016

Milestone Date

Start Date Sep 28, 2015

Mainstream End Date Jan 12, 2021

Extended End Date (Original) Jan 13, 2026

Extended End Date Jan 9, 2029



AD vs Entra ID New Features



PassKey Support (Cloud Kerberos Trust)



AD Certificate Services Web Enrollment 



Active Directory Federation Services



AD Rights Management Services



Active Directory Is Not Dead 



Windows Server Insiders Preview 



#ADIsNotDead



New Functional Levels



Schema Updates



32k Database Page Size Optional Feature

ms-Mcs-AdmPwdHistory

Image Source: https://www.azure365pro.com/the-maximum-size-of-an-object-has-been-exceeded/
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NUMA Support (Backported to WS2022)



Delegated Managed Service Account



Delegated Managed Service Account

▪ Uses Credential Guard (CG) to bind machine authentication

▪ Supports migration from existing standard service account

▪ Unconstrained delegation does not work with CG



Delegated Managed Service Account
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Delegated Managed Service Account



Start-ADServiceAccountMigration

▪ The service account is granted Generic Read to all properties on the dMSA

▪ The service account is granted Write property to msDS-groupMSAMembership

▪ msDS-DelegatedMSAState is changed to 1

▪ msDS-ManagedAccountPrecededByLink is set to the service account

▪ msDS-SupersededAccountState is changed to 1

▪ msDS-SupersededManagedServiceAccountLink is set to the dMSA



Delegated Managed Service Account
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Delegated Managed Service Account



Complete-ADServiceAccountMigration

▪ The service account is removed from Generic Read to all properties on the dMSA

▪ The service account is removed from Write property on the msDS-GroupMSAMembership attribute

▪ msDS-DelegatedMSAState is set to 2

▪ The Service Principal Names (SPN) are copied over from the service account to the dMSA account

▪ msDS-AllowedToDelegateTo is copied over if applicable

▪ msDS-AllowedToActOnBehalfOfOtherIdentity the security descriptor is copied over if applicable

▪ The assigned AuthN policy, msDS-AssignedAuthnPolicy, of the service account are copied over

▪ dMSA is added to any AuthN policy silos that the service account was a member of

▪ The trusted "Auth for Delegation" User Account Control (UAC) bit is copied over if it was set on the 
service account

▪ msDS-SupersededServiceAccountState is set to 2

▪ The service account is disabled via the UAC disable bit

▪ The SPN are removed from the account



Delegated Managed Service Account
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Delegated Managed Service Account



Kerberos AES SHA256 and SHA384 Support



Kerberos AES SHA256 and SHA384 Support



LDAP Support for TLS 1.3 (Backported to WS2022)



LDAP Signing Enforced and CBT Enabled by Default



LDAP Channel Binding Audit Support (WS 2019+)

▪ Event 3074: The following client performed an LDAP bind over SSL/TLS 
and would have failed the channel binding token validation if the 
directory server was configured to enforce validation of Channel Binding 
Tokens.

▪ Event 3075: The following client performed an LDAP bind over SSL/TLS 
and did not provide Channel Binding Information. When this directory 
server is configured to enforce validation of Channel Binding Tokens, this 
bind operation will be rejected.



LDAP Client Encryption by Default (SASL)



Confidential Attributes Require Encryption



LAN Manager GPO Setting Removed



Kerberos PKINIT Support for Cryptographic Agility

Currently supported algorithms:

− SHA1, SHA2

− RSA

− ECC (P-256 / P-384 / P-521)



Enforce SMB Encryption on Clients



Enforce SMB Encryption on Clients



SMB Client Signing Enabled by Default

SMB signing is now required by default for all SMB outbound 

connections where previously it was only required when connecting 

to shares named SYSVOL and NETLOGON on AD domain controllers.



SMB Dialect Management 
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SMB Dialect Management 



SMB Client NTLM Authentication Blocking



SMB Client NTLM Authentication Blocking



SMB Authentication Rate Limiter



SMB Alternative Ports

Protocol Default Port

SMB over NetBIOS TCP/139

SMP over IP TCP/445

SMB over QUIC UDP/443

SMB Direct (RDMA) TCP/5445



SMB Alternative Ports
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File and Printer Sharing (Restrictive) FW Rules



Legacy SAM RPC Password Change Behavior 

Remotely blocked RPC calls (DES-ECB-LM):

▪ SamrChangePasswordUser

▪ SamrOemChangePasswordUser2

▪ SamrUnicodeChangePasswordUser2

Members of the Protected Users group:

▪ SamrUnicodeChangePasswordUser4



Legacy SAM RPC Password Change Behavior 



Legacy SAM RPC Password Change Behavior 

SamrSetInformationUser(SAMPR_USER_INTERNAL1_INFORMATION)



DC Locator NetBIOS Deprecation
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DC Locator NetBIOS Deprecation



Deprecation of WINS and Remote Mailslots

Set-SmbClientConfiguration -EnableMailslots $true



Replication Priority Order

AD now allows administrators to increase the system calculated 

replication priority with a particular replication partner for a particular 

naming context. This feature allows more flexibility in configuring the 

replication order to address specific scenarios.



DC Locator Performance Counters



LSA Lookups Performance Counters



LDAP Client Performance Counters (WS2022+)



Summary: New AD and Security Features

▪ Delegated managed service accounts (dMSAs)

▪ LDAP, SMB, and Kerberos security improvements

▪ Slow deprecation of NetBIOS, NTLM, and SAM RPC

▪ Increased scalability

▪ Supportability improvements



Grab the ISO



Give Feedback
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