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Osnova — Aplikovani novych
technologii ve Windows 2008 R2 pro
dosazeni bezpe¢ného stavu

o Zabezpeceni Windows infrastruktury - prehled
 Zakladni pojmy, prikazy a nastroje — Brouseni
nozu

« Konfigurace zakladniho nastaveni serveru
pomoci SCW - Security Configuration Wizard

» Pouziti GPO pro zvyseni bezpecénosti a
konfigurace auditu

 Pouziti nastroja pro ,,Compliance
management” — MBSA a SCM




Moznosti zabezpeceni Windows R2

e Service hardening

 Pouzivani Defense-in-Depth pro zvyseni
nezpecnostl

 Pouziti Core serveru

 Pouziti sifrovani - EFS/Bitlocker

e Pouzivani advanced Firewallu/App- Lockeru

e Pouzivani externich nastroja a utilit, zeyména
oro audit




Host H

i Internal Network Network segments, IPsec
kPhysicaI Security ) Guards, locks
Policies, Procedures, & Security documents, user

KAwareness ) education




Pouzivejte posledni service packy a updaty

Pouzivejte Security Configuration Wizard pro skenovani a
implementovani bezp. politiky na serveru

Pouzivejte Group Policy a bezpecnostni Sablony pro hardening serveru

Omezte pristup k servisnim uctam

Omezte pouzivani prava log-on localy

ANk ASEASE ASNHASNHASNH

/

Omezte fyzicky pristup k serverim
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Increase #
of layers
Kernel Drivers
User-mode Drivers




Windows Vista/Server "Longhorn"




Sluzby jsou izolovany v SessionID =0



Dalsi nové typy ucta ve Windows 2008 R2

managed service account — neni nutno
administrovat SPN a je oddélen od doménoveho
uctu, pod kterym bézi sluzba.

virtual account — zjednodusuje password
management a umoznuje sluzbam pristup Kk siti s
uétem pocitace vdoméné



 Credentials se ukladaji do:
HKEY LOCAL_ MACHINE\Security\Cache — Ize
vypnout



Security principals identifikatory
platne pro W2000 <

e domainname\username = downlevel jméno

e username@company.com = User Principal Name (UPN)
jde definovat sufix platny v AD

 Service Principal Name (SPN) = pro kazdou sluzbu -
uklada se do AD do machine object
ServicePrincipalName



Bezpecnostni identifikatory

Kazdy security principal ma jedinec¢ne SID
pridéluje jej lokalni nebo domeéenova autorita
(LSA a DSA)

SID na lokalni stanici je v registrech v
bezpecne casti

SID doménovych Uctl je v objectSid attributu
v AD objektu daného uctu



Utility pro praci s SID

whoami /user /all

User2sid , Sid2user — nejsou potreba
Logonsessions na www.sysinternals.com
getsid (srovnani dvou Ucta na serverech)
newsid /a - nepodporovano Microsoftem




S-1-1-0
S-1-2-0
S-1-3-0
S-1-3-1

Everyone
Interaktivni uzivatelé
Creator Owner
Creator Group



sluzby



SID struktura

Field Example: S-1-5-32-544
Character “S” identifying the S

object as a SID

The revision level of the SID 1

structure (currently always 1)

An identifier for the top-level 5

authority that issued the SID.

(=SECURITY_NT_AUTHORITY)

identifiers for subauthorities, also
known as relative identifiers
(RIDs): “relative”

32
(:
SECURITY_BUILTIN_DOMAIN_RI
D)

544
(= DOMAIN_ALIAS_RID_ADMINS)




Definovani Sub-autority pro sluzby

5 SIDs are issued to log-on sessions to enable permissions to be
granted to any application running in a specific log-on session.
These SIDs have the first sub-authority set to 5, and take the form
S-1-5-5-x-.

6 When a process logs on as a service it gets a special SID in its
token to denote that. This SID has the sub-authority 6, and is always
S-1-5-6.

21 SECURITY_NT_NON_UNIQUE. Denotes user and computer SIDs
that are not guaranteed to be universally unique.

32 SECURITY_BUILTIN_DOMAIN_RID. Denotes built-in SIDs. For
example, the well-known SID for the built-in Administrators group is
S-1-5-32-544.

80 SECURITY_SERVICE_ID BASE RID. Denotes SIDs for services.



Prace s SPN

SPN format je:
<ServiceClass>/<Host>:<Port>/<ServiceName>

setspn —L pocitac  vypise seznam SPNs (-D maze a —A
pridava) zkuste si na napft. na DC

priklad: Ldap/DC1.sales.hewlettpackard.net/SALES

http://www.develop.com/kbrown/security/samples.htm



e SC gprivs jmeno sluzby
Vlypise prava pozadovana pro béh sluzby

sc sdshow jmeénosluzby

psgetsid  SIDsluzby utilita od sysinternals pro zjisténi
jmena sluzby



Pouziti per-service SID pro omezeni
,nenormalni‘ aktivity
» Prikazem sc gsidtype jménosluzby

VypiSete typ sluzby — Restricted, Unrestricted

Moznosti jsou :

None (0x0) sluzba nema per-service SID
Unrestricted (0x1) sluzba ma per-service SID
Restricted (0Ox3) ma SID a write-restricted token

Prikaz sc gsidtype servicename vypise konfiguraci
Prikaz sc sidtype ftpsvc restricted zménikonfiguraci



e What is running
www.woodstone.nu/whats



Ukazka pouziti SCW

 Security Configuration Wizard umozniuje
pripravu a export bezpecnostni konfigurace na
jiny server. Po vygenerovani XML sablony je
nutno zkonvertovat vysledny soubor do
formatu GPO prikazem:

scwemd transform /p:c:\ourSecureDCPolicy.xml
/g:0urSecureDCGPO



us/network/bb545879.aspx

Terminal Services
http://www.microsoft.com/windowsserver2008
/terminal-services/default.mspx



Poziti GPO pro dosazeni bezpecneho
Stavu

Konfigurace bezp. Politiky - priklady
Nasazeni Fine-Grained Password Policies
Pouziti restricted groups

Pouziti bezpecnostnich sablon



= [ Windows Settings
=% Seripts (Startup/Shutdown)
55 Account Polides
Local Policies
-4 EwentLlog
.4 Restricted Groups
|4 System Services
__4 Registry
i File System
zof Wired Network (IEEE 802.3) Polides
| windows Firewall with Advanced Security
| Metwork List Manager Policies
Saff Wireless Metwork (IEEE 802. 11) Policies
" | Public Key Policies
| Software Restriction Policies
| Metwork Access Protection
f& IP Security Policies on Active Directory (woodgrovebank.com)




&

2 Child OU Policy

4 Parent OU Policy

3 Domain Policy

2 Site Policy
1 Local Security Policy




Account policies consist of:

Policies

Password

Default Settings

ax password age: ays
- Min password age: 1 day
- Min password length: 7 characters
= Complex Password: enabled
- Store password using reversible encryption: disabled

Account lockout

= Controls how many incorrect attempts can be made
= Lockout duration: not defined

= Lockout threshold: 0 invalid logon attempts

- Reset account lockout after: not defined

Kerberos

= Subset of the attributes of domain security policy
= Canonly be applied at the domain level




Every computer running Windows 2000 and later has a local
security policy that is part of local Group Policy

In a workgroup, you must configure local security policies to
provide security

Domain policy will override local policies in cases of conflict

You can assign local rights through local Group Policies

JANIGAN AN AN IITANE

Security options control many different aspects of a
computer’s security




Separate wireless policies for Windows XP and Windows Vista

Windows Vista policies contain more options for wireless

IRNSENEEN:

Windows Vista wireless policies can deny access to
wireless networks

802.1x authentication can be configured via Group Policy

ENPEN!

Only Windows Vista and later can receive wired network policies

GPO Wired

Wireless

ireless only




A stateful host-based firewall that allows or blocks network traffic
according to its configuration

v
v
v

Supports filtering for both incoming and outgoing traffic

Used for advanced settings configuration

IPsec protection settings integrated into Windows Firewall

Allows rule configuration for various criteria, such as users, groups, and
TCP and UDP ports

(\_

Provides network location-aware profiles

\_-

Can import or export policies

,Q\_,

Windows Server
2008

Firewall rules control inbound
and outbound traffic




Pouziti Fine-Grained Password politik

* Co to Je Fine-Grained Password politika?

 Jak Je Fine-Grained Password Policies
Implementovana

» Priklad pouziti Fine-Grained Password
politiky




Fine-grained passwords politika umoznuje pouzit vice politik hesel ve stejné doméné

Password changes:

Password changes:
14 days

30 days

 Manager group End user group



‘[/ Password Settings Container a Password Setting objekt

jsou nové tridy objektd ve schématu

v'|PSOs maze byt vytvoren pomoci ADSI Editoru nebo pomoci LDIFDE

v'|PSOs miize byt pouzit pouze pro uzivatele a globalni skupiny

\_ )

Obiekt PSO ma nasleduiici moznosti nastaveni:

e Password policies

= Account lockout policies
e PSO Link
e Precedence

N




Shadow groups can be used to apply a PSO to all users
that do not already share a global group membership

A user or group could have multiple PSOs linked to them
The precedence attribute is used to resolve conflicts
Lower precedence values have higher priority

PSOs linked directly to user objects override PSOs linked
to a user’s global groups

If there are no PSOs, normal domain account policies apply




Group Policy maze kontrolovat ¢lenstvi ve
skupinach:

(= For any group on a local computer, by applying a GPO to the
OU that holds the computer account

e For any group in AD DS, by applying a GPO to the
domain controller

e

il
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4 )
= Politika auditu definuje bezpecnostni udalosti, které jsou hlaseny spravci

= Nastavte politiku auditu pro:
= Uspésné nebo nelspésné udalosti
e Minimize unauthorized use of resources
= Udrzbu logg

e Bezpecnostni udalosti jsou ulozeny v security eventlogu, dostupnému

jenom pro administratora.
N /







e Account Logon
e Account Management
= Directory Service Access

= Directory Service Changes

= Directory Service Replication

e Detailed Directory Service Replication

e Logon

e Object Access

e Policy Change

e Privilege Use

e Process Tracking

e System
N /




Prikazy pro audit

Auditpol /list /category
Auditpol /get /category: ,,account logon*
Auditpol /set /subcategory:

Nastaveni auditu pro uspésné prihlaseni:
Auditpol /set /subcategory:“logon*



Nastroje pro ,,Compliance
management”

Microsoft poskytuje zdarma nasledujici nastroje:
 Security Configuration Wizard

* Microsoft Baseline Security Analyzer

o Security Compliance Manager

 \olné dostupné nastroje na:
cisecurity.org



Dékuji za pozornost..



