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Proc toto tema?

= Windows 10 bude od 14. ledna 2020 jediny pouzitelny client OS*

= S prechodem na Windows 10 se nemeni jen nabidka Start, ale take
spousta zazitych konceptu a pristupu a postupu!

= Spousta firem se zatim nepustila naplno do priprav na prechod k
Windows 10 a v mnoha pripadech plné netusi, kudy se vydat...

* https://support.microsoft.com/cs-cz/help/13853/windows-lifecycle-fact-sheet



https://support.microsoft.com/cs-cz/help/13853/windows-lifecycle-fact-sheet
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Windows 10

Deployment deadline

14. 1. 2020



Common deployment techniques

Wipe & load Feature Update

- Backup data « In-place migration of apps, data « Upgrade to new hardware
* Image customization and settings  PC refresh every 3-5 years
« Bare metal deployment
» Migrate data and apps
* Install drivers




Rollback

» Restores the original OS when the update fails
= System-initiated
« Available during every phase of the update

Downlevel First Boot

\ /

Clean up « Boot into old OS « Boot into \Windows RE

« Clean up « Undo update operations
« Boot into old OS
« Clean up




Reset

Restores new OS in pristine state

User initiated

Available anytime after the update
Apps & settings are not preserved

% Home

| Find a setting

Update & security

Q

Windows Update

¥ Windows Defender

T Backup
I Ol Recovery
Activation

Find My Device

i For developers

Az Windows Insider Program

Reset this PC

If your PC isn't running well, resetting it might help. This lets you
choose to keep your files or remove them, and then reinstalls
Windows.

Get started

Go back to an earlier build

This option is no longer available because your PC was upgraded
more than 10 days ago.

Get started

Advanced startup

Start up from a device or disc (such as a USB drive or DVD), change
your PC’s firmware settings, change Windows startup settings, or
restore Windows from a system image. This will restart your PC.

Restart now




Na co si dat pozor
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Na co si dat pozor

= HW - kompatibilita

= HW - 64-bitovy OS zacina byt standardem
= HW - aktualizace firmware

= HW - podpora novych features

OS -> UEFI

nlikace — kompatibilita

D — podpora novych ADMX sablon
ndates — kumulativni updaty

oud features

NCcCX>» >



HW - kompatibilita

= |ntel Skylake blocking milestone
= Legacy HW ovladace nemusi korektné fungovat
= Problémy s obsluznym SW pro HW




HW — 64-bitovy OS zacina byt standardem

= Zastaraly HW nemusi mit k dispozici 64 bitové ovladace
= Zastaraly HW muze mit k dispozici jen nepodepsané ovladace



HW - aktualizace firmware

= Pro podporu nekterych novych funkcionalit muze byt nutneé
aktualizovat firmwary zakladni desky

= Muze vyzadovat zmeny v konfiguraci nastaveni BIOS/UEF!



HW — podpora novych features

= Windows Hello (Prednaska Michaela Grafnettera zitra)

= FIDO2

= Security features
* Windows Sandbox
* Credential Guard
* Device Guard



BIOS -> UEFI

Nekteré Security features vyzaduji UEFI
Neni podporovan primy prechod z BIOS -> UEFI béhem upgrade

« ALE!!l Lze provést skrze TS nebo dodatecne rucne
Bude nutné konvertovat disk
Bude nutné prenastavit BIOS na UEFI



Aplikace — kompatibilita

= 16 bitove aplikace/moduly nebudou bézet na x64 Windows 10!
= U nekterych zastaralych aplikaci muze dochazet k problémum s
kompatibilitou

= Kernel SW bude nutné aktualizovat!
* Pozor na upgrady mezi verzemi Windows 10



AD — podpora novych ADMX sablon

= Pro Windows 10 je nutné stahnout nové ADMX sablony a umistit je
do AD GPO Central store na Sysvol

* VcCetné vsech upgradu na nové verze Windows 10



Updates — kumulativni updaty

= Pro spravu jsou potreba aktualizace pro WSUS
* ldealne prejit na Windows Server 2016
= Meni se zpusob vydavani aktualizaci pro Windows 10
* LAll or nothing” princip
+ Lze instalovat pouze cely balik a nelze odinstalovat jednotlivé Casti
+ Lepsi integrita OS vs. Potencialni problémy s aplikacemi



Cloud features

= Prvni plné cloud-ready OS Windows

* Lze spravovat plné z cloudu — neni nutny on-prem
« Podporuje hybridni spravu — AzureAD Hybrid join
« Doporuceno pro vylepsenou spravu

* Windows Analytics

* Windows ATP

» Azure AD ldentity protection

* Etc.




Windows as a Service
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Windows as a service
Moving from project to process

Plan and Prepare Pilot Broadly Deploy

Windows Insider Preview Channel Semi-Annual Channel Semi-Annual Channel

A Prepare for new release by Validate apps, infrastructure, and ﬁﬁﬁ
evaluating new features hardware to prepare for broad
deployment

Provide feedback on changes,
any issues encountered

Lab machines, some IT Early adopters, volunteers, IT Information workers
devices, developers General population

NUMBER OF DEVICES

>

TIME

Release



Aligning terminology

Monthly Channel

Monthly

1 month of support

Semi-Annual
Channel

2x [ year

18 months of support

Long Term
Servicing Channel
Every 2-3 years

10 years of support (5+5)

Office

v

v

Windows

v




“Updated” terminology

Feature Update = Upgrade

New features and functionality

Quality Updates = Updates/servicing fixes

Patches, security fixes, cumulative updates



Staying Current

Key things to know about Windows as a Service

Windows 10 1709 Predictable releases, twice per year
c Semi-Annual Channel

Windows 10 1803

@

( J
Y

About six months between Windows 10 1809

releases Q

Windows 10 1903

&



Staying Current

Key things to know about Windows as a Service

Windows 10 1709 Each serviced for 18 months
From the date of release

@_——

Windows 10 1803

Windows 10 1809

@___—

Windows 10 1903

(

, J
18 months for eachrelease



Staying Current

Key things to know about Windows as a Service

Windows 10 1709
Aligned with Office
For simplerdeployment planning
Office 365 ProPlus 1708
Windows 10 1803
Office 365 ProPlus 1802
Windows 10 1809

Office 365 ProPlus 1808




Staying Current

Key things to know about Windows as a Service

Windows 10 1703 Windows 10 1709 Windows 10 1803 Windows 10 1809

+ +) @& & Supported by

/ / ConfigMgr Current
Branch
ConfigMgr 1702 ConfigMgr 1802
ConfigMgr 1706 ConfigMgr 1806
ConfigMgr 1710 ConfigMgr 1810

T

Aboutfour months between
ConfigMgrreleases



Staying Current

Key things to know about Windows as a Service

Windows 10 1709

G——————————_

Plan &
Prepare

Pilot

Windows 10 1803

D

Broad
Deployment

« Start as early as
possible

* Think of this as a
process, not a project

Windows 10 1809

e —)

Windows 10 1903

)




Windows as a service
The process of a release

Windows Insider N%"gr\r’l\?_&?ﬁ\wgﬂo

Preview Channel u
Channel
Release

............................

Evaluate new features Deploy to pilot audiences Deploy to all audiences,
Provide feedback on changes, Validate and prepare in waves to reduce risk
issues for broad deployment
. \— _/
6+ months of active N

development 18 months to validate, deploy, and use each release



Exception?!
= H2 release — 30 months support if Enterprise/Education !!!




Nejste na to sami !

= #1 — www.Google.com

www.TechnetBlog.cz

Docs.Microsoft.com

| earn.Microsoft.com

GOC208 — Mastering Deployment Technologies

https://www.gopas.cz/Kurzy/Katalog-kurzu/Operacni-systemy/Microsoft/Windows-10/Windows-10-mastering-

deployment-technologies-GOC208.aspx

konzultace@KamilRT.net
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Shrnuti

Udélejte si peclivy audit vaseho HW a pripravte se na vymenu!!!
Pripravte si infrastrukturu — aktualizujte WSUS a SCCM

Otestujte kompatibilitu aplikaci — kontaktujte vendory pro
aktualizované verze

Pripravte si automatizovany prechod na UEFI
Pripravte si baliky na standardizovanou konfiguraci BIOS/UEF!
Pripravte si doménove politiky

Pripravte si nove procesy pro aktualizace
Zacnete se divat po moznostech cloudu
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