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CO JE AUDITOVANI VE WINDOWS

Je to jeden z typ0 monitorovadni
Jde o zaznamendvdni uddlosti o Cinnosti uzivatell, sluzeb, systémd atp.

Diky auditovdni jsem schopen najit odpovédi na otdzky jako:
= Co se stalo?

= Kde se to stalo?

= Kdy se to stalo?

= Kdo to udélal a odkud?
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CHCI AUDITOVAT2 A PRIPADNE CO?2

Zapnout auditovdni vseho, pro viechny a na vsech systémech — je to dobry ndpad?

Neni a to z nékolika duvodu:

= Generovalo by to kvanta dat
= Tato data by bylo tfeba nékam ulozit, kontrolovat a vyznat se v nich

=  Mohlo by to ovlivnit vykon serveru

Naopak pokud budete auditovat ,mdlo*, mizete pfijit o ty uddlosti, co vdas zajimaiji

Cilem tedy je nebyt ani ,,pfeauditovany* ani ,,podauditovany*

I



CO VSECHNO LZE AUDITOVAT?



JEDNODUCHE (STARSI) AUDITOVANI

i Local Security Policy
File Action View Help

=25 = HE

i Security Settings Policy Security Setting
» |4 Account Policies

- o Lz Audit account logeon events Mo auditing
~ | g Local Policies

_a Audit Policy

> [ User Rights Assignment

> [ Security Options
v [ Windows Defender Firewall with Adve

| Metwork List Manager Policies

» || Public Key Policies <4 Audit privilege use Ne auditing
% || Software Restriction Policies L) Audit process tracking Mo auditing
» || Application Control Policies | Audit system events MNe auditing
» @ IP Security Policies on Local Compute
» || Advanced Audit Policy Configuration

l2iz| Audit account management Mo auditing
Iz Audit directory service access Mo auditing
Iz Audit logon events Mo auditing
Iz Audit object access Mo auditing
Iz Audit policy change Mo auditing




GRANULARNI (NOVEJSI) AUDITOVANI

i; Local Security Policy
File Action View Help

&= 25 e

= Security Settings
5 Account Policies

Categories Configuration
Account Logon Not configured
Account Management Not configured
: _ . Detailed Tracking Not configured
'_. Network List Manager Policies DS Acoses Not corfigured
> | Public Key Policies Logon/Logoff Not configured
» || Software Restriction Policies Object Access Not configured
> || Application Control Policies Policy Change Not configured
y S IP Security Policies on Local Computer Privilege Use Not configured
v || Advanced Audit Policy Configuration System Not configured
> 1My System Audit Policies - Local Group Policy Object Global Object Access Auditing Not configured

» _a Local Policies
» [] Windows Defender Firewall with Advanced Security




C:\>auditpol /get /category:*

Account Logon
Kerberos Service Ticket Operations
Other Account Logon Events
Kerberos Authentication Service
Credential Validation
Account Management
Computer Account Management
Security Group Management
Distribution Group Management
Application Group Management
Other Account Management Events
User Account Management
Detailed Tracking
Process Creation
Process Termination
DPAPI Activity
RPC Events
Plug and Play Events
Token Right Adjusted Events
DS Access
Directory Service Access
Directory Service Changes
Directory Service Replication
Detailed Directory Service Replication

Logon/Logoff
Logon
Logoff
Account Lockout
IPsec Main Mode
IPsec Quick Mode
IPsec Extended Mode
Special Logon
Other Logon/Logoff Events
Network Policy Server
User / Device Claims
Group Membership
Object Access
File System
Registry
Kernel Object
SAM
Certification Services
Application Generated
Handle Manipulation
File Share
Filtering Platform Packet Drop
Filtering Platform Connection
Other Object Access Events

Detailed File Share
Removable Storage
Central Policy Staging

Policy Change
Audit Policy Change
Authentication Policy Change
Authorization Policy Change
MPSSVC Rule-Level Policy Change
Filtering Platform Policy Change
Other Policy Change Events

Privilege Use
Non Sensitive Privilege Use
Other Privilege Use Events
Sensitive Privilege Use
System
Security System Extension
System Integrity
IPsec Driver
Other System Events
Security State Change



NEJZAJIMAVEJSI KATEGORIE AUDITOVANI

= Account Logon

-  Logon/Logoff

- DS Access

- Account Management

-  Obiject Access

I



JAK AUDITOVANI NASTAVIT?

SecPol.msc / GPEdit.msc
- GPO

- Auditpol.exe:
» Auditpol.exe /get /Category:"Obiject Access" /Success:Disable /Failure:Enable
= Auditpol.exe /set /Subcategory:"File System" /Success:Enable /Failure:Enable
» Auditpol.exe /set /Category:"Object Access" /Success:Disable /Failure:Disable
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AUDITUJE SE NECO SAMO OD SEBE?

Windows Server i Client maji ve vychozim stavu néjaké auditovdni nastaveno
Server i Client se trochu lisi

Aktudlni nastaveni lze zjistit pomoci:
» Auditpol.exe /get /category:*
» Avuditpol.exe /get /category:* /r

I



DEFAULT: WINDOWS 10

- Windows 10 Enterprise Build 1803

Subcategory Settings
Account Lockout Success
Audit Policy Change Success
Authentication Policy Change Success
Logoff Success
Logon Success
Network Policy Server Success and Failure
Other System Events Success and Failure
Security Group Management Success
Security State Change Success
Special Logon Success
System Integrity Success and Failure

User Account Management Success




DEFAULT: WINDOWS SERVER

-  Windows Server 2016 DTC RTM
«  Windows Server 2019 DTC RTM

Subcategory
Account Lockout
Audit Policy Change
Authentication Policy Change
Computer Account Management
Credential Validation
Directory Service Access
Kerberos Authentication Service
Kerberos Service Ticket Operations
Logoff
Logon
Network Policy Server
Other System Events
Security Group Management
Security State Change
Special Logon
System Integrity
User Account Management

Settings
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success and Failure
Success and Failure
Success and Failure
Success
Success
Success
Success and Failure
Success




KAM SE AUDITOVANI ZAPISUJE?

- Vsechny auditovaci uddlosti se zapisuji do EventLogu, konkrétné do Security logu

- Vzdy na tom stroji, kde uddlost vznikne T

Log Properties - Security (Type: Administrative]

- Vychozi nastaveni Security EventLogu:
=  Velikost 20 MB

= Prepisovat od nejstarsich uddlosti

General

Full Mame: Security

Log path:

Log size: 111,07 MB(116 461 368 bytes)

Created: ctwrtek 3. ledna 2019 10:24:58

Modified:

Accessed: ctvrtek 3. ledna 2019 10:24:58
Enable legging

Maxirnum log size (KB J:

When maximum event log size is reached:

® Overwrite events as needed (oldest events first)

() Archive the log when full, do not overwrite events

) Do not overwrite events { Clear legs manually |



NASTAVENI PRO SECURITY EVENTLOG

- Doporucéend nastaveni pro velikosti EventLogu (KB957662)
- Prepisovat, archivovat nebo co?

-  GPO: Computer\Windows Settings\Security Settings\Local Policies\Security Options

Iz Audit: Audit the access of global system objects Disabled
lg) Audit: Audit the use of Backup and Restore privilege Disabled
Iz Audit: Force audit policy subcategory settings (Windows Vista or later] to override audit policy category settings Mot Defined

Iz Awdit: Shut down system immediately if unable to log security audits Disabled

Recommended Recommended Approximate Recommended
oS maximum size for maximum total size maximum logging maximum log size to
each log (kB) for all logs (kB) rate (events/s) view (kB)
WS2008, 32bit 4,194,240 16,776,960 2000 4,194,240
WS2008+, 64bit 4,194,240 16,776,960 5000 4,194,240
Vista+, 32bit 4,194,240 16,776,960 2000 4,194,240

Vista+, 64bit 4,194,240 16,776,960 5000 4,194,240




CrashOnAuditFail

Audit: Shut down system immediately if unable to log security audits

Naplnéni SecurityLogu a nemoznosti dalsiho auditovdani = BSOD

STOP: C0000244 {Audit Failed}

Ve vychozim stavu zakdzdno resp. nenakonfigurovdno

For more information about this issue and possible fixes, visit https//windows.com/stopcode

you call a support person, give them this info;

Lop codle UweDD002 44




Auditovdni
S



NEJZAJIMAVEJSI KATEGORIE AUDITOVANI

= Account Logon
-  Logon/Logoff
« DS Access + Account Management

»  Obiject Access

I



Account Logon + Logon/Logoff



ACCOUNT LOGON vs. LOGON

= Account Logon — ovéreni identity uzivatele, pocitace atp.

Logon — vlastni prihlaseni nebo zalogovani

I



ACCOUNT LOGON vs. LOGON

=  Uvazujme zapnuté auditovdni vseho a vsude... Kde vzniknou jaké eventy?

=

|

CLIEN



ACCOUNT LOGON vs. LOGON

= Uvazujme zapnuté auditovdni vseho a vsude... Kde vzniknou jaké eventy?
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ACCOUNT LOGON vs. LOGON

- Uvazujme zapnuté auditovdni vseho a viude... Kde vzniknou jaké eventy?

Account Logon
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ACCOUNT LOGON vs. LOGON

- Uvazujme zapnuté auditovdni vseho a viude... Kde vzniknou jaké eventy?

=

Account Logon

Logon

I



ACCOUNT LOGON vs. LOGON

= Uvazujme zapnuté auditovdni vseho a vsude... Kde vzniknou jaké eventy?
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ACCOUNT LOGON vs. LOGON

= Uvazujme zapnuté auditovdni vseho a vsude... Kde vzniknou jaké eventy?

Account Logon

-

| -
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ACCOUNT LOGON vs. LOGON

Uvazujme zapnuté auditovdni vseho a vsude... Kde vzniknou jaké eventy?

Account Logon
Logon

-

| -

o .

_d
FILESERVER

CLIEN

I



Account Logon

ACCOUNT LOGON  [reres service Ticces opersion:
Other Account Logon Events

- Opvéreni identity

Kerberos Authentication Service
Credential Validation

» Podkategorie:

Credential Validation — podkategorie obsahuje Uspésné a neuspésné uddlosti tykaijici se
ovéreni pomoci protokold Lan Manager. Jde tedy o LM, NTLM a NTLMv2. EventID 4776.

Kerberos Authentication Service — podkategorie obsahuje Uspésné a nelspésné uddlosti tykaijici
se zAdosti o vystaveni Kerberos Ticket-granting Tickets (KRB-TGT). EventlD 4768, 4771.

Kerberos Service Ticket Operations — podkategorie obsahuje Uspésné a neuspésné uddlosti
tykaijici se Zddosti o vystaveni Kerberos TGS ticketld. EventlD 4769.

Other Account Logon Events — v soucasné dobé tato podkategorie negeneruje zddné eventy.



{2] Event Properties - Event 4776, Microsoft Windows security auditing.

ID4776 e

The computer attempted to validate the credentials for an account.

v v , Authentication Package: MICROSOFT_AUTHENMTICATION_PACKAGE V1_0
NTLM overeni Logon Account: Admin
Source Workstation: CL1

N qa DC Error Code: o

Audit Success

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/6/2019 10:39:14 AM
Event 1D: 4776 Task Category: Credential Validation
Level: Information Keywords: Audit Success

User: M/A Computer: DC1.GOPAS local
OpCode: Info

More Information:  Event Log Online Help




ODBOCKA K AUDITOVANI NTLM

G UserRi
_ﬂ:j Securit
.iT-j Event Log
4 Restricted
4 System Se
4 Registry
4 File Systen
NMired Met
| Windows |
| Metwork L
Wireless N

nimum session security for NTLM 55P based (including s...
nimum session security for NTLM 55P based (including s...
curity: Restrict NTLM: Add remote server exceptions for NTLM aut...

) ork security: Restrict NTLM: Audit Incoming MTLM Traffic
\2s) Metwork security: Restrick NTLM: Audit NTLM authentication in this domain

i) Metwork security: Restrict NTLM: NTLM authentication in this domain
|2s) Metwork security: Restrick NTLM: Outgoing NTLM traffic to remote servers

14 Recovery console: Allow automatic administrative logon

Auditovdni NTLM ovéreni v kategorii Credential Validation neni moc detailni
D& se zapnout detailni audit v GPO
Computer\Windows Settings\Security Settings\Local Policies\Security Options

@ Event Properties - Event 8004, Security-Metlogon
General Details

JETIE Domain Controller Blocked Audit: Audit MTLM authentication to this domain controller.
Not Defined Secure Channel name: GPS-DATA
Defined User name: domain-admin
Defined Demain name: GPS
Not Defined Workstation name: GPS-CLIENT10
Enable auditipg for all acg Secure Channel t!'rpe:}l
Enable all

Mot Defined Audit NTLM authentication requests within the domain GPS that would be blocked if the
Mot Defined
Audit all Log Mame: Microsoft-Windows-NTLM/Operational
r:'l'f't ‘::r_and Source: Security-Metlogon Logged: 09.01.2019 11:37:33
Event ID: 8004 Task Category: Auditing NTLM
Lewvel: Information Keywords:
User: SYSTEM Computer: GP5-DCY.gopas.virtual
OpCode: Info




{2] Event Properties - Event 4768, Microsoft Windows security auditing.

ID4768 s

A Kerberos authentication ticket (TGT) was requested.

o wvv s v or Account Information:
USpeSHCI ZGdOST (@) TGT Account Name: Admin
Supplied Realm Mame: GOPAS

NCI DC User ID: GOPAS\Admin

Service Inform atiu:un:|
Service Name: krbtgt

AUdif SUCCGSS Service IO GOPAS\krbtgt

Metwork Information:
Client Address: ffff:10.1.0.51
Client Port: 50541

Additional Information:
Ticket Options: (40810010
A

| I A N P

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/6/2019 10:38:42 AM

Event 1D: 4768 Task Category:  Kerberos Authentication Service
Level: Information Keywords: Audit Success

User: M/A Computer: DC1.GOPAS local

OpCode: Info

More Information:  Event Log Online Help




D477 1

Chybnd Zddost o TGT

Spatné heslo

Na DC
Audit Failure

{2] Event Properties - Event 4771, Microsoft Windows security auditing.

General Details

Log Mame:
Source:
Event IC:
Level:
User:
OpCode:

More Information:

Kerberos pre-authentication failed.

Account Information:
Security |D: GOPASVAdmin
Account Name: Admin

Service Information:
Service Name: krbtgt/GOPAS

Metwork Information:
Chent Address: :fff:10.1.0.51
Client Port: 50539

Additional Information:
Ticket Options: 40810010
Failure Code: 0x18
Pre-Authentication Type: 2

Security
Microsoft Windows security  Logged:

4m Task Category:

Information Keywords:
MN/A Computer:
Info

Event Log Online Help

1/6/2019 10:38:37 AM

Kerberos Authentication Service]
Audit Failure

DC1.GOPAS.local




{2] Event Properties - Event 4768, Microsoft Windows security auditing.

ID4769 ="

A Kerberos service ticket was requested.

N Account Information:
ZCICIOST (@) TGS Account Name: Admin@GOPAS.LOCAL

Account Domain: GOPAS.LOCAL
Logon GUID: {0ffd79ed-0413-51df-47e0- 787394701952}
Na DC

Service Information:
. Service Mame: CL1S
Audit Success Service ID: GOPAS\CL1S

Metwork Information:
Client Address: ffff:10.1.0.51
Client Port: 506817

Additional Information:
Ticket Options: 408710000

Ticlrrd Do o i Tacwmma el

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/6/2019 11:07:21 AM|

Event 1D: 4769 Task Category:  Kerberos Service Ticket Operations
Level: Information Keywords: Audit Success

User: M/A Computer: DC1.GOPAS local

OpCode: Info

More Information:  Event Log Online Help




LOGON/LOGOFF

Vé

Vlastni pfihlaseni

Nékteré podkategorie:

= Logon — podkategorie oznamuijici Uspésny nebo nelspésny
pokus o prihldseni. EventlD 4624, 4625.

Logon/Logoff

Logon

Logoff

Account Lockout

IPsec Main Mode

IPsec Quick Mode
IPsec Extended Mode
Special Logon

Other Logon/Logoff Events
Network Policy Server
User / Device Claims
Group Membership

= Logoff — podkategorie oznamuijici odhldseni identity. Jen Uspésné uddlosti. D& se pouzit pro

zjisténi délky prihldseni. EventlD 4634.

= Account Lockout — podkategorie informuje o uzamceni U¢tu po x Spatnych pokusech pfihldseni.
Paradoxné se nastavuje auditovdni neGspésnych uddlosti. EventlD 4625.

=  Group Membership — novd podkategorie na W10. Pro kazdy account logon zobrazuje uddlost
obsahuijici élenstvi identity ve skupindch. EventlD 4627. Jen Gspésné uddlosti.



LOGON TYPES

10

11

12
13

Logon title

Interactive
Network

Batch
Service

Unlock

NetworkCleartext

NewCredentials
Remotelnteractive
CachedInteractive

CachedRemotelnteractive
CachedUnlock

Description

A user logged on to this computer.

A user or computer logged on to this computer from the network.

Batch logon type is used by batch servers, where processes may be executing on behalf of a user without their direct
intervention.

A service was started by the Service Control Manager.

This workstation was unlocked.

A user logged on to this computer from the network. The user's password was passed to the authentication package in
its unhashed form. The built-in authentication packages all hash credentials before sending them across the network.
The credentials do not traverse the network in plaintext (also called cleartext).

A caller cloned its current token and specified new credentials for outbound connections. The new logon session has
the same local identity, but uses different credentials for other network connections.

A user logged on to this computer remotely using Terminal Services or Remote Desktop.

A user logged on to this computer with network credentials that were stored locally on the computer. The domain
controller was not contacted to verify the credentials.




2] Event Properties - Event 4624, Microsoft Windows security auditing.

ID4624 =

An account was successfully logged on.

e r v r SLijECt:

Prihldseni na CL] Security 1D: SYSTEM
Account Mame: CL1%

o Account Domain: GOPAS
Audit Success Logon ID: 0:3E7

Legen Information:
Logon Type: 10|
Restricted Admin Mode: Mo
Yirtual Account: Mo
Elevated Token: Yes

Impersonation Level: Imperscnaticn

Mew Logon:
Log Mame: Security

Source: Microsoft Windows security  Logged: 1/6/2019 10:38:42 AM
Event ID: 4624 Task Category: Logon

Lewvel: Information Keywords: Audit Success

Uzer MSA Computer: CL1.GOPAS.local
OpCode: Info

More Infermation:  Event Log Online Help




ID4625

Prihldseni na CL1

Audit Failure

General Details

2] Event Properties - Event 4625, Microsoft Windows security auditing.

An account failed to log on.

Subject:
Security [D:
Account Mame:
Account Domain:
Legon ID:

Logen Type:
Security |D:

Account Mame:
Account Domain:

Account For Which Logon Failed:

SYSTEM
cLig|
GOPAS
O3ET

10
MULL 5I0

Admin
GOPAS

Failure Information:
Failure Reason: Unknown user name or bad password.

o ]

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/6/2019 10:38:18 AM
Event ID: 4625 Task Category: Logon

Lewvel: Information Keywords: Audit Failure

Uzer MSA Computer: CL1.GOPAS.local
OpCode: Info

More Infermation:  Event Log Online Help




2] Event Properties - Event 4625, Microsoft Windows security auditing.

ID4625 ot

An account failed to log on.

ry rwv ° S b ct:

Zamknuti U¢tu Admin o Security ID: SYSTEM
Account Mame: CL1%

o 0 Account Domain: GOPAS
Audit Failure Logon ID: 0:3E7

Logen Type: 10

Account For Which Logon Failed:
Security |D: MULL 5I0
Account Mame: Admin
Account Domain: GOPAS

Failure Information:
Failure Reason: Account locked out.

o R L]

Log Mame: Security]

Source: Microsoft Windows security  Logged: 1/6/2019 10:38:26 AM
Event ID: 4625 Task Category: Account Lockout
Lewvel: Information Keywords: Audit Failure

Uzer MSA Computer: CL1.GOPAS.local
OpCode: Info

More Infermation:  Event Log Online Help




ID4627

Vypis Clenstvi

Audit Success

2] Event Properties - Event 4627, Microsoft Windows security auditing.

Group Membership:
GOPAS\Domain Users
Everyone
BUILTIMY Users
BUILTIMN'Adrministrators
NT AUTHORITY\REMOTE INTERACTIVE LOGON
NT AUTHORITYINTERACTIVE
NT AUTHORITY\ Authenticated Users
NT AUTHORITY\This Organizaticn
LOCAL
GOPAS\Domain Admins
GOPAS\Group Policy Creator Owners
GOPAS\Schema Admins
GOPAS\Enterprise Admins
Authentication authority asserted identity
GOPAS\Denied RODC Password Replication Group
Mandatory Label\Medium Mandatory Level

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/6/2019 10:38:42 AM
Event ID: 4627 Task Category: Group Membership
Lewvel: Information Keywords: Audit Success

Uzer MSA Computer: CL1.GOPAS.local
OpCode: Info

More Information:  Event Log Online Help




DS Access + Account Management
-5



Account Management

Computer Account Management
ACCOUNT MANAGEMENT  seciricy roup ranagenent
Distribution Group Management

Application Group Management
= Auditovdni sprdavy uzivateld, pocitacl, skupin atp. Other Account Management Events

User Account Management

«  Vybrané podkategorie:
= User Account Management
=  Computer Account Management
= Security Group Management

= Distribution Group Management
-  Nevyzaduje nastaveni SACL na objektech
- Loguje vytvoreni, smazdni, nékteré Upravy (napf. zménu loginu, reset hesla)

« Neloguje ale viechny operace nad objekty (napf. zména telefonniho cisla)



i3] Event Properties - Event 4720, Microsoft Windows security auditing,

ID4720

A user account was created.

v 7y e Subject:
Vytvorenl UZlVdTeIe Security |D: GP5S\demain-admin

Account Name: domain-admin

Account Domain: GP5

Uzivatel Lukas Logon ID: 0x39D36

ve . . Mew Account:
Vytvofil ho domain-admin Security ID: GPS\lukas
Account Mame: lukas

Account Domain: GPS
Audit Success |
Attributes:

S4M Account MName: lukas

Display Mame: Lukas

User Principal Mame: lukas@gopas.virtual

Home Director: -

Log Mame: Security

Source: Microsoft Windows security  Logged: 10.01.2019 15:22:14

Event |D: 4720 Task Category:  User Account Management
Level: Information Eeywords: Audit Success

User: NS A Computer: GP5-DC1.gopas.virtual
OpCode: Info

More |nformation:  Event Log Online Help




2] Event Properties - Event 4781, Microsoft Windows security auditing,

The name of an account was changed:

ID4781

Zmend Iogan UZlVC”'ele Security |D: GP5S\demain-admin
Account Name: domain-admin
Account Domain: GP5

Uiivqfel LquS Logon ID: 0349036

Target Account:

ZménCI na KCI rel Security |D: GPS\ukas

Account Domain: GPS
Old Account Mame; lukas

Zménil ho doinn-qdmin Mew Account Mame: karel

Additional Information:

Audit Success Privileges:

Log Mame: Security

Source: Microsoft Windows security  Logged: 10.01.2019 15:24:12

Event |D: 4731 Task Category:  User Account Management
Level: Information Eeywords: Audit Success

User: NS A Computer: GP5-DC1.gopas.virtual
OpCode: Info

More |nformation:  Event Log Online Help




i3] Event Properties - Event 4726, Microsoft Windows security auditing.

| Details

ID4726

A user account was deleted.

7 7 we Subject:

SdeCInI UZlVCITele Security |D: GPS\demain-admin

Account Name: domain-admin
v e Account Dormain: GPS
Uzivatel Lukas (Karel) Logon ID: 0:39036
. o Target Account:

Smazal ho domain-admin Security ID: GPS\lukas
Account Mame: karel
Account Domain: GPs

Audit Success

Additional Information:

Privileges =
Log Mame: Security
Source: Microsoft Windows security Logged: 10.01.2019 152529
Event |D: 4726 Task Category: User Account Managernent
Level: Infarmation Keywords: Audit Success
User: M/ Computer: GP5-DC1.gopas.virtual
OpCode: Info

More |nformation: Event Log Online Help



ID4741

Vytvoreni poditace

Pocéita¢ PC28

Vyrobil ho domain-admin

Audit Success

i3] Event Properties - Event 4741, Microsoft Windows security auditing,

Subject:

Logon ID:

Attributes:

Log Mame:
Source:
Event ID:
Level:
Uzern
OpCode:

More |nformation:

A computer account was created.

Security |D: GPS\domain-admin
Account Name: domain-admin
Account Domain: GP5

(39036

Mew Computer Account:
Security |D: GPS\PC285
Account Mame: PC28%
Account Domain: GPS

SAM Account Mame:
Display Mame:

User Principal Mame:
Home Director:

Security

Microsoft Windows security  Logged: 10.01.2019 15:26:52

4741 Task Category: Computer Account Management
Information Eeywords: Audit Success

NS A Computer: GP5-DC1.gopas.virtual

Info

Event Log Online Help




2] Event Properties - Event 4743, Microsoft Windows security auditing,

A computer account was deleted.

ID4743

Sdeénl’ pOEiTGEe Security |D: GP5\domain-admin

Account Name: domain-admin

Account Domain: GP5

POE'ITGE PC2 8 Logon ID: 0349036

. o Target Computer:

Smazal ho domain-admin Security ID: GPS\PC28S

Account Mame: PC28%

. Account Domain: GPS

Audit Success

Additional Information:
Privileges:

Log Mame: Security

Source: Microsoft Windows security  Logged: 10.01.2019 15:27:54

Event |D: 4743 Task Category: Computer Account Management
Level: Information Eeywords: Audit Success

User: NS A Computer: GP5-DC1.gopas.virtual

OpCode: Info

More |nformation:  Event Log Online Help




S Access

Directory Service Access
DS ACCESS Directory Service Changes

Directory Service Replication
Detailed Directory Service Replication

PFistup ke sluzbdm Active Directory

Podkategorie:

Directory Service Access — subkategorie informuje o Gspésnych ¢&i neuspésnych operacich nad
AD objekty. Dokdze auditovat i ¢teni viastnosti nebo DACL. Pouze pro DC. EventID 4662.

Directory Service Changes — subkategorie informuje o zméndch nad AD objekty. Dokaze
zaznamendvat zmény atributl, véetné pivodni a nové hodnoty. Pouze na DC.

Directory Service Replication — subkategorie je vhodnd pro monitorovdni a feseni potizi s
replikacemi AD. Pouze na DC.

Detailed Directory Service Replication — subkategorie je vhodnd pro monitorovdani a reseni
potizi s replikacemi AD. Pouze na DC.



NASTAVENI AUDITOVANI DS ACCESS

- Zatim stadilo auditovani nastavit pouze v lokdlni / doménové politice
-  Nékteré kategorie auditu ale vyzaduji nastaveni SACL i na auditovanych objektech
-  SACL je obdoba nastaveni oprdvnéni (DACL)

»  SACL se pouzivd na definovdni toho, jaké operace a pro koho chceme auditovat

Advanced Security Settings for Marketing

Chwner: Demain Adrmins (GOPAS\Domain Admins) Change
Permissions Auditing Effective Access

For additional infermation, double-click an audit entry. To medify an audit entry, select the entry and click Edit (if available).
Auditing entries:

Type Principal Access Inherited from Applies to

a Success  Admin (Admin@gopas.local]  Full control Mone This object and all descendant objects




2] Event Properties - Event 4662, Microsoft Windows security auditing,

ID4662 =

An operation was performed on an object,

Subject :

PFiSTUp k AD obiek’ru Security ID: GOPAS\Admin

Account Mame: Admin

e Account Domain: GOPAS
UzZivatel Derek Brown Logon ID: 0136539

Object:
Read Property Object Server ps
Object Type: user
. Ohbject Mame: CM=Derek
AUd”‘ Success Brown, OU=Marketing, OU=Users, OU=GOPAS DC=GOPAS DC=local
Handle ID: L17]

Operation:
Operation Type: Object Access
Accesses: Read Property

Log Name: Security

Source: Microsoft Windows security Logged: 1/6/2019 11:5%:15 AM
Event ID: 4662 Task Category: Directory Service Access
Level: Infarmation Keywords: Audit Success

Uzen M/A Computer: DC1.GOPAS local
OpCode: Info

More Information: Event Log Online Help




Q Event Properties - Event 3137, Microsoft Windows security auditing.

A directory service object was created.

Subject:
Security 1D: GOPAS\Admin

Account Mame: Admin

U Uspé‘s’né VYTVOFenl’ AD ObiekTU Account Domain: GOPAS

Legen ID: (xSFD03

Ve o . r v v v . e
« Uzivatel Admin vyrobil Gcet pocitace ySenice
Active Directory Domain Services
« PC2 o
cn=PC2,0U=TEST,OU=GOPAS,DC=GOPAS5,DC=local
CMN=PC2 OU=TEST,OU=GOPAS DC=GOPAS,DC=local

=  Audit Success computes

Operation:
Correlation ID:  {ff14f25b-5d25-4239-87hd-0038837f9871}
Application Correlation 1D: -

Security

Microsoft Windows security  Logged: 1/9/2019 11:4%:32 PM
5137 Task Category: Directory Service Changes
Information Keywords: Audit Success

M/A Computer: DC1.GOPAS local

Info

More Information:  Event Leg Online Help




{2 Event Properties - Event 4662, Microsoft Windows security auditing.

ID4662 e

An cperation was performed on an ohject.

Subject:
Security 1D: GOPAS\Eva
4 vv 7 v 4 . Account Mame: Eva
= Neuspesne V)’Tvorenl AD Ob|ekTU Account Domain: GOPAS
Logon ID: Ox1483EF
Ve 4 ryr v vy A4 - .
« Uzivatelka Eva chtéla G¢et pocitace e et sener <
Db»:iect Type: container
Object Name: CN=Computers,DC=GOPAS,DC=local
[ ] CL4 Handle ID: Ox0
Operation:
. . Operation Type: Ohbject Access
. AUd |1- FCI IIUre Accesses: Create Child

Access Mask: Ox1
Properties: ---
{bf967a86-0deb-11d0-a285-002a00304%9e2 }

Additional Information:
Parameter 1; CMN=CL4,CN=Computers, DC=G0PAS,DC=local
Parameter 2: {3673afcB-5187-41b3-9293-Thb6d 873990}

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/9/2019 11:52:03 PM
Event ID: 4662 Task Category:  Directory Service Access
Level: Information Keywords: Audit Failure

User M/A Computer: DC1.GOPAS. local
OpCode: Info

Meore Information:  Event Log Online Help




@ Event Properties - Event 3136, Microsoft Windows security auditing.

A directory service chject was modified.

Subject:

Security 1D: GOPAS\Admin

Zména na AD Obiek.l.u Account Name: gdor;,;ns

Account Domain:
Logon 1D: 0x136539

Uzivatel Derek Brown Directory Service:

Mame: GOPAS.local
Type:  Active Directory Domain Services

Ménil vzivatel Admin object

DMN: CM=Derek Brown,OU=Marketing, OU=Users, 0U=GOPAS DC=GOPAS DC=local
GUID:  CMN=Derek Brown,OU=Marketing, OU=Users,0U=GOPAS,DC=GOPAS,DC=local

Zména telefonniho disla E=—

Attribute:
LDAP Display Mame: givenMame

PLOJVOdnl’ hOanTQ Syntax (OID): 25512

Value: Derek

AUd IT SUCCeSS Operatiorjl':ype: Value Deleted

PR T [, % FE_A_NAMNL 70T ANT NEE_ £0A 0 L TTREET

Leg Mame: Security

Source: Microsoft Windows security  Logged: 1/6/2019 11:59:15 AM
Event ID: 5136 Task Category: Directory Service Changes
Level: Information Keywords: Audit Success

User: N/A Computer: DC1.GOPAS.local
OpCode: Info

More Information:  Event Log Online Help




Q Event Properties - Event 5136, Microsoft Windows security auditing.

A directory service object was modified.

Subject:
Security 1D: GOPAS\AdmIn
)4 H Account Name: Admin
Zmenq nd AD OblekTU Account Domain: GOPAS
Logen ID: 0x136539

Uzivatel Derek Brown Directory Service:

MName: GOPAS.local
Type:  Active Directory Domain Services

Ménil vzivatel Admin object

DN: CN=Derek Brown, OU=Marketing, OU=Users, 0U=GOPAS DC=GOPAS DC=local
GUID:  CM=Derek Brown,OU=Marketing, OU=Users, OU=GOPAS, DC=GOPAS,DC=local

Zména telefonniho disla =

Attribute:
LDAP Display Name: givenMame

NOVé hOd hotd Syntax (OID): 25512

Value:  Karel

AUd“- Success Operation:

Type:  Value Added

P ] 9 FE_A_MANL 1707 AN NEC. £0A 37 LTTNEET

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/6/2019 11:5%:15 AM
Event 1D: 5136 Task Category: Directory Service Changes
Level: Information Keywords: Audit Success

User: N/A Computer: DC1.GOPAS. local
OpCode: Info

Maore Information:  Event Log Online Help




Object Access



OBJECT ACCESS

Auditovani CA, FW, souborg, sdilenych dat, DAC atp.

Nékteré podkategorie:

Cetification Services — auditovdni ADCS (nutno nastavit i v ADCS)

File Share — generuje Uspésné i nelspésné uddlosti o sprdavé
sdilenych slozek a pfistupech do nich. Neni detailni.

Object Access

File System

Registry

Kernel Object

SAM

Certification Services
Application Generated

Handle Manipulation

File Share

Filtering Platform Packet Drop
Filtering Platform Connection
Other Object Access Events
Detailed File Share

Removable Storage

Central Policy Staging

Detailed File Share — generuje detailni Uspésné i nedspésné uddlosti pfi pristupu k adresdri
nebo souboru po siti. MUZe generovat hodné uddlosti na file serverech. EventlD 5145.

v O

File System — generuje Uspésné i nelspésné uddlosti pfi pristupu k souborim a adresdrim, jako

modifikace, mazdni, zménu oprdvnéni atp.

Filtering Platform Connection — generuje uddlosti tykaijici se WFP, napf. WF

Filtering Platform Packet Drop — generuje uddlosti tykajici se WFP, napr. WF, EventIlD 5152



@ Event Properties - Event 5152, Microsoft Windows security auditing.

ID5152

The Windows Filtering Platform has blocked a packet.

Application Information:

Filtering Platform Packet Drop Process [0 :

Application Narme: System

Metwork Information:

ZLablokovany packet na FW Direction: inbound

Source Address: 10.1.0.11

. Source Port: 0
Plng (|CMP) Destination Address: 10.1.0.21
Destination Port: 2
Protocol: 1

Audit Failure

Filter Information|
Filter Run-Tirme |D: 67974
Layer Mame: Receive/Accept
Layer Run-Time ID: 44

Log Name: Security

Source: Microsoft Windows security  Logged: 1/7/2019 8:13:08 AM

Event ID: 5152 Task Category:  Filtering Platform Packet Drop
Level: Infermation Keywords: Audit Failure

Uszen MNSA Computer: SEV1.GOPAS.local

OpCode: Info

More Information:  Event Log Online Help




@ Event Properties - Event 5152, Microsoft Windows security auditing.

ID5152

The Windows Filtering Platform has blocked a packet.

Application Information:

Filtering Platform Packet Drop Process [0 :

Application Narme: System

Metwork Information:

Lablokovany packet na FW Direction: inbound

Source Address: 10.1.0.11
Source Port: 64953
SM B Destination Address: 10.1.0.21
Destination Port: 445
Protocol: 6

Audit Failure

Filter Information|
Filter Run-Tirme |D: 67974
Layer Mame: Receive/Accept
Layer Run-Time ID: 44

Log Name: Security

Source: Microsoft Windows security  Logged: 1/7/2019 8:15:46 AM

Event ID: 5152 Task Category:  Filtering Platform Packet Drop
Level: Infermation Keywords: Audit Failure

Uszen MNSA Computer: SEV1.GOPAS.local

OpCode: Info

More Information:  Event Log Online Help




{2 Event Properties - Event 5142, Microsoft Windows security auditing.

ID5142

A network share object was added.

Subject:

g Security ID: GOPAS\Admin|
Flle Shqre Account Name: Admin
Account Domain: GOPAS
Logon D 0x8E118

Vytvoreni sdileného adresdare

Share Information:
Share Name: W lserData

AUdif Success Share Path: C:A\UserData

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/7/2019 8:1%:00 AM
Event ID: 3142 Task Categorny:  File Share

Level: Information Keywords: Audit Success

Usen NS Computer: SRV1.GOPAS.local
OpCode: Info

More Information:  Event Log Online Help




ID5140

File Share

Otevreni sdileného adresdare
Neni detailni

Nejsou vidét oteviené soubory

Audit Success

General

Details

{2 Event Properties - Event 5140, Microsoft Windows security auditing,

Subject:
Security 1Dt
Account Name:
Account Domain:
Logon D

Metwork Information:
Object Type:
Source Address:
Source Port:

Share Information:

Share Name: WUserData
Share Path: WV CA\UserData
Access Request Information:

Access Mask: Ol

Accesses; ReadData (or ListDirectory)
Log Mame: Security
Source: Microsoft Windows security  Logged:
Event ID: 3140 Task Categony:
Level: Information Keywords:
Usen NS Computer:
OpCode: Info

More Information:

A network share object was accessed.

GOPAS\Admin
Admin

GOPAS

O 15CF29

File
10.1.0.11
65001

Event Log Online Help

17772015 8:30:16 AM
File Share

Audit Success
SRV1.GOPAS.local



ID5145

Detailed File Share
Otevieni souboru z \\SRV1\
Soubor TEST.txt

Audit Success

2] Event Properties - Event 5145, Microsoft Windows security auditing.

General Details

Subject:
Security [D:
Account Mame:
Account Domain:
Lagon ID:

MNetwork Information:
Object Type:
Source Address:
Source Port:

Share Information:
Share Name:
Share Path:
Relative Target Mame:

Access Request Information:
Access Mask:
Accesses:

Log Mame: Security

A network share object was checked to see whether client can be granted desired access.

GOPAS\Admin
Admin

GOPAS
Ox15CF29

File
10.1.0.11
65002

WHUserData
VN ChUserData
TEST et

0120089
READ_CONTROL

EWRITIDAKITC

Source: Microsoft Windows security  Logged: 1/7/2019 8:37:36 AM

Event ID: 5145
Level: Information
User; M/A
OpCode: Info

Task Category: Detailed File Share
Keywords: Audit Success
Computer: SRV1.GOPAS.local

Maore Information:  Event Leg Online Help




4] Event Properties - Event 5145, Microsoft Windews security auditing.

ID5145

A network share object was checked to see whether client can be granted desired access.

Detailed File Share

Pokus o smazdéni souboru z \\SRV1\
Soubor TEST2.txt

Audit Failure

Subject:

Security 1D:
Account Name:
Account Domain:
Logon ID:

MNetwork Information:
Object Type:
Source Address:
Source Port:

Share Informaticn:
Share Name:
Share Path:

Access Request Information:
Access Mask:
Accesses:

Access Check Results:
DELETE: Mot granted

Log Name: Security

Relative Target Name:

GOPAS\AdmIn
Admin

GOPAS
15CF29

File
10.1.0.11
65000

WHUserData
VA Ch\UserData
TEST2 bt

(110080
DELETE
SYMNCHRONIZE
ReadAttributes

Sources Microsoft Windows security  Logged:

Event ID: 5145

Level: Infermation

User: /A
OpCode: Info

Task Category:

Keywords:
Computer:

Mare Information:  Event Log Online Help

/772019 8:44:41 AM
Detailed File Share
Audit Failure
SRV1.G0PAS.local




AUDIT FILE SYSTEM OBECNE

- Asi jedno z nejzajimavéjsich auditovani vibec (zddnlivé)
- Redi odpovédi na klasické otazky jako:

= Kdo a kdy smazal soubor?

= Kdo a kdy zménil soubor?

= Kdo otevird nebo se snazi otevirat jaké soubory?

= Atp.

7 Vv O

-  Podobné jako u auditovdni objektld v AD bude i u soubort a adresdri tieba
konfigurovat nejen vlastni auditovani v politice, ale navic i SACL

I



AUDIT FILE SYSTEM — KOMPLIKACE

= Mnozstvi generovanych uddlosti — napf. CMD.exe vs. EXPLORER.exe
- Matouci nebo zavdadéijici uddlosti:

« Otevieni souboru vs. vypis adresdfe vs. zobrazeni ndhledu / miniatury?

= Mazdni souboru vs. pfejmenovdni vs. presunuti souboru vs. autoukldddéni Wordu

- Asi jedind uddlost, kterd roznymi uddlostmi nemate, je zdpis

I



CO JE SACLe

-  Kazdy soubor a adresdr na NTFS md vlastni security descriptor obsahuijici t¥i ¢dasti:
= Obiject owner — vlastnik souboru nebo sdresdre
= Discretionary Access Control Lists (DACL) — nastavuje oprdvnéni

= System Access Control Lists (SACL) — nastavuje auditovdani
- Vlastnik, DACL i SACL se konfiguruji na rozsifeném dialogu oprdvnéni
- Jediny rozdil mezi DACL a SACL je sloupec type:

. DACL - Allow a Deny Advanced secuty Sekings er TET

L] SACL —_— Successl Fqill A” Mame; ChlUserData\ TEST et

Owner: Admin (Admin@gopas.local) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry, To medify a per

Permission entries:

Type Principal Access

BB Allow  SYSTEM Full control



ID4656

Uspésné smazdni souboru

General Details

4] Event Properties - Event 4656, Microsoft Windews security auditing.

Subject:
Security 1D:
Account Name:
Account Domain:
Logon ID:

Object Serven
Object Type:

A handle to an ohject was requested.

GOPAS\AdmIn
Admin

GOPAS
(BE155

Security
File

TEST.txt
Object Name: C\UserData\ TEST bt

Cmd.exe Handle ID: Oxal

Resource Attributes: -

G O PAS \Ad m i n Process Ir;frg:rg::ig:: e

Process Mame: ChWindows\System32\cmd.exe

H Access Request Information:
AUd IT Success Transaction |D: {00000000-0000-0000-0000-000000000000}
Accesses: DELETE

MAccess Reasons DELETE: Granted by D:(A:ID:FA; 2 5-1-5-21-4000008492-
1208714935-3727512976-1487)

Log Name: Security

Source: Microsoft Windows security Logged: 1/7/2019 11:00:03 AM
Event ID: 4656 Task Category:  File System

Level: Infermation Keywords: Audit Success

User: /A Computer: SRV1.GOPAS.local
OpCode: Info

Mare Information:  Event Log Online Help




ID4656

NeuUspésné smazdni souboru

TEST.txt
Cmd.exe

GOPAS\Adam
Audit Failure

4] Event Properties - Event 4656, Microsoft Windews security auditing.

Subject:
Security 1D:
Account Name:
Account Domain:
Logon ID:

Object Serven
Object Type:
Object Name:
Handle ID:

Process Information:
Process ID:
Process Mame:

Access Request Information:
Transaction |D:
Accesses:

Access Reasons:

Access Mask:

Log Name: Security

Resource Attributes:

A handle to an ohject was requested.

GOPAS\adam
adam

GOPAS
(23EAAF

Security

File
ChUserData\ TEST et
0x0

(xa3d
ChWindows\System32\cmd.exe

{00000000-0000-0000-0000-000000000000}

DELETE
DELETE: Mot granted

010000

Source: Microsoft Windows security Logged: 1/7/2019 10:54:40 AM
Event ID: 4656 Task Category:  File System

Level: Infermation Keywords: Audit Failure

User: /A Computer: SRV1.GOPAS.local
OpCode: Info

Mare Information:  Event Log Online Help




4] Event Properties - Event 4670, Microsoft Windews security auditing.

ID4670 S

Permissions on an cbject were changed.

Subject:

, Security 1D: GOPJ_O«S\Admin
Uspésnd zména vlastnika souboru AccountDomain:  GOPAS

Logon ID: x3E118

T EST-TX.I- Obect Object Server:  Security

Object Type: File
C\UserData\TEST. bt

GOPAS\Admin = SYSTEM oD G

Process:
A d . S Process ID: 1]
U |1- uccess Process Mame:  C\Windows\System32\dllhost.exe

Permissions Change:
Original Security Descriptor (0:5-1-5-21-4000008492-1298714939-3727512976-1487
Mew Security Descriptor:  0:5Y]

Admin Properties ? x

Published Cerificates  Member Of  Password Replication  Dialin ~ Object

Securty Environment Sessions Femote contral
General Address Account Profile Telephones Organization Log Name: Security
Remote Desktop Services Profile COM= Attribute Editor Source: Microsoft Windows security  Logged: 1/7/2019 11:35:50 AM
Event ID: 4670 Task Category: Authorization Policy Change
.-':"i'tI'IELI‘tESZ Level: Infermation Keywords: Audit Success
Btribute Value ~ User: /A Computer: SRV1.GOPAS.local
OpCode: Info
a <not set

Mare Information:  Event Log Online Help

objectCat... CM=Person,CN=5chema CM=Corfiguration, DC=GOPAS

objectClass  top; person; organizational Person; user

objectGUID 4% 1f 3a5-6655-4ad-9c5d-=f5015491be
1-5-21-4000008452-1298714935-3727512976-1487




Q Event Properties - Event 4670, Microsoft Windows security auditing.

ID4670 o

Permissions on an object were changed.

Subject:

o vv 7 v , v Security 1D: GOPAS Admin

Uspésnd zména oprdvnéni Account Name: Adrmin
Object:

Account Domain: GOPAS
TEST.txt
Object Serverr Security

Legen 1D: 0x3E155
o Object Type: File
Audit Success Object Name:  C:\UserData\TEST.txt
Handle ID: e2be

Process:
Process ID: 0x5b8
Process Name:  C\Windows\System32\dllhost.exe

Permissions Change:
Original Security Descriptor: D:AI(A;ID;FA;:;5-1-5-21-400D008402-1298714939-3727512976- 1487)
Mew Security Descriptor:  D:ARAI(A:ID:FA;:S-1-5-21-4000008492-1298714939-3727512576- 1487) (A ID;FA:; WD)

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/7/2019 11:41:41 AM

Event ID: 4670 Task Category: Authorization Policy Change
Level: Information Keywords: Audit Success

User: M/A Computer: SRV1.GOPAS local

OpCode: Info

Mere Information:  Event Leg Online Help




SDDL

- Security Descriptor Definition Language
- Je to textovy zdpis popisovacl zabezpedeni

«  Obecny formdat:

«  O:<vlastnik>

= D:P<oprdvnéni>

»  S:P<auditovdni>

|Permissions Change:
Original Security Descriptor: D:Al(A;ID;FA;;:S-1-5-21-4000008492-1298714939-3727512976-1487)
New Security Descriptor:  D:ARAI(A;ID;FA;;;S-1-5-21-4000008492-1298714939-3727512976-1487)(A;ID;FA;;; WD)

Permissions Change:
Original Security Descriptor: 0:5-1-5-21-4000008492-1298714939-3727512976-1487

New Security Descriptor: ~ 0:5Y]




SDDL

SDDL obsahuje ACE. Kazdy ACE obsahuje 6 &asti, tyto ¢asti oddéluje stfednik:
= ACE type (allow/deny/audit)

= ACE flags (inheritance and audit settings)

=  Permissions (list of incremental permissions)

= ObijectType (GUID)

= Inherited Object Type (GUID)

= Trustee (SID)

I



ACE Type Directory service access rights
A ACCESS ALLOWED (s Read Permissions
OA OBJECT ACCESS ALLOWED: ONLY APPLIES TO A SUBSET OF THE OBJECT(S). WD Modify Permissions
AU SYSTEM AUDIT RP Read All Properties
ou OBIJECT SYSTEM AUDIT cc Create All Child Objects
Generic access rights File access rights Lc List Contents
GENERIC ALL FILE ALL ACCESS sw.o AllValidated Writes
_——— Lo List Object
GENERIC WRITE Fw FILE GENERIC WRITE oT  DeleteSubtree
_— X FILEGENERICEXECUTE CR All Extended Rights
Trustee
SDDL_PROTECTED Inheritance from containers that are higher in the folder hierarchy are blocked. AU Authenticated users

Built-in users

SDDL_AUTO_INHERIT_REQ  Child objects inherit permissions from this object.

ACE Flags

CONTAINER INHERIT: Child objects that are containers, such as directories, inherit the ACE as an explicit ACE. Domain administrators

NO PROPAGATE: ONLY IMMEDIATE CHILDREN INHERIT THIS ACE.

Enterprise administrators

ACE IS INHERITED

FAILED ACCESS AUDIT

Original Security Descriptor: D:Al(A:ID;FA:::S-1-5-21 40“DC'OA9’-1’“°

Interactively logged-on user

Local service account

Terminal server users

/6-1487)

New Security Descriptor:  D:ARAI(A;ID; FA :5-1-5-21-4000008492-129871493

vee

372 75129’6 1487

(AID: kA WD)
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EVENTLOG

- Uz vime, Ze auditovdni se zapisuje do Security EventLogu

-  Komplikace:
= Zdznamu v logu bude hodné

= V nékterych pripadech nevime, na kterém serveru je uddlost generovdna (napf. u ovéreni) a
tak musime prohleddvat logy na vice serverech

= Pouziti vestavénych ndstroju na vyhleddavani &i filtrovdani logU neni Uplné snadné



EVENT SUBSCRIPTION

- Uddlosti v EventLlogu vznikaiji lokdlné na serverech — nutno sledovat lokdlné
- Lze vyrobit subscripci, kterd shromazd'uje logy na centrdlnim misté
- Lolekce logl mize byt:

» Inicializovand ,,sbéraé¢em®

= Inicializovand ,,sbiranym*
- Sbirat Ize logy vsechny nebo jen dle parametrického filtru

- Vytvoreni custom EventlLogu

= https://blogs.technet.microsoft.com /russellt /2016 /05 /18 /creating-custom-windows-event-forwarding-logs/



EVENT SUBSCRIPTION — NASTAVENI

- Abyste mohli vzddlené ,,vytahovat* logy, musite na to mit oprdavnéni

-  Na bézné logy jako Application nebo System ,,staci byt lokdlnim Administrdtorem

= Security EventLog je na nastaveni trochu slozité{si

=  Viz chyba 0x138C
https://support.microsoft.com/en-us /help /4047777 /security-event-log-forwarding-fails-with-error-Ox138c-and-5004

I



@ Event Properties - Event 4624, Microsoft Windows security auditing.

General Details

] Friendhy View (® XML View

- <Ewvent
xmins="http:f /schemas.microsoft.com/win/2004/08
+ <System:=
+ <EventDataz=
</Eventz

General Details

@ Event Properties - Event 4624, Microsoft Windows security auditing.

Subject:
Security [D:
Account Mame:
Account Domain:
Legon ID:

Legon Informaticon:
Logon Type:

Yirtual Account:
Elevated Token:

Imperscnation Level:

MNew Logon:
Security It
Account Mame:
Account Domain;

Log Mame: Security

Source: Microsoft Windows security Logged:

Event ID: 4p24 Task Category:
Lewvel: Information Keywords:
User: NS Computer:
OpCode: Info

Restricted Admin Mode:

An account was successfully logged on.

SYSTEM
DCid
GOPAS
3ET

2

Mo
Mo

Imperscnation

GOPAS\AdmMIn
Admin
GOPAS

More Information: Ewvent Log Online Help

1/8/2019 11:52:29 AM
Logon

Audit Success
DiC1.GOPAS. local



FILTROVANI EVENTLOGU POMOCI XML

@ Event Properties - Event 4768, Microsoft Windows security auditing. Filter Current Custom View

General Details

@) T © XML View To provide an event filter in XPath form, click the "Edit query manually” checkbox below.

xmlns:"http:/fschemas.micrl:lsnft.cum/win/2l]l]4/l]8/event5/emA -
- <Systems <Querylist> . . )
<Provider Name="Microsoft-Windows-Security-Auditing" <Query 1d="0 Eath: FumardedEvents =
Guid="{54849625-5478-4994-A5BA- «Select Path="ForwardedEvents">
3E3B0328C30D}" /= il
<EventlD>4768</EventlD> EventData[Data[ @MName="PrefAuthType']="'2"]
<\Version=0</\Version: and
<Level=0</Lavel= EventData[Data[@MName="TargetUserMame']="Admin']
<Task=14339«</Task: and
<Opcode=0</Opcodes System[(EventlD="4763")]
<Keywords =0x8020000000000000 </Keywords> + 1
<TimeCreated SystemTime="2019-01- < (Selects
09722:08:31.5078811002" /> 1 </ Query>
<EventRecordID>22537 </EventRecordID > < QueryList>
<Correlation /=
«Execution ProcessID="592" ThreadIlD="1920" /=
<Channel:=Security </Channel>
<Computer=DC1.GOPAS.local </Computer>
<Security />
</System=>
- <EventDataz
<Data Name="TargetUserName"=Admin</Data>
<Data Name="TargetDomainName">GOPAS</Dataz>
<Data Name="TargetSid">S-1-5-21-4000008492-
1208714939-3727512976-1487 </Data> Edit guery manually

sMNata Name="QarvicraNama"-=krhtnt-/Nata~




POWERSHELL

1  Get-WinEvent -ComputerName DC1l -FilterHashtable @{Logname-'Security';ID-476&;Data-"Admin"}

2 Se1ect—nb]Pct -Last 1 Property Timecreated

3 @{label="Hodnota0';expression properties [0 valuel}}

4 @{label="Hodnotal';expression- properties|[1 wvaluel}

5 @{1ab21 'HcantaE';exprESSinn ] properties |2 wvaluel}

6  @flabel="Hodnotal';expression— properties|[3 wvaluel}

7 @{label="Hodnotad";expression- properties |4 wvaluel}
@{l1abel="Hodnotab";expression- properties |5 wvaluel}
@{label="Hodnotab' ;expression- properties |6 valuel}
@{l1abel-"Hodnota’/ " ;expression— properties |/ .valuel}
@{Tabel-"Hodnotad";expression- properties 8] valuel}}
@{l1abel="Hodnota9' ;expression- properties |9 wvaluel}

TimeCreated : 1/8/2019 11:52:29 AaM

Hodnotal : Admin

Hodnotal : GOPAS

Hodnota? : 5-1-5-21-4000008492-1298714939-3727512976-1487

Hodnota3 : krbtgt

Hodnotad : 5-1-5-21-4000008492-1298714939-3727512976-502

Hodnotab : 1082195984

Hodnotab : 0

Hodnota/ : 18

Hodnota8 : 2

Hodnota9 R



IP ADDRESS MANAGEMENT

Technologie Windows Serveru 2012+

Primdrné uréend pro sprdvu IP adres v siti

IPAM ma vlastni databdzi (WID nebo SQL)

IPAM komunikuje s DHCP, DNS, DC

Z DC si vytahuje auditovaci security logy a ddavad si je k sobé do databdze

Nad databdzi pak umoziuje vyhleddavat

I



[ Server Manager

(€~ «IPAM » EVENT CATALOG » IP Address Tracking » By User Name

By User Name
[H SERVER INVEN... Filtered | 33 items returned
i IP ADDRESS SP... _ P
- Admin X B Search B H
| [ IP Address Bl...
g b IP Address In... and user logon events between these dates; | 1/8/2019 1/10/2019
m IP Address R... Time of E\-;": IP Address  Client ID Host Name  User Name  User Domain Name  User Forest Name

VIRTUALIZED |...
MONITOR AN...

1/9/2019 8:41:40 AM 10,1051 GOPAS.LOCAL GOPAS.local

Event Type

DCAuthentication

Source Server

DC1.GOPAS.local

1/9/2019 8:41:49 AM 10,1052 Admin GOPAS.LOCAL GOPAS.local DCAuthentication DC1.GOPAS.local
DNS and DH... 1/9/2019 &41:50 AM 101,052 Admin  GOPASLOCAL GOPAS.Iocal DCAuthentication DC1.GOPAS.ocal
DHCP Scopes 1IN0 AATAT ARA A0 40 T A FANAC LOr AL TR O e ab oal il eV =E Wl aY oY ¥l T
DNS Zones
Server Groups Details View
10.1.0.51
EVENT CATALOG [ r
E| = Description:
A Kerberos authentication ticket (TGT) was requested.
IPAM Configurati..
DHCP Configurati...
IP Address Tracki .
ress Iracking Time of Event:  1/0/2010 8:41:40 AM UserName:  Admin
By IP Address IP Address: 10.1.0.51 User Domain:  GOPAS.LOCAL
By Client ID Client ID: Event Type: DCAuthentication
Host Name: Source Server:  DC1.GOPAS.Jocal
By Host Name
User Forest Name: GOPAS.local
By User Name




EVENTLOG REFERENCE GUIDE

https: / /www.microsoft.com /en-us/download /details.aspx2id=52630 (754 stran)

Events List:
s  4768(5, F): A Kerberos authentication ticket (TGT) was reguested.
s 4771(F): Kerberos pre-authentication failed.
¢ A4772(F): A Kerberos authentication ticket reguest failed.

A768(5, F): A Kerberos authentication ticket (TGT) was requested.

B Event Properties - Event 4768, Microsoft Windows security auditing. - Event Description:
This event generates every time Key Distribution Center issues a Kerberos Ticket Granting Ticket (TGT).

General | Details
This event generates only on domain controllers.

If TGT issue fails then you will see Failure event with Result Code field not equal to “0x0”.

A Kerberos authentication tokel (TOT) was reguesied

o ':Z';‘:"f;'ri:m e This event doesn't generate for Result Codes: 0x10, 0x17 and 0x18. Event "4771: Kerberos pre-authentication
Supplied Reaim Mome:  CONTOSOLOCAL failed.” generates instead.
User 1D CONTOSOHSadersn

Mote For recommendations, see Security Monitoring Recommendations for this event.

Sarvice Fioemmation

Service Narms: kg
Service I0 CONTOSORRrbagt
Event XML:
Mt Infarmatsan
Clgel A res ATEAD00 12 - <Event xmins="http://schemas.microsoft.com/win/2004/08/events/fevent”>
Clhigr] Port; s LE ] - ﬂSvstem}
’"Nilw"t;' '"’\I";'ﬂ'«"' P <Provider Name="Microsoft-Windows-Security-Auditing” Guid="{54849625-5478-4994-A5BA-3E3B0328C30D}"
[[R T (LTS L -
Rt Coe 0 * [
st +) | <EventiD>4768</EventiD>
<\ersion=0</\ersion»>
Cerlificate Infarmatn.
Certificate lisuer Name 1-CA-1 <Level=0</Level>

Certificate Serisl Humber, 1 DO, BCDDAFAZI00200000000 o = < =
Certificate Thumbpeint 2 SAACADBCAAEA1] -I:ESk ?.45?941”—35}{.



Auditovdni ve Windows
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