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Todayos Bus.i

What customers tell us

IT Decision
Makers

Employees

IT

Professionals

E-mail is mission critical to our business
Securing the enterprise is a top concern
Compliance is difficult to enforce

nes s

Built-in
Protection

We need easy access to our communications
We need to be able to work from anywhere
E-mail is our primary collaboration tool

Infrastructure is increasingly expensive
We are looking for ways to reduce complexity
Management tasks are tedious, not automated

A

Anywhere
Access

Operational
Efficiency
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Investment themes

' Built-in
Protection

"
g@ 1@ Anywhere

Access

Operational

Efficiency

Enterprise-class availability at lower cos
Protection from internal and external thr
Simplified compliance for the organizatit

Universal inbox
Rich, easy access whether at home, work or
Efficient collaboration: meetings and doc S

Optimized for performance and scalability‘
Easier and more flexible deployment
Greater administrator productivity
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SERVER ROLES



Exchange Setup

¢ Exchange 2007 setup is built on server roles

¢ Server role deployment wizard guides
administrator through enabling features per
server role

¢ Each server role feature comes with smart
default settings for that role

* Deploying and updating Exchange 2007 can be
done with standard update services and servers

Microsoft
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Enterprise Topology

Enterprise Network

Other
SMTP
Servers

" Mailbox

Mailbox




Server Roles

-

-

-

-

-

Edge Transport Sever Role (Edge)

Hub Transport Server Role (Hub)
Client Access Server Role (CAS)
Mailbox Server Role (MBX)

Unified Messaging Server Role (UM)

Microsoft



Message Flow Overview

Edge Transport Hub Transport

Mailbox Client Access

Microsoft
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INSTALLATION



Exchange Setup

¢ Installation is easy, flexible and complete
Simple install (GUI based)

Fully automated install (Script based)

&

&

|

¢ What 06s New L//j Exchange Server 2007 Setup

~ 3 Introduction Server Role Selection
L S e rve r R O I e B aS e d S etu p I License Agreement Select the Exchange Server Roles you want to install on this computer:
I Eror Reporting 7.V Maibox Role [~ Description -

2 3 B feaaliaba = e The Client Access Role enables clients to
. Au to m atl n g EXC h an g e S etu p Bicaisaten fve % V' Client Access Role connect ta their Exchange mailbox through

o Server Role = 0w, POP, IMAP, or their mobile device.

Selection - This Server Role also provides free/busy

; lookup and Offline Address Books.

Up to date pre-requisites Readiness Checks

Progress

Completion

INi3B6dsetup /riM.B.C L
— Disk Space Allocation

Disk space required: 1709.0 MB
Disk space available: 3761.9 MB

Pelcoue to Microsoft Exchange Server "12’ Unattended Setup

h'rcparlng Exchange Setup
Copying Setup Files

The following Server Roles will be inztalled
Mailbox Role
Bridgehead Role
Client flccess Role
erforming Microsoft Exchange Server Prevequisite Check
Organization Checks

Specify the path for the Exchange Server installation:

C:\Program Files\Microsoft\E schange Server Browse...

< Back | Cancel I




Installation process

File  Action Wew Help
e« » |@m| 2[m

£3 Microsoft Exchange E Mailbox
[=l-1a5a ©Dwganization Configuration

Actions

Mailbox

Address Lists | E-mail Life Cycle Default Folders
E-mail Life Cycle Organizational Folders | E-mail Lifecycle Maibox Policies DOffline Address Book i_l Mew Address List. ..

T Mew E-mai Lifecycle Crg..,

5= Unified Messaging

Server Configuration :_lj Mew E-mail Lifecwcle Mail. ..

3 N '
;J Recipient Configuration =1of =14,

- Toolbox book wvirtual directary automatically created on it to be ;I
uzed for web distribution.

- Flead about setting up a Client Access Server.

Step 2 Enable Web Distribution on the
Default Address Book

Once there iz a Client Access Server an 0AB Virtual
Directory should be added for the Default Offine
Address Book

To azzociate an DAB Virtual Directory with an OAB:
- Go to Offine Address Book M anagement

- Select "Default Offline Address Book'" in the “Wark
Pane

- Select "Properties” in the Action Pane
- Select the "Distribution” Tab
- Check the "Enable \web Distibution' checkbox

- Click the "Add button and select an OAB Virual
Directary

Type Chl+C to copy contents
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demo

Installation_Experience_With_Exchange Server 2
007_300k.wmv



Deploying Exchange Server 2007

Infrastructure Requirements

Infrastructure
Component

Requirements

A Schema master must be running
Windows Server 2003 SP1

A Global catalog servers must be running

Windows Server 2003 SP1

A Domain functional level must be at least

organization

Active . :
Directory Windows 2000 native
A Must be configured to enable domain
DNS controller and global catalog server
name resolution
Riange A All Exchange 5.5 servers must be
Server

removed




Deploying Exchange Server 2007

Server Requirements

Resource Requirements
Processor A x64 architecture-based computer
Memory A Minimum of 1 GB

A 1.2 GB free disk space for Exchange
Disk Server files

A 200 MB free on the system drive
File System A NTFS for all drives

Software requirements:

A Microsoft Management Console (MMC) 3.0
A Microsoft .NET Framework 2.0
A Microsoft Windows PowerShell
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Proactive_Management_ With_Exchange Best Pra
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Navigation Tree Comparison

Exchange 2003

Exchange 2007
©3 Microsaft Exchange

1ana| D¥ganization Configuration
i Mailbo

a

{a¥) Client Acc

. Hub Transport
.iﬂl:l |_|r||I:|E'|j r"'1

aging

infiguration

ailb

Zlienk Ao

77z Hub Transport

== Unified Messaging
ripient Configuration

ibution Group
| Mail Contac

k
3 Disconnected Mailb
Toolbox

Microsoft



Exchange Management Console

change Management Console

File  Action

Es Mailbox

2 objects
e Filter

Hub Tra
Hub T

T7: Manage Hub ...

= Manage Cli

First Storage Group
o Mailbos Databas
=

5B C:“Program Fil
1 5econd Storage Group

i First Storage Group
# Move S
1 Public: Folder Databaze  C:%Program Fi :

Work
pane

Actions



Exchange Management Console

Work Centers

3 Microsoft Exchange

[]-{s2a, Crganization Configuration

----- s Mailbo

ol Client &
-4 Hub Transpart
el Unified Messaging
E|_,‘1 Server Configuration

""" _::ﬁ Mailbos
ema o Client &

S Mail Conkact

..... :E-n Too | |:| o

1:2_..;\ Disconnected Mailbox

Manage settings for
the entire organization

Manage settings for
specific servers

Manage settings for
recipient objects

Open troubleshooting
and analysis tools

Microsoft



anagement Console

Euchange Management Console

VEile Action  Wiew Help

« - | @@ 2[m

| 3 Microsoft Exchange J | Actions

[=]1a2¢, Organization Configuration =S ~ - ' e fi =
44 Mailbox IDatabase v ”Equals v I IAvaIanche M b4 Recipient Configuration

“3 Client Access IDatabase Ll ]Equals LI |Blackhawks Browse... | < a Modifyietiye Directoly Stoped
= HUP_ Transpart ] - Modify the Maximum Number ...
{ei= Unified Messaging ILasl Name _'__I IStarts With _'_] IS PaS
= Server Configuration = > 2 x 4 Mew Mailbox...
= Mailbox 4:,’}3 Add Expression % Remove Filter > &pply Filter
Client access
Hub Transport
< Unified Messaging

Mew Mail Contact...

DisplagN... =« I Alias [ Recipient Type Details [ Primary SMTP Address I Organizatic
23 Brent Seabrook  Blackhawks?  Mailbox User Blackhawks7@EGYCW]-dom. extest. microsoft.com  egycvj-dor
— . : 24 Joe Sakic Avalanchel3  Mailbox User Avalanchel9@EGYCWI-dom.extest microsoft. com  egycvi-dor | #2. Mew Dynamic Distribution Gro...
ecipient Configuration - 4 3 . S 3

24 Karlis Skrastins ~ Avalanche3 Mailbox User Avalanche3@EGYCY)-dom.extest. microsoft.com egycyj-dor

©- 33 Mailbox
‘;_',e Distribution Group 24 Patiick Sharp Blackhawks10  Mailbox User Blackhawks10@EGYCWY)-dom. extest. microsoft.com  egycyi-dor
= Refresh

2] Mail Contact
'3 Disconnected Mailbox Help
&= Toolbox

. Mew Distribution Group...

View

Brent Seabrook

& Disable

7< Remove

ew Move Mailbox. ..

|’y Enable Unified Messaging...
Properties

@ Help

<

[

HE szPm

| Qae— -

d—‘Startl ‘ € ‘ I £3 Exchange Manageme... 4 Machine: deplab383 CW...
Ty} ‘} O s o S s e D O D noees? = J 1




Delegation of Rights

IiE:l-u:ham_:;E System Manager

‘11 Eile  Action  Wiew  Window

B =
Conkoso (Exchange) “ L Ad d D € l eg a te
, l:j!

__j Global Settings

—-i Recipients [ Add Delegate Add Delegate
=1+ Administrative Groups This wizard helps you to add a new delegate. & delegate is a user or group that has
EQ Exchange Adminiskrative permissions to operations as allowed by a certain role.

E|_J JErvers Select the user or group to delegate control to:
- B[ EXCHANGEZK? | —
=-{_3 Rouking Groups [ I

El*:ﬂ Exchange Routin Select the role and scope of this delegate:
= Connectors (+ i Exchange Organization Admin role
el EXCHAL

Completion

The scope for this role is the entire organization

EQ First Administrative Grou (" Exchange Recipient Admin role

= _d Zervers The scope for this role is the entire organization

#- |5 ExchZ003Bridr

=+ Routing Groups

E"ﬁj First Fouting Gro Select the server(s] to which this role has access:
El__j Connectors :
B Exchzor

" Exchange Server &dmin role

+-{_3 Folders
+-{_4 Tools

Cancel




What I1s Windows Power Shell?

¢ Extensible scripting technology

¢ Interactive, programmable, secure

¢ Write secure automation scripts to run locally or remotely

¢ Command-line management capabilities added using .NET
¢ Deliverables

¢ Scripting language (codename: MONAD)

¢ Interactive shell (Exchange Management Shell)
¢ Produce task-oriented commands

¢ Domain-independent utility commands

¢ Power Shell SDK Availability

Microsoft



Exchange Management Shell

¢ An extensible scripting technology that:
¢ |s arich scripting language
¢ |s a set of domain-independent utility commands
¢ |s interactive and programmable
¢ |s a way to produce task-oriented commands

¢ A full command line experience

¢ AIE2007t as ks can b@mdetsoi t t en
¢« E200ESM GUI i s wr iOGmtdlgsso b as
¢ Command Line is superset of E2007 ESM GUI

Microsoft



Exchange Management

Common Reporting Task

Set listExchange_Mailboxes =
GetObject (* winmgmts :{ impersonationLevel
" Exchange_Mailbox ")

For Each objExchange_Mailbox ]
WScript.echo " AssocContentCount
WScript.echo " DateDiscoveredAbsentinDS
WScript.echo " DeletedMessageSizeExtd
WScript.echo " LastLoggedOnUserAccount
WScript.echo " LastLogoffTime
WScript.echo " LastLogonTime
WScriptecho " LegacyDN
WScript.echo " MailboxDisplayName
WScript.echo " MailboxGUID
WScript.echo " ServerName
WScriptecho " Si z e
WScript.echo " StorageGroupName
WScript.echo " StorageLimitinfo
WScript.echo " StoreName
WScript.echo " Totalltems

Next

=6

=impersonate}!

OO0 O O O OO

o O O O

\\ COMPUTERNAMEOOT MicrosoftExchangeV2"). InstancesOf (

listExchange_Mailboxes
#bjExchange_Mailbox.AssocContentCount

objExchange_Mailbox.DateDiscoveredAbsentinDS
#®bjExchange_Mailbox DeletedMessageSizeExtended
objExchange_Mailbox LastLoggedOnUserAccount
#®bjExchange_Mailbox.LastLogoffTime
objExchange_Mailbox.LastLogonTime
#®bjExchange_Mailbox.LegacyDN
objExchange_Mailbox.MailboxDisplayName
objExchange_Mailbox.MailboxGUID
objExchange_Mailbox.ServerName
objExchange_Maithdx.Size
objExchange_Mailbox.StorageGroupName
objExchange_Mailbox.StorageLimitinfo
objExchange_Mailbox.StoreName
ebjExchange_Mailbox.Totalltems

Replaced with:

get - mailboxstatistics

-server$ servername

Microsoft




Exchange Management

Provisioning a New Mailbox

Mix of CDOEXxM and LDAP:

Dim objMailbox As CDOEXM.IMailboxStore

Set objMailbox = GetObject ("LDAP:/I"+ DCServer + "CN=FOO,CN=users," +
DomainName)
objMailbox.CreateMailbox "LDAP:/I" + DCServer + "/CN=Private
MDB,CN=First Storage Group,CN =InformationStore,CN ="+ Server +
",CN= Servers,CN =First Administrative Group, CN=Administrative
Groups,CN =First Organization, CN=Microsoft Exchange,CN =Services,
CN=Configuration," + DomainName

Replaced with:

new- mailbox did domain \user ddatabase
OFirst Stor agkr iGraotugpp MDBO

Microsoft



Exchange Management Shell

Commands

Commands use the same syntax

Verb | Noun Parameters Example
Get User GetUser
_ Enablemailusedldentity
-ldentity :
Get Users _ Tomad ExternalEmailAddress
-ExternalEmailAddress
Tom@ Contoso.com

Commands can be pipelined to other commands:

A get-user | sort-object name

A get-user | where-object {$ .name -ilike "a*" } | sort-object name

Microsoft



New Exchange Management Shell

E2007 Command Line Structure

¢ Verbs

New

Get
Remove
Set

Add
Enable
Mount
Dismount
Disable
Test

& Sample Nouns

* Get- eXBEmmand | out-file ¢’ \Mﬁ?ﬁﬁ?ﬁ?fﬁ txt

Storagegroup
Sendconnector
Umautoattendant
Transportagent
Mobiledevice
Systemhealth
Servicehealth
Journalrule
MAPIconnectivity

Distributiongroua . -



Enable a Mailbox

Using ESM

%Euchange System Manager

File Action Yiew Help

(9 Consale Root Actions
=8 Microsaft Exchange
ﬂ Recipient Configuration

= B 1ailbo ; = - T :
_ $ irve Cnfiguratinn Dizplay Mame i Recipient Type i Alias i Organizational Unit i Server i Databaze

" Create Filker Mailbox

Modify Active Directory Scope

< Administrator bt L zer Administrator - kmaz. comdUgers domby First Storage i s Pecipients to Display
_:j Dele Rooney Mailbow L ser dakin wmnas.comdl zers dembe Storage Grow
_!j Peyton Manning  Mailbos User OBL smas.comdl sers umsglsry  First Storage
__!j Peyton Manning  Mailbox U zer Pranning  smazcomdsers domby Storage Grow Higw

_:J H.eggie Eush Maill:u:m |Jzer thsh rmas. comdlsers dernb Firsl Starage Refresh
Y Tiwadkinzade  Mailbox User bakin smas.comdl sers dembs First Shorage
Jj Wapne Fooney  Mailbox User WHooney  smasz.com/lsers dembe Storage Grol Help

4 Organization Configuration
% Toolbox

Enable Mailbox,..

Administrator
Move Mailbo,
Disable

Propetties

Help

< Back I Mest » i Cancel 1 J




Enable a Mailbox

Exchange Management Shell

¢ To enable a mailbox using Exchange Management
Shell

A Start the Exchange Management Shell and type:

Enable - Mailbox dldentity < UserlD > - Database < DatabaselD >

Microsoft



Disable a Mailbox

Using ESM

¢ To disable a mailbox using Exchange System
Manager

¢ In the console tree, expand the Recipients node
¢ Select the recipient that you want to modify

¢ In the action pane, select Disable

Microsoft



Disable a Mailbox

Using Exchange Management Shell

¢ To disable a mailbox using Exchange Management
Shell

¢ Start the Exchange Management Shell and type

Disable - Mailbox - ldentity < MailboxIDParameter >

Microsoft



Moving a Mailbox

Using ESM
¢ To move a mailbox using Exchange System
Manager
¢ Start Exchange System Manager

¢ In the console tree, expand the Recipients node

¢ You may want to select Mailboxes to view only those
objects with associated mailboxes

¢ Select the recipient that you want to move

¢ In the Action pane, under the recipient's name, click
Move Mailbox

¢ Follow the wizard to move the mailbox

Microsoft



Moving a Mailbox

Using Exchange Management Shell

¢ To move a mailbox using Exchange Management
Shell

¢ Start the Exchange Management Shell and type

get - mailbox -id ID | move - mailbox - targetserver Server

targetstore Store

¢ For example:

get - mailbox -id contoso \scott | move - mailbox

- targetserver E12- SRV1 - targetstore VIPStore

Microsoft



Exchange Management Shell

Samples

Set the send quota for ALL mail enabled users in the DL called
RemoteUserso 10@MB

Get - DistributionGroup

Set - Mailbox

Re move
support

ORemoteUsers 6
dProhibitSendQuota 1000

only storage

Get - StorageGroup | where {$_.Name

confirm

| GRidtributionGroupMember

dimatch

groups that cont

otempo }

- R@ageGvoap 0

Move ALL users from server PORTLAND to the TUCSON server, database

ADB1o

Get - Mailbox

oserver PORTLAND | move

- mailbox

otargetDatabase

0OTUCSDBI1 O

Microsoft

i



Exchange Management Shell

Samples

®

Assign an owner to a group of distribution lists

Get - DistributionGroup | where { $_.Name - ilike "*Exchange*" } | set

distributiongroup - ManagedBy "domain \ user"

&

Delete all messages in queue where the sender is Bob

Get - Message | where { $_.From - ilike *bob* } | remove - message

&

Verify that backups completed successfully the night before

Get - StorageCopyStatus

Microsoft
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demo

Automation_And_Reporting_ With_The Exchange
Management_Shell 300k.wmv



Exchange Server 2007

SERVER CHANGES



64-bit and Impact on Exchange

Addressable Memory
¢ 32-bit = 232 = 4 GB maximum memory

¢ 64-bit = 254 = 18 Exabyte maximum memory

¢ Current hardware restricts memory to 512 GB
* Microsoft Windows currently restricts memory to 18 TB

Exchange use of memory

¢ Store Cache
* Reduces Input Output per second
¢ Kernel

3 GB switch

¢ Reduces OS allocation of Memory from 2GB to 1GB allowing Exchange
to use 3GB

Microsoft



Drive to 64-bit

Access

E-mail access requirements

¢ Each connection consumes memory

¢ More available e-mail clients to connect
¢ Outlook, OWA, Outlook RPC/TTP, Mobile (EAS/RIM)
Other applications open connections
¢ ERP/LOB, Office Communicator, MSN Desktop Search

With 32-bit

¢ As memory runs out decreased # of users / server = increased
# of servers = increased cost / user

With 64-bit

¢ As memory runs out add memory (cheap) not servers (not
cheap)

&

Microsoft


http://team/sites/ex07cont/Images Logos etc/desktop_02.png
http://team/sites/ex07cont/Images Logos etc/mobiledevice_01.png
http://team/sites/ex07cont/Images Logos etc/outlook.png

Drive to 64-bit

Storage

¢ Larger inboxes
¢ E-mail volumes continue to grow

¢ More and larger attachments '@

¢ |W demands driven by large consumer inboxes
With 32-bit

¢ Small cache means that an increase in mailbox size causes less users
per disk = increase cost / user

®

¢ Increase in mailbox size requires large databases = lengthy backup
and recovery

¢ With 64-bit =
¢ Larger cache means increase in mailbox size without compromise on
disk

¢ More storage groups and databases per server for more granular
backup and restore capability :
Micresoft



Drive to 64-bit

Security

¢ Enhanced Security
¢ More granular rights T deeply nested security groups

¢ Utilizes kernel memory resources
¢ Internet Protocol Security (IPSec) more widely deployed
¢ Consumes memory

A With 32-bit

A As memory runs out decrease # of users / server = increase # of
servers = increase cost / user

A With 64-bit

A As memory runs out add memory not servers


http://team/sites/ex07cont/Images Logos etc/FireWall.png

Operational Efficiency

Optimized for performance and scalability

32-bit
Exchange

v wa B Reduce 10/ sec
™~ AR required by 70%!

},

v
mi less disk
Ny, B 4X more users

64-bit E12

m Large inboxes

A Wi t h -hit Bystent¥ ih place today, we are only able to use approximately 20 per cent of the
space on our storage area networks. We expect the move to 64-bit server to increase utilization
significantly, resulting in tremendous cost savings

- Dan Wills, Vice President of Operations, USA.NET Inc.

Microsoft



Availability and Compatiblility

¢ 64-bit supported by Exchange Server 2007

¢ Xx86-derived processors with 64-bit extensions
¢ Often called Ax640

¢ Intel, AMD reference such CPUs differently

¢ Intel A EM64T

¢ www.intel.com/technoloqy/64bitextensions/

* Note: does not include Itanium, Itanium 2 family
Processors

¢ AMD A AMD64
¢ www.amd.com/amd64

¢ What about 32-bit Exchange Server 20077
¢ 32-bit version available for trial and training
¢ Not supported for production use Microsoft:



http://www.intel.com/technology/64bitextensions/
http://www.amd.com/amd64

Impact of 64-bit

64-bit /O reduction impact

mm Reads/sec
mmm\Writes/sec
|1OPs/u

IOPS/user

|

Exchange 2007 8GB

Exchange 2003 4GB Exchange 2007 4GB
Version and Memory

Based on HP lab study on Exchange 2007 Beta 1 using:
ProLiant DL385 2 Dual-Core CPU (2.2GHz), 4-8GB RAM, 1500MMB3 users, U320 SCSI 24 DB disks, 4 Logs.
Search/Indexing=0OFF

Microsoft




Exchange Server 2007

HIGH AVAILABILITY



Mailbox High Availability Goals

¢ Data Availability:

¢ Protect mailbox data from failures and
corruptions

¢ Service Avalilability:

¢ Improve cluster failover operation

¢ Simplify cluster management

¢ Support stretch/geo-cluster

¢ Enable low cost large mailboxes (Gb+)
¢ Opt-in to redundancy based on business needs
* Increase solution availability

Microsoft



Built-in Protection

Enterprise-class availability at lower cost

N80% of ni zati ons s imailwasynoré impoetdnttthar

or ga
the telephoneé74% b e lmakbwodddbreserta grepterwi t h g
t ha

n | osing telephone servi
- Meta Group Survey, 2003

har dship

e On site or offsite data

Local Continuous Replication Clustered Continuous Replication
redundancy . &

e Reduced archival backup
requirement

e |mproved user self-
restore

Microsoft



Local Continuous Replication

A One machine

A Two copies
Logs / DBs

-
C 1he

Logs / DBs

A Replay
A Data validation
A One datacenter

A Easy configuration



Exchange Server 2007

demo

LCRINE2K7.wmv



Clustered Continuous Replication

¢ Two copies
¢ Clustered
¢ Automatic recovery

¢ Full redundancy

¢ Replay

¢ Data validation

¢ 1 or 2 datacenters

¢ Symmetric failover



Exchange Server 2007

demo

CCR-1_scschnol.wmv - CCR-7_scschnol.wmv
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MESSAGE TRANSFER



Transport and Routing

Overview

¢ Fundamental change in how Routing works

¢ Now use Windows Active Directory Site topology
¢ Sites, Site Links, Costs

¢ No more a need for Routing Groups and Routing Group
Connectors

¢ No more exchange of Link State information

¢ Automatic configuration of Routing topology
¢ Division of services between Hub and Edge

¢ New iImplementation in managed code

Microsoft



Overall Transport Assumptions

* At least one Hub role required per AD
site containing mailbox role

* ALL mail will pass through Hub role

* AD sites need not contain any
Exchange servers

LR

s MAPI/RPC used within site (full mesh), INTVARSES
except multi-nop SMTP such as: i‘

¢ Expansion server is set Redmond

¢ SMTP Send Connector homed on
specific Hub server

* SMTP used between AD sites

Microsoft
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Enable Messaging Policy

3 Transport rUIeS | 3 Neclobamulew-zam

sl nspect and t alf
¢ Modify (e.g. add disclaimer)
¢ Encrypt

L

o 1

]
O ws
O e
0 e
0 -
0 <
O e
0 w:
Oe
0 e

¢* Route

¢ Journal and archive

¢ Storage rules for email retention

¢ Multi-mailbox search for discovery

Microsoft



Transport Rules

New Transport Rule

]

Actions
Step 1: Select action(s]:

3 Introduction
[ Conditions
[ Actions

. Exceptions

O apply message classification

Create Rule [ set header with value

. Completion O remove header

[ append disclaimer test using font, size, color, and fallback to action if unable to appl
[ set the spam confidence level to value

[ add a recipient in the To field address

O copy the message to address

[ blind carbon copy [Bec) the message to address

O redirect the message to address

|2k send bounce message to sender with enhanced status code

O silently drop the message

|

Step 2: Edit the rule description [click an underlying value):

Apply rule to messages
between stock anal
send Communications between traders

. For more information please see http:'

sts and stock traders

and analysts are restriced
\policy. to sender with 5.7.1

< Back I Cancel I

Microsoft
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Enabling_Compliance_With_Ethical Walls 300k.w
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Archiving

Journaled messages can be archived to any SMTP address

¢ An Exchange Server mailbox
& A Microsoft Office SharePoint Server site

& A third-party archiving solution

)
. D Ll

L

Mlcrc}soft

Exchange Server 2007




harePoint as an archive

2 A MissingProperties - Microsoft Internet Explorer
File Edt \View Favorites Tools Help

( Back ~ 2 & ) search Favortes & -

éj http:/fethang-cleanfcorprec/MissingProperties/FormsfAllltems. aspx?ShowInGrid=TruedView={78FBE732-5661-47C2-832E-558SDECIFIZEB} v a Go
i Home > Corporate Records Sor t G

elcome Ethan G ssh v My Site | My Links~ | Help | Send Fesedback A
|

2728 Corporate Records All Content &Y Advanced Search

Corporate Records News

Corporate Records

MissingPropeﬁl;t“i‘esﬂ‘

View All Site Content Entry point for users to fill In missing metadata |
New -~ Upload ~ Actions~ Settings » \iew: - All Documents ~
Unclassfied Records 2| Type | w w!| EmalSender |w | E-maiSubject |w | FinalEffectiveDate | w Supplier

Hold Reports . = . tEs M 7de'Dml'-‘fc'ﬁmrlh'\'md ';rvm Budget Figuses 1/25/20EG||

= / MegaNet RFP 172572006 |Adventure/ otks
]  PomctProposalmsg  dsstest?@nothwind.com Project Proposal 172572008 Contoso

Fabeikam
= | Project status meg sotest2@ne ) ) Project Status 1/25/2006 |MegaNet

Documents

Comenission

Account Plans

Lists

Portal Authored Links
People and Groups

2/ Recycle Bin

Pending changes

& Local intranet



Journaling Rules

New Journal Rule Wizard

[ New Journaling Rule New Journaling Rule

This wizard helps you create a new journal rule. YWhen enabled, the new journal rule is

Completion iy
i executed on your organization's Hub Transport servers.

Rule name:
Execulive Compliance

Journal e-mail address:

SEC Compliance Browse... I

Scope:
* Global - all messages

" Internal - internal messages only

(" Egtemal - messages with an external sender or recipient
v lournal messages for recipient:
Executives@dianepre1 4 extest. microsoft.com

: V' Enable Rule

‘ £3 Journaling is a premium feature and requires an enterprise client access license to enable.

3¢ rrﬁ@_any SMTP. Address

Help | New | Cancel |




Message Classification

¢ Admin configuration with transport rules

« New Transport Rule Wizard

Cone:
Q
o
o
u]
=]
O
o
o
=]
o
o
o
Ll

Insert Messaae Ootions

Set Permission
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Organizational Folders

Managed Folders display in the useros
Provide a place to store critical content longer-term

Cannot be deleted

Can have user-created sub-folders Mail

Grouped together by Mailbox Policies = £ Terry Adams

Policies can be deployed based on different characteristics 8 Contacts
\a Deleted Items
_.#| Drafts
.| Inbox (74)
L @ Junk E-mail
= | z] Managed Folders
=l L z] Financial Data
] Accounts Payvable
FLEY
] Manthly Reports
| MNewProducts (30}

Folder quotas can limit individual folder size

] pmpbe e
[ Notes

Microsoft



Retention Policies

¢ Set policy on Inbox, Deleted Items, etc.

¢ Policies based on age of the item

¢ Unique policies enabled for e-mail, voice mail and fax
¢ Expiration actions:

¢ Move to Deleted Items

¢ Move to a another folder for cleanup review

¢ Delete
¢ Instructional message can be B
shown to users Qrew - | @ | B | X | B

o

.| Inbox %
Messages are moved to the Cleanup Review folder 150
days after being sent or received. Move messages that
need to be kept longer for business or legal reasons to a
Managed E-Mail Folder

Arrange By: Date - Meweston top -
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Ensure a Clean Message Stream

¢ Anti-spam protection

¢ Multi-prong filtering approach: connection, sender, recipient and
content

¢ Attack detection and sender reputation dynamically analyzed

¢ Automated SmartScreen filter updates

¢ Antivirus protection i
¢ Attachment filtering | ‘

* New managed extensibility
¢ Exchange 2003 VSAPI extensibility



Security, Protection and Compliance

Secure messaging

¢ Protect messages in transit and at rest

¢ Intra-org malil
¢ Encrypted by default
¢ Signed by default

¢ Business to business

¢ Auto E2007 to E2007 gateway encryption

¢ No special client requirements



Built-in Protection

Protection from internal and external threats

In 2004, 78% of organizations were hit by viruses, and 37% reported unauthorized access to

information.
- CSl and FBI Computer Crime and Security Survey, 2004

e Antivirus and anti-spam protection Incoming -
¢ At the perimeter (DMZ) nene
e Hosted
4 Connection Filtering

¢ Behind the firewall 2 Sender & Recipient Filtering

e Automatic encryption support

e Client to server “

Q@ Server to server Outlook Mailbox ‘.': Sz B mall

e [nternet e-maill

e SSL web access out-of-the-box



Antivirus, Anti-Spam Protection

Choice: On-premise protection
DMZ On-Premise Software

iiros:

Exchange Server 2007

Firewall
ARET

e

Internet ] ll (\ ;

nterne S : [ &
H T Edge Transport i Mailbox Server

Hub Transport Client Access

Server Server
Server

grcrosat Antivirus and Anti-spam

Forefront protection for Exchange
Security for Exchange Server  server 2007 Roles

Choices for Network Edge Protection

¢ Internet-based services or on-premise software protect against spam and viruses before they
penetrate the network

Local Control of Data
¢ Antivirus, anti-spam and security policies can be customized to meet the needs of the organization

Built-in Protection
¢ Protection for your data and your network that can expand as the organization grows

Microsoft



Antivirus, Anti-Spam Protection

Choice: Hosted e-mail security

On-Premise Software
Firewall

Exchange Server 2007

5

A=) & (B

D S0
Hub Transport Server Mailbox Server Client Access Server

Internet 3»

3
E

Microsoft

Exchange

> Forefront Antivirus and anti-spam protection for
Hosted Filtering

Security for Exchange Server  Exchange Server 2007 Server Roles

Choices for Network Edge Protection

¢ Internet-based services or on-premise software protect against spam and viruses before they
penetrate the network

Comprehensive Enterprise-class Hosted Services for E-mail Security and Management
e Service for e-mail security with performance backed by SLAs

Simplify E-mail Administration
o Offload e-mail security; allows focus on other IT initiatives

Microsoft



Protection with Hosted Services

EE
Exchan e
Ho iltering

Exchange
Hosted Archive

E?(méﬁagg
Continuity

Exchange

Hosted Encryption

Real-time threat prevention features
Multi-layer anti-spam and antivirus

Customized content and policy enforce

E-mail retention for help with compliance and e-discovery.
Customized report generation for help demonstrating compliance

Fully indexed, searchable archive

Uninterrupted e-mail accessibility

Rapld recovery from unplan led disasters and network outages



Anti-spam Features

Anti-spam Exchange | Exchange 2003 | Exchange 2003 | Exchange 2007
Feature 2003 RTM

IP Allow / Deny Lists

IP DNS Block / Allow Lists

Recipient Filtering

Sender Filtering

Content Filtering (Smartscreen)

Content Filter Updates (Smartcreen)

Sender ID Check

IP Safe Lists (Bonded Sender)

Computational Puzzle Validation

Protocol Analysis-Data Gathering

Protocol Analysis-Sender Reputation

Open Proxy Block

Enterprise Spam Data Update
Service

Per User/OU Spam Settings

Admin Quarantine
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Anywhere Access

Outlook experience from desktop to mobile devices

. Microsof.t' D" Microsof_t'
EE.Ofﬂce Outlook aa.&)];f_fce Outlook
oplie ==

Eagﬁfce Outlook " 1. Office Outlook

Voice Access Web Access

e Built-in: no special server or services required
e Rich access for the many, not the few



Microsoft Unified Communications

Innovative Communications With Revolutionary Economics

Services Servers C/ Mobility
anae Eof J ftOffice ""ﬁ”"ﬂ‘?"o”ékWebA
sted Servi change Serve =~ Outiook -
Communi
I~ n Y. MicrosorOffce Web Access
Live Meeti e Communications Se i Communicator: A
2 Communi
hle Mobile

. Windows
l: Mobile

lelephony

Developer Platform

Enterprise Instant Unified Messaging

Messaging -~ AudioydViaeoyWeb Conferencing






Why Unified Messaging Is Great

SIMPIETO N EonSIStENtWIth
geployand . EXchange site

Reasonapie

manage  consolidation  (icesoint

lIherightser Hignly
of features: reliable

SlEarenas
USer;
EXPErience.

Admin benefits

¢ All messages in one inbox 1 e-mail, voicemail, fax
¢ Single point of administration

¢ Single training, troubleshooting, etc

¢ Reduction in cost and complexity by managing one
single directory infrastructure

¢ Single security infrastructure

¢ Allows for site consolidation of voicemail systems
End User benefits

¢ Receiving Fax

¢ Voice Access to Exchange system

¢ Speech-enabled Auto Attendant i directory dialing,
customized menus

Lower price point

¢ Exchange UM comes in at a lower price point than
competing systems

¢ More importantly T cost savings around management,
reduced complexity

| =
- J
We are building a TCO/ROI tool that will capture

the cost savings more granularly depending on the
customer 6s envir me n




Exchange Server 2007 Architecture

With UM

¢ Simple to deploy
and manage

& Consistent with
Exchange Server
2007 site
consolidation

¢ Reasonable price
point

¢ Right set of
features rather
than all features

¢ Highly reliable

» RPC/HTTPS |

SMTP
MAPL RPC — TOM =
------- » LDAP -
/T.38 ;!- e 00

<" Directory .,

Server

‘. m———
ill!l Client
(. Access

4 Server

o
Internal
Phone
- Internet
’ LY
Internal
Phone

External ActiveSync
Phones : i
Internal

Phone

ub Transport 4

F—4
Unified H
Messaging Server
Server
v
EII!I

Mailbox 4
Server

Qutlook

Web Access

Cutlook




Call Answering

Internal
Phone

i ™

Internal
Phaone

External G
Phones -

Internal
Phone

Directory
Server

Unified
Messaging

Mailbox 4
Server

Internet

v

Qutlook Cutlook

Web Access

ActiveSync

MAFI RPC
HTTFS
WoIP

» RPC/HTTPS
— TDM




Voice Access

Directory
Server

Unified N Hub Transport Q
Messaging Server

Mailbox 4
Server

Internal .

Hos SMTF » RPC/HTTPS
i MAPI RPC — TDM

e : o

Internal : VoLP

Phone :

«
External ActiveSync  Outlook Cutlook

W,

i Web Access ‘_

Internal ‘
Phone b r‘ﬂ—h |

Microsoft



Outlook Voice Access




