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N THE PAST, THE
REWALL WAS THE
-CURITY PERIMETER

On-premises /
Private cloud il



NOW THERE'S FEWER BOUNDARIES, MORE
DATA, MORE COMPLEXITY _l
]

Office 365 _H
—

D |




THE LIFECYCLE OF A SENSITIVE FILE

Data is created, imported,
& modified across
various locations

Data is detected
Across devices, cloud
services, on-prem
environments

=
g

Sensitive data is
classified & labeled
Based on sensitivity;

used for either
protection policies or
retention policies

Data is protected
based on policy
Protection may in the
form of encryption,
permissions, visual
markings, retention,

deletion, or a DLP action
such as blocking sharing

Data travels across

various locations, shared

Protection is persistent,
travels with the data

Data is monitored
Reporting on data
sharing, usage,
potential abuse; take
action & remediate

Retain, expire,
delete data
Via data
governance policies



MICROSOFT'S INFORMATION PROTECTION SOLUTIONS - TODAY

Comprehensive protection of sensitive data across devices, cloud services and on-

premises environments

DEVICE

PCs, tablets, mobile

Windows Information Protection

OFFICE 365 CLOUD SERVICES, SAAS
APPS & ON-PREMISES

k —_—
m a f f —
= = =
Exchange Online, SharePoint Highly regulated Azure SaaS & ISVs Datacenters, file
Online & OneDrive for Business shares

Office 365 DLP

Office 365 Advanced Data Governance

Azure Information Protection (AIP)

Microsoft Cloud App Security (MCAS)



MICROSOFT'S INFORMATION PROTECTION SOLUTIONS

MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ cloud apps, data access & usage,
potential abuse

OFFICE 365 ADVANCED SECURITY MANAGEMENT

Visibility into Office 365 app usage and potential
data abuse

WINDOWS INFORMATION PROTECTION

Separate personal vs. work data on Windows 10 devices and
prevent work data from traveling to non-work locations

MESSAGE ENCRYPTION

Send encrypted emails in Office 365 to anyone —
inside or outside of the company

CONDITIONAL ACCESS

Control access to files based on policy, such as identity,
machine configuration, geo location

DETECT

MICROSOFT'S
INFORMATION
MONITOR PROTECTION CLASSIFY

SOLUTIONS

PROTECT

AZURE INFORMATION PROTECTION

Classify, label & protect files — beyond Office
365, including on-prem & hybrid

OFFICE 365 DLP

Prevent data loss across Exchange Online, SharePoint Online,
OneDirive for Business

ISV APPLICATIONS

Enable ISV partners to consume labels, apply protection

OFFICE APPS

Protect sensitive information while working in Excel, Word,
PowerPoint, Outlook

OFFICE 365 ADVANCED DATA GOVERNANCE

Apply retention and deletion policies to sensitive and
important data in Office 365

SHAREPOINT & GROUPS
Protect files in libraries and lists



LV @

Detect Classify Protect Monitor
Scan & detect sensitive Classify data and apply Apply protection actions, Reporting, alerts,
data based on policy labels based on sensitivity including encryption, remediation

access restrictions



Demo: Azure Information Protection



CLOUD & SaaS APPS

0 DETECT SENSITIVE
INFORMATION

No matter where it's created,
modified or shared




0 CLASSIFY INFORMATION
BASED ON SENSITIVITY

Automatic classification
Policies can be set by IT Admins for automatically
applying classification and protection to data

HIGHLY

Recommended classification ‘.Q CONFIDENTIAL

Based on the content you're working on, you can be
prompted with suggested classification

“‘. CONFIDENTIAL
PERSONAL .l EEEN

Manual reclassification
You can override a classification and optionally be
required to provide a justification

....
' GENERAL

L 4

’0
® rusLic

User-specified classification
Users can choose to apply a sensitivity label to the email
or file they are working on with a single click



9 SENSITIVITY LABELS
PERSIST WITH THE
DOCUMENT

Document labeling — what is it?

Metadata written into document files
Travels with the document as it moves

In clear text so that other systems such as a DLP engine
can read it

Used for the purpose of apply a protection action or data
governance action — determined by policy

Can be customized per the organization’s needs

FINANCE

CONFIDENTIAL




@ PROTECT SENSITIVE DATA ACROSS YOUR ENVIRONMENT

Devices (&

Drive encryption

Remote wipe \

Business data separation

Cloud & on-premises

File encryption

Permissions and rights-based
restrictions

DLP actions to prevent sharing

Policy tips & notifications for
end-users

Visual markings in documents

Control and protect data in
cloud apps with granular policies
and anomaly detection

Data retention, expiration,
deletion



Keys

There are 3 keys that matter in the main protection workflow

w=() document-specific key (symmetric) to encrypt/decrypt the content
tenant public key (asymmetric) to encrypt the publishing license
tenant private key (asymmetric) to decrypt the publishing license

Local processing on Psoft Azure
PCs/devices Protection

_______ .| UseRights + % n ﬂ
Symmetric key

Publishing license

Use Rights + e
Symmetric key
)
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Detect Classify Protect Monitor
Scan & detect sensitive Classify data and apply Apply protection actions, Reporting, alerts,
data based on policy labels based on sensitivity including encryption, remediation

access restrictions



%% MONITOR INFORMATION
PROTECTION EVENTS FOR
GREATER CONTROL

Visibility
Policy violations Anomalous activity
Document access & End-user overrides
sharing False positives
App usage

Take Action
Tune & revise Quarantine user
policies Integrate into
Revoke access workflows & SIEM

Quarantine file



Monitor data access

Code Blue.docx

t All documents

Summary

Code Blue.docx

a8 Microsoft Rights Management
Free trial during preview

9

denied

one user

Open In Excel

2

months
since last activity

3, 2015 10:59 AM

Revoke access

Code Blue.docx

© All documents

Worldwide
1A

AUSTRA/RA
bbmg

United States
Name
Mark Adams
Klaas Pluck

Katrina Redding

a Microsoft Rights Management

Free trial during preview

NORTH
AMERIC/@)

4

Atlantic
Ocean

Pacific
Ocean

SOUTH
AMERICGA

2000 miles 2500 km
© 2015 HERE  © 2015 Microsoft Corporation

@ viewed denied

Status Date A
Viewed Jul 9, 2015 12:14 PM
Viewed Jul 9, 2015 12:20 PM

Viewed Jul 9, 2015 12:24 PM

Open In Excel Revoke access



Information protection por

MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ cloud apps, data access & usage,
potential abuse

DETECT

OFFICE 365 ADVANCED SECURITY MANAGEMENT

Visibility into Office 365 app usage and potential
data abuse

WINDOWS INFORMATION PROTECTION

Separate personal vs. work data on Windows 10 MONITOR
devices and prevent work data from traveling to non-
work locations

MESSAGE ENCRYPTION

Send encrypted emails in Office 365 to
anyone — inside or outside of the
company

PROTECT

CONDITIONAL ACCESS

Control access to files based on policy, such as identity,
machine configuration, geo location

]

CLASSIFY

0lio

AZURE INFORMATION PROTECTION

Classify, label & protect files — beyond Office 365,
including on-prem & hybrid

OFFICE 365 DLP

Prevent data loss across Exchange Online, SharePoint
Online, OneDrive for Business

3rd PARTY APPLICATIONS
Enable ISVs to consume labels, apply protection

OFFICE APPS

Protect sensitive information while working in Excel,
Word, PowerPoint, Outlook

OFFICE 365 ADVANCED DATA GOVERNANCE

Apply retention and deletion policies to sensitive
and important data in Office 365

SHAREPOINT & GROUPS
Protect files in libraries and lists®



Existing solutions

Encrypt... without
permissions

Incompatible
devices/apps/platforms

, Inconsistent
Restricted key |
management ~

Complex
configuration

Unintended
consequence



There are many people trying to make PGP communications better, but the fundamental
architecture of PGP is such a pain to use that when Ars' Lee Hutchinson e-mailed PGP creator

Phillip Zimmermann in PGP format, Zimmermann refused to read the message that
way—because his PGP key was not on his phone:

®e Re: Media inquiry - Ars Technica

Philip Zimmermann <prz@mit.edu>

Wednesday, December 31, 2014 at 3:00 PM
To: Lee Hutchinson

- You forwarded this message on 12/31/14, 3:08 PM.
[ cannot decrypt this on my iphone. Please send this to me again, as plaintext.
Sent from my iPhone

http://philzimmermann.com
(spelled with 2 N's)

On Dec 31,2014, at 11:28, Lee Hutchinson <lee hutchinson@ arstechnica.com> wrote:
----BEGIN PGP MESSAGE

Version: GnuPG/MacGPG2 v2.0.22 (Darwin)

hQMOASTrHFao6Sg0EAVv+MBxq6UhPKGwbhKsc YIZFNSpVNnMgAZNNmQMVXPo3iPXd2
IS WA MIEvL T AANET MW VaVEA T ISWhEDSONEA/A 7AOcarni 1t TYWern n M m fa R

, 9/26/2017



https://arstechnica.com/

0365 Message Encryption
Anyone, on any Device in any Email client

Inside your Between your With any of your
organization business partners customers

P 1 N
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Demo: user workflow
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Authenticator ml LTE 20:18 v % 60 % mm )
SeznamOsob
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Zobrazit opravnéni Hotovo

Osobni Udaje
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Upravit

Kopirovat
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Office Message Encryption

Compatibility Flexible policies

across devices,

apps, platforms
R Consistent

workflow




Admin experience & Policy based
protection



Fnable using cmdlet...

e B & O » ¥ | P > B & 8 B 0O 0O & (@E.

' EnableOMEV2.ps1 X

1 #Connect to the Azure Rights Management service.
2 $cred Get-Credential

3 Get-Command -Module aadrm

4 Connect-AadrmService -Credential S$cred

5 #Activate the service.
6
7
8
9

Enable-Aadrm
#Get the configuration information needed for message protection.
$rmsConfig = Get-AadrmConfiguration
$1icenseuri $rmsConfig.LicensingIntranetDistributionPointurl
10 #Disconnect from the service.
11 Disconnect-AadrmService
12 #Create a remote PowerShell session and connect to Exchange Online.
13 $session = New-PSSession -ConfigurationName Microsoft.Exchange -Connectionuri https://o
14  Import-PSSession $session
15 #cCollect IRM configuration for Office 365.
16 $irmConfig = Get-IRMConfiguration
17 $list $irmConfig.LicensingLocation
18 I (!$list) 1 3115t = 80 }
19 if (!$1list.Contains($1icenseuri)) { $list $1icenseuri }
20 #Enable message protection for office 365.
21  Set-IRMConfiguration -LicensingLocation $1ist
22  Set-IRMConfiguration -AzureRMSLicensingEnabled $true -InternalLicensingEnabled $true
23  #Enable new Protect button in outlook on the web
24  Set-IRMConfiguration -SimplifiedClientAccessEnabled $true




NOWw...

Always On



TechNet Gallery: Office Message Encryption Configuration
and Troubleshooting

EX Administrator: Windows PowerShell

=» Connect to AADRM (AIP), MSOL and Exchange Online
=» Configure OME to use only v2 (New version)

=» Configure OME to use only vl

=» Configure OME to use both vl and w2

Disable OME

=» View Current Status of OME

=» View Templates configuration

=» Check if any known configuration issue

=» Show AIP Logs

18 => Check templates/labels cached +folders

11 =» Check registry keys for templates/labels

0 => Quit

Select a task by number or Q to quit: &

View Current Status of OME
Current IRM S5tatus

AADRM is Enabled

OMEv2 enabled
RMSTrustedPublishingDomain Configuration

AADRM Key is managed by Azure Information Protection

[ e T [ R 5 I S Y Y S
[}



https://gallery.technet.microsoft.com/Office-Message-Encryption-592d4872

Office Message Encryption

Compatibility
across devices,
apps, platforms

Flexible policies

Consistent
workflow
Office
Message Easy to

configure



EXO + Your Keys

Azure Key Azure Information
Vault Protection

Exchange Online



Office Message Encryption

Compatibility Flexible policies
across devices,

apps, platforms
Consistent

workflow

Secure organization Easy to

configure




Exchange Hybrid support

O
@ Internet

To: julie@contoso.com
Cc: david@contoso.com

onorem Route ingress &
£ el b b S Office 365 for enterprises
xchange organization

Exchange server Internet I |
o e egress mal
T C an

= =

From Exchange

OnlIsop | through the

Exchange Online

organization
To: julie@
contoso.com

cR—O0—[= qaez—@—ﬁa Exchange Online

david@contos

contoso.com




Why Office 365 Message Encryption?

Part of the Microsoft IP portfolio
-asy to setup, manage
Fasy workflows for senders & recipients

Consume mails across devices, apps, platforms and mail topology
Full control of your keys



FAQS



General

How do | enable OME?

(but will be auto-enabled for tenants with
Azure RMS in the future)

What licenses do | need?
E3 or AIP standalone

ls OME a replacement for S/MIME?
NO


https://aka.ms/EnableOME

OMEVT or OMEVZ2?

| want to...
..enforce permissions on recipients

... set up automatic policies to encrypt mail
.. My end-users to be able to send encrypted mall

... ensure recipients can consume the mail regardless of identity
or devices

... use BYOK

OMEVZ
Either

OMEVZ
OMEVZ

OMEVZ



Customization

Can | customize the look and feel of my OMEvZ2 mails?

Yes.

Can | customize protection templates?
Yes.

A
\ X4
<.> Contoso MX
)'A

Alex W (alex@M365x672368.onmicrosoft.com) has sent you a protected
message.

Read the message

This link will expire on March 30, 2018

This email and its attachments may be confidential and are intended solely
for the use of the individual to whom it is addressed.

Contoso Corporation. All Rights Reserved.


https://aka.ms/OmeBranding
https://aka.ms/AIPCustom

Compliance and OME

Does Office 365 eDiscovery work with OME?
Yes.

Can Office 365 DLP scan OME mail?
Yes.

Does ATP scan OME?
No. Known gap. In backlog.



Hybrid

Can | use OMEVZ if I my org’'s mailboxes are on-prem?
Yes, if the mails are routed through Exchange Online.

Can | use OMEVZ it | am currently using IRM with on-prem RMS?
No.

Can | use OMEVZ if my keys were imported from AD RMS but | am currently
using Azure RMS?

Yes, but you will have to reach out to customer support.






