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Microsoft 365: Bezpecna spoluprace

|dentity Administrace

Centralni sprava

Bezpecné overenti internich
a konfigurace

[ externich uzivateld

Soubory
Kol e gpv® Weby ISpoIeILnos
Obsah

Pro spojovani napric,

Pro komunikaci projektovych
celofiremni komunikace

tymd, oddéleni, iniciativ

OneDrive
SharePoint

Exchange

Zas?2zen? Audit
Konfigurace a sprdava koncovych zarizen, E-mail

mobilnich telefonu a aplikact Ochrana dokumentd, dat, informaci, audit aktivit,

Pro cilenou a rizenou interni i externi komunikaci prehledné reporty, soulad s normami a certifikace

| Office 365 Groups |

Clenstvi napric aplikacemi a sluzbami
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Strasak dalsich mesicu
aneb kde IT muze (a musi) pomoci

25. kvéeten 2018




Osobni Udaje

- Udaj ¢i jejich kombinace umoznujici identifikaci konkrétni
fyzické osoby

* Jméno, pohlavi, vek, narozeni, IP adresa, fotografie...
 Pracovni nebo osobni postovni adresa

 Pracovni nebo osobni e-mailova adresa

» Pracovni nebo osobni telefonni cislo

 Overovaci identitikacni udaje




Citlive osobni Udaje

» Rasovy puvod

« Politické nazory a nabozenské vyznani
- Clenstvi v odborech

« /dravotni zaznamy

» Sexualni orientace

» Trestni zaznamy

« Genetické a biometricke Udaje

. Udaje détf



Prava fyzicke osoby

Pristup
» Ktere udaje o mé osobe zpracovavate Ci uchovavate?

Oprava

- Tento udaj neni spravne a zadam o jeho opravu.

Omezeni zpracovani
- Nechci, abyste moje data predavali dalsim zpracovatelum.

Prenositelnost Udaju

 Vydejte mi prosim moje osobni data ve strojove citelné podobe.

Vznést namitku

Vymaz a , pravo byt zapomenut”
» Jiz si nepreji, abyste zpracovavali moje Udaje a preji si jejich odstraneni.



Dopady

Nutnost vyhodnoceni dopadu napric spolecnosti
Ovliviuje procesy, poskytované sluzby | technologie
/amerna a nezbytna ochrana dat

Implementace procedur na ochranu dat

Poruseni musi byt oznameno!
Porusenim bezpecnosti se rozumi:

« Zniceni, ztrata, zmena, nepovolené predani, nepovoleny pristup



Dopady

» Vztahuje se na vsechny osobni Udaje.

« VCetne nestrukturovanych dat:

« Obsah e-mailu

» Prilohy e-mailu

 Soubory na pevném disku pocitace

« Soubory na prenosnem USB mediu

- Data ulozena v databazi

- Data pristupna webovou aplikaci

» Archivacni systémy ci vytistené dokumenty

» Souhlas se zpracovanim dat
- Dany svobodne, konkrétni, informovany, jednoznacny, vyjadrujici prani subjektu



Jaké otazky si k

< Je s daty nakladano?

< Jsou data zabezpecena?

0 ma k datum pristup?

jakych systémech se data objevuji?

ta prenasena?

ta uchovavana a archivovana?

e KO

Jak jsou c
Jak jsou c
Jake jsou

Jaka jsou
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d
O
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rocedury
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ast s ohledem na technologie

Ori zjisteni pokusu o odcizeni dat?

Ori pruniku a odcizeni dat?



Metodika posouzeni je individualni

Znalost %» Procesy mmd Technologie
|
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Zajisténi prav subjektu
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TARGET SCORE BALANCED

Analyzing Your Scor’e 304 mgcnmmmmemcsammmmegmammemﬂenm

— ~Q - .
f*#it:-{;/o‘"“‘o Secure Score gives you a different way of
_—"0 managing your risk. Rather than reacting o 28
responding to secu alerts, the Secure Score Current Scare
ets you track and plan incremental improvements
owver a longer period of time

27 Actions in the queue

Enable MFA for all global admins
Enable MFA for all users:

[Not Scored] Enable audit data recording

Lmmary v S NEW >< [Not Scored] Review signs-ins after multiple failures report weekdy

We have introduced the fully remediated Sel strong outhound spam palicy
workflows for the following controls. Check it out!

Your Secure Score |
Enable mailbox auditing for all users

= Designate more than one tenant sdmin ¥ 3 I v
- Designate less than 5 tenant admi [Not Scored] Review sign-ins from unknown sources repon weekdy -
n-global administrative roles
[Not Scored] Review signs-ins from multiple geographies repor weeskly Visit the Office Netwark Group for Securi

[Not Scored) Review role changes weekdy

[Mot Scored] Enable information Fights Management (IRM) services

Of 2 ; 3 The following threats could be mitigated by [Nok Scored) Use audit data

taking the recommended Secure Score actions. )
[Not Scored] Do not use transport rule fo exdemal domains

Take sction to see how you can improve your score You are currently at risk for attack. [Net Seered] Do not use fransport white lists
today . nunt Bragel
Account Breach [Not Scored] Review mailbox forwarding ndes weekdy
For more information about your Secure Score - Elevation of Privilege
go to: Score Analyzer. [Nok Scered] Review mailbe access by non-owners repor bi-weekly
= Data Exfiliration

[Not Scored] Review malware detections report weskly




Compliance Manager

Compliance Manager

Review Frame

000
Customer Controls

Microsoft Controls

o000
Customer Controls & of 365

Microsoft Controls &45 of 695

Customer Controls

Microsoft Controls

00

Customer Controls

Microsoft Controls

Customer Controls

Micresolt Controls

Customer Controls

Microsolt Contrals

174 of 174




Souhl as se zpracovsgn?

Rule zard

What do you want to do with the message?
Step 1: Select action(s)

[] move it to the specified falder

[7] assign it ta the category categary

[] delete it

[] permanently delete it

[] move a copy to the specified folder

[] forward it to peop blic group

[7] forward it to

[] redirect it to p i

have server reply using a specific message
[] reply using D

[] flag message for follo

[] clear the Message Flag

[] clear message's categories

[ mark it as import

[] print it

[7] stop processing mare rules

Step 2: Edit the rule description [click an underlined valueg)
Apply this rule after the message arrives

Cancel < Back Finish
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File Home Send / Receve Folder

Current Folder

Subfolders

All Current -
Mailboxes Mailbox &1 All Outlook Items

Scope

nrotection.office.com/Uc

Share

Public Folders

View

obsahu

Search Tools

From Subject

' Tell me what you want to do

| F This Week = |™ Flagged & ) T u
[ [ !

U
Has
Attachments

~ _ qu Sent To~
Categorized _
- f=] Unread

Refine

and more. You can then p

Inbox - vik@kpes.cz - Outlook

! Important ) N
Recent Search = Close
+ More~ Searches = Tools =  Search

Options Close




Jak obsah hledat

» Queries

Location Type Part Query Locations with Hits Items

Mailbox Primary (("Fraud”) OR ("Cheat") OR (Cheat*) OR (Crim*) OR. (“imposter") OR (((cheat*) NEAR(3) ("support")

“Fraud

Cheat*
Crim?




Noti fi kace uUHi vat el

- Hush - Message (HTML)
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW

.. |* Follow Up -

ralibri (Bog = | 11 _ '||.‘ o i — ' 5 2 ;_,: 9 [ B

L] ) : I High Importance
Paste E T U | &k . A~ BE= &= 3= | Address Check = Attach Attach Signature = Assign

- ¥ Format Painter o Book Mames File ltem = - Policy - ¥ Low Importance
Clipboard ls Basic Text = Mames Include Tags M
Policy Tip: This message may contain sensitive informatien. Your organization won't allow this message to be sent.
The fellowing recipients are not authorized to receive this email. sean.mcneill@live.com X sean.mcneill@catapultsystems.com X

To send this message, you must gyerride your organization’s policy.
0 These recipients are outside your organization: sean.meneill@live.com ¢ sean.mcneill@catapultsystems.com X

From = karenb@meccatapult.onmicrosoft.com

To...

Subject

Dan Jump's SSN 564-78-2234




Restri kti1 vn? DLP

@O -

® Policy Tip: This message appears to

contain sensitive information. Make

Your message to @outlook.com couldn't be delivered. sure all recipients are authorized to
receive it. Hide details

A custom mail flow rule created by an admin at > Hlessigaappests o cantai

Credit Card Number

-OnmicrOSOft-Com has blOCkEd your ir:fo:;eavric()j:ttah”astZi)?)iztgesensitive.
message.

Learn More

To: Alex Li
This mail or attachment is labeled as "Internal”. This « @
message can't be sent to external recipient. Subject: Chargeback

Please chargeback the travel expenses
to this account.

Visa: 4111 1111 1111 1111



Kontrola souladu

Office 365 = Security & Compliance A B 2 S

@ Home
/’ Alerts

A& permissions

ﬁ Threat management E Total O Exchange SharePoint OneDrive for Business
Eﬁ Data governance
/O Search & investigation

¥ Reports

DLP policy matches

View re

55 Service assurance mation
11-03702:56:04 High Volume of
11-0370: 5 High Volume of Content... Q1 Expens € s Credit Card #
2016-11-03T02:56 High Volume of ( o ense J ad@con . Credit Ca umber
High Volume of Content

2016-11-0370; : High Volume of Content... C ny Pl onto.. Cred d Nu High

2016 High Volume of C g QR1-2016.pptx < Credit Card : High

16-11-03702:56:10 High Volume of Content ew item Ovder Form 20, jan umber 3 High

High Volume of Content... Janed@cc Credit Card High

2016-11-03T02 High Volume of Content... janed o.. Credit Card N High




> | High Importance & sA—e -
L e = -0]

¥ Low Importance s
Bcc  From Office View

ok MNames | File~ Iltem~ - Add-ins Templates
Names Recent ltems

Current Mailb¢ ==l Employee Data - 2015 KJ copy

[ afdemo-my.sharepoint.com = personal » katiej_afdemo_onmicrosoft_com = ...
- Mewest

> RD Expense Report
u&; afdemo-my.sharepoint.com » personal » katiej_afdemo_onmicrosoft_com = ...

Team Picture

Mon /22 | 2= _ _ - _
= CAUsers\AllenDemo\Pictures\,

EZE MNorthwind Traders Proposal

CAUsers\AllenDemo\Desktop),
sun 6/21

a— Proseware Project Budget Audit
mﬁi‘; afdemo-my.sharepoint.com = personal » katiej_afdemao_onmicrosoft_com » ...




SharePoint Online a OneDrive for Business

@ New v 2 Upload v < Sync [ Quick edit

Modified Modified By Sensitivity

% 36 minutes...  Eyal Manor Internal

3 days ago Eyal Manor Internal

3 days ago Eyal Manor Internal

3 days ago Eyal Manor Secret All Employees
4 days ago Eyal Manor Internal

3 days ago Eyal Manor Internal

% 12 minutes...  Eyal Manor Secret All Employees
About an hour... Eyal Manor Internal

About an hour... Eyal Manor Confidential




BezpelLn® sd?

OneDrive - Contoso

Documents

@ new Fupload g sync

[ Mame

Personal

Shared with Everyone

Asia Q3 Marketing Overview Beta
Billing Statement

Marketing Slogan Suggestions Nov1

| en 2

July 09
July 09
July 09
3 hours ago

Juby 09

Alex Darrow

Alex Darrow

Alex Darrow

Alex Darrow

Alex Darrow
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HH Office 365 OneDrive

v Groups

Email attachmer

r organi 1. AC

S oul

; to this item is

modifier, and the site owner.

Shared with Evel .
ix the issues or c

tip.

= ltem is
= ltem
Mumber |

¢ ltem Order Form =3-15%¢ ..« Yesterday at 5ixb PM 3% shared

es from Staff Meeting

Resolve to

Sara vavis

adu

-~




dence poHadavkt

£ Search % Following Group conversations A

D ctivity
. GDPRActivityHub18 £ 2 imember
G Public group

Documents

New X Send by email Published 5:18 AM
Notebook

Pages

Insert Request

Events

Requests

Pick R t T for P: | Data:
Site contents Ick one Request Type for Personal Data

g D © g

f Edit " Access Correct Objection

Title *

Provide a Title for the Request

Data Subject *

Provide a target Data Subject

Data Subject Email:

Provide a valid email address for the Data Subject

Verified Data Subject:
\

(o ) No:

b J

Request Assigned To *




£ Search % Following Group conversations A

. GDPRActivityHub18 £ 2 imember
G Public group

Documents

New X Send by email Draft saved 2:13 PM
Notebook

Insert Event/Incident
Events
Requests

Pick one Event/Incident Type for Personal Data:

Site contents

O b £ ¢ 2 =

2 Edi Data Identity Data Data Data ata
Edit Breach Risk Consent Consent Processing Archived
Withdrawal

Title *

Provide a Title for the Event

Notified By *

Provide a description of who notified the Event
Event Assigned To:

Event Start Date * Minutes:

Fri Jul 07 2017

Event End Date * Minutes:

Provide the End Date of the Event




Reporty poHadavkt

O Search * Following Group conversations 71

GDPR Activity Hub 0 ::
Home < ¥ = 5members
GI Public group

Add GDPR Request
-+ New Published 6/27/2017 & Edit
Add GDPR Event/Incident

GDPR Hierarchy

GDPR Tasks Data Requests 30T 11572017 Data Breaches |dentity Risks

Events
Edit
Export Perso,

Requests 8 6 6 7 %

Recycle bin
Medium 2 : Critical
Data Events %

7 Ma un un
@p0zta Breaches  @Critical/High Severity Bre., cs @ Critical/High Severity Risks

@ Data Conzent
@ Data Conzent Withdrawal

@ Data Processing
@ Critical/High Severity Bre.- ty Risks @Critical/High Severity Risks

Get the mobile app

Waiting fo




Automatizace

Reguest for data ac
+ Add question

1. Your name *

When a new email arrives in a shared mailbox

J

\

Parse JSON

Create a new record
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Office 365 MDM
Microsoft Intune

Pol i1 ti ka

mo b |

PpS2stupu

Konfi gurace zas$?2z

BezpelLn®

Vymaz8n?2

Bl okace ps2stupu

~

Podm?2 nnni

PS2stup

Device security policies

and a

Edit Device Security Policy - Microsoft Edge

protection.office.com/Ucc/Device/EditDevicePolicy.aspx?ActivityCorrelationID=fb818f69-3a4

Default MDM Policy by Office 365

requirements do you

want to have on




Z8kl adn?2 konfigurace

Microsoft Admin center Admin

S Step 1 Step 2 Step 3
etU p Personalize sign-in Add users Protect data & devices
Microsoft 365 Business

o o L

Protect work files on mobile devices

These settings let users safely access email and work files on their mobile devices, without you needing to manage the device or the
user's personal information. If a device is lost or stolen, admins can remotely remove company data without affecting personal data.

Office apps are protected by these settings and, by default, they are applied to Windows, i0S, and Android devices for all users. Learn
more about protecting work files on mobile devices

~  Protect work files when devices are lost or stolen @ ..

Delete work files from an inactive device after 90
Force users to save all work files to OneDrive for Business -I On

Encrypt work files -I On

Restore default settings

~ Manage how users access Office files on mobile devices @

Require a PIN or fingerprint to access Office apps
Reset PIN when login fails this many times

Require users to sign in again after Office apps have been idle for minutes




% Microsoft

Contoso LLC terms and policies

In order to access Contoso LLC resources you must accept the Terms of Use.

Contoso Official Terms of Use

Choosing Accept means that you agree to all of the above Terms of Use.




Fyzi ck8 bezpelnost

BitLocker

K odemknuti teto jednotky zadejte heslo.

Cheete-li pfi psani zobrazovat heslo, stisknéte klavesu Insert.
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Audit aktivit

Audit log search

Meed to find out if a user deleted a document or if an admin reset someone's password? Search the Office 365 audit log to find cut what the users and admins in you
to find activity related to email, groups, documents, permissions, directory services, and much more. Learn more about searching the audit log

Search Results

Date ~ IP address Activity

File and page activities
ccessed file Checked in file Checked out file
Copied file Discarded file checkout Deleted file
Deleted file from recycle bin Deleted file from second-stage recycle bin Downloaded file
Modified file Moved file Renamed file
Restored file Uploaded file Viewed page
Folder activities
Copied folder Created folder Deleted folder
Deleted folder from recycle bin Deleted folder from second-stage recycle bin Modified folder

Mowved folder Renamed folder Restored folder




AD Assessment

2 High Prigrity Recommendations

0

l08e

Paszed checks

Alert Management

105 e I I
Actve critical erts in the las .. l l

rs

S q ][]
Active warning alerts in the last 1

24 hours

Antimalware Assessment

I nsufficient Protection
5

Azure Automation

Enabled. Allows creation of Hybrid Runbook Workers for
your Automation accounts.

DNS Analytics (Preview)

0

Malicious Activity
(Last 24 hours)

DNS Servers

Network Performance Monitor

Unheslthy Subnetwork Links
5

I Healthy Subnetwork Links

System Center Operations Manager Assessment

(Preview)

Solution requires additional configuration

Security and Audit

S5M.

No devices have been detected. Note that it can take up to
24-48 hours for configured devices to appear and may take
onger if they are not currently connected to internet. Refer to
http://aka.ms/DeviceHealthConfig for more info on how to
configure devices.

IT Service Management Connector(Previsw)

Service Map

50l Assessment

Update Management

Wire Data 2.0

S | yrececeieen 7 4
2 Agens in the 125t 24 hours Locs! Subnets in the 25t 24 haurs
6 19e Nesd 5 Updsies
Solution requires additional configuration Machines reporting nachines reporting Low Priarity Recommendations 0
(Last 30 min) 0A 770 Need Other Updates _ 1 3
e Passed checks 1 @ stEnten Applicstion-level Frotocals in the
Up To Date 24 hours
3
AD Replication Status Agent Health Azure Activity Logs Capacity and Performance (Preview) Change Tracking Upgrade Readiness

N fo

Click here to troubleshoot

7

Total count of 2

0

Count of unresponsive agents in the last 24 hours

18

Number of Activity Records

1

Hosts

7

Virtual Machines

67
ALL CHANGES

g
) II
[ . -

234AM  634AM  1034AM  ZMPM G34PM 1034PM

0

COMPUTERS

Office 365

This selution requires add
here to complete all required

ional configu n. Please dlick
onfiguration steps.

ATOM Agent Status

Free Tier Data Consumption Tracker
Security
206.9

WireData2
446

LogMznzgement
373

Logon Activity Web Service

Types of data

Logon to Remote Desktop Service

0

Failed Logon

15

Su

s Logon

Server Performance

8

Servers o

7

S

j reporting to OMS

vers not currently reporting to OMS

Windows Free Storage

0

Disk volumes with less than 10% free 5,

3

Disk volumes with less than 20% free space

Windows Update Management
Update not installed
87

Update installed

225

Mot Installed OS Updat..
62

Windows Hardware and Software Inventory

Virtual Machine
5

Default string
1

Local Certificates Status

Critical
1
Waming
o
Expired
1

Task Scheduler Status (DEV)

dezjanmareklocal
24K

cerberus janmarek.Jocsl
2.2K

7.5K

senviiojanmarekloca

779

Best Practice Analyzer

Configuration
627
657 I Dperation
WARNINGS *
Prerequisite
4

Change in privil

TOTAL

Create personalized views
for any data. Click here to
begin.

Exchange Server HealthCheck Lite

1

NEEDED
UPDATES

d Exchanges

Exchanges

I Nesded Updats
1

Operating system HealthCheck Lite

Server Down

1

Unexpected shutdown

0

sstart servers

0

‘Web Probe

i)

Waming
2




SECURITY DOMAINS

Antimalware Assessment
Computers with Antimalware

cement 1 1

MNetwork Securnity

Coming soon!

Computers
Computers with security

1

Baseline Assessment
Critical failed rules in the last

68

Update Assessment
Computers missing updates

1

Identity and Access

ounts attempted to log

1.8K

Threat Intelligence
Malicious traffic events

17.1K

Azure Security Center

NOTABLE ISSUES

Active issue types

\ CRITICAL
9 WARNING
TOTAL 4

IMFO

3

MAME COUNT SEVERITY

High priority AD assessment security r.. 0

High priority SQL assessment security r... 0

Logons with a clear text password
nputers with insufficient protection

Low priority SOL assessment security r...

Low prionty AD assessment security re...

Accounts failed to log on

Change or reset passwords attempts

Locked accounts




Kont

SECURITY AND COMPLIANCE

" HIGH PRIORITY REC

LOW PRICRITY REC!

89% 1

PRIORITIZED RE
Ensure that operating system updates are revie

Change your password policy to enforce minimum p...

r o |

AVAILABILITY AND BUSIMES \ 4 PERFORMAMNCE AN LABILITY

/

98% 2. oocecrs
71

I LOW PRIORITY RECOMMEND,

PASSED CHECKS

100%, 8

WEIGHT PRIORITIZED RECOMMENDATIONS WEIGHT PRIORITIZED RECOMMENDATIONS

15.6 nfigure the root PDC emulator to use an authorit.. 2.5 Congratulations. Looking great!

A Unles cifically required always enable strict repli...

Zzdr av?

UPGRADE, MIGRATION AND DEPL

PASSED CHECKS

100% 5

WEIGHT PRIORITIZED RECOMMENDATIONS

Congratulations. Looking great!

OPERATIONS AND MONITORING

PASSED CHECKS

2

WEIGHT PRIORITIZED RECOMMENDATIONS WEIGH

Congratulations. Looking great!




RozG2sen® kontrol

Remote Desktop
ONOM Services Logons

- i NETWO RACTIV / ) L ) ] NAME GONS DESTINAT]
RDP activity monitor
\TECHNIK

ing to the \n accour
the RDS
\n account failed t




Za S?2Sov®ho prov

NETWORK TRAFFIC INFORMATION COMMON WIREDATA QUERIES

. - Agents that provide wire data
Agents capturing network traffic Local Subnets Application-level Protocals Type=WireData | measure Sum(TotalBytes) by Computer | top 50...
Tip: installing more agents will give you meore visibility over IP Addresses of the agents providing wire data

‘dark corners' of your network Type=WireData | measure count() by LocallP

All Outbound communications by Remote IP Address
6 6 1 1 Type=WireData Direction=0utbound | measure count() by Remo...

Bytes sent by Application Protocol

Type=WireData Direction=0utbound | measure Sum|SentBytes)...
COMPUTER BYTES SUBMET BYTES APPLICATION PROTOCOL BYTES i

Bytes received by Protocol Name (transport-level protocol,...

WIN-20670MAGPEQLAZUreS5ta... 43GE m— 192.168.88.0/24 3.2GE m— SMEB 2.9GB Type=WirzData Direction=Inbound | measure Sum{ReceivedByte...

Type=WireData | Measure Sum(TotalBytes) by |PWersion

EX10N1.AzureStack.Local 957.2ME mm 192.168.200.0/24 1.3GB LDAP 1.6GB
Remote IP addresses that have communicated with agents...

MAS-DCO1.AzureStack.Local 908.9ME mm 192.168.100.0/27 8e8.8MB WEMANHTTP 263.7MB Type=WireData LocalSubnet="10.0.0.0/8" | measure count() by R...

PCTWIN10.uk.defense-ops.com 19.9MB 169.254.0.0/16 119 1ME HTTRS 205.4MB Processes that initiated or received network traffic

Type: WireData | distinct ProcessMame
MAS-WASPO1.AzureStack.Local 19.2MB 10.0.0.0/24 19.8MEB MSFTGC 35.2MEB

Amount of Metwork Traffic (in Bytes) by Process

KERBEROS 9.9ME Type: WireData | measure Sum(TotalBytes) by ProcessName

OVSDE 54MB

EPMAP 14MB

I
EX10M2.AzureStack.Local 1TAGE = Unknown 2GE  m— Unknown 2.5GE  m— Total bytes by IP version (IPv4 or IPvE)

—

[}

[

I

|

I

I

I

HTTP 12MB

See all... See all.. See all...




Overview » Service Map

@® Time Range: 11/15/2017 1:09 AM — 1:39 AM (30 minutes) Legend h 4 @

L Machines | B Groups
Bx Add group

Filter items...

NAME
» Mg
» l..E:::h

» Higsccm




ASP.NET

HTTPS J ako vichoz?

LI' https://localhost:44391/ -i'fr 3"5 ﬁ-\,

Use this space to summarize your privacy and cookie use policy. ‘ Accept

Manage your account

Change your account settings

Personal Data

Your account contains personal data that you have given us. This
page allows you to download or delete that data.

Deleting this data will permanently remove your account, and
this cannot be recovered.

Personal data

Two-factor authentication




Azure SQL & SQL Server Ochrana

L@ WideWorldlmporters - 11/22/2017 12:32:41 PM - Vulnerability Assessment - Microsoft SOL Server Management Studio Quick Launch (Ctrl+C)
File Edit View Project Debug Tools Window  Help
: G - | ﬁi‘ - - W Hu | J:E“ Mew Query &= il i xﬁﬁ DAY | Generic Debugger -
Object Explorer L Al WideWorldimporter...ability Assessment # X
Connect~ ¥ " G Vulnerability Assessment Results
= @ . (50L Server 13.0.1728.2 - db-scan-user) ]

= Databases sgl2016: WideWorldimporters

System Databases at 11/22/2017 12:32:41 PM

Database Snapshots

g databasel . .
@ database2 Total security checks Total failing checks High Risk 2 IE— Learn more

g WideWorldimporters Medium Risk 3 SOL Security Center

Security 54 6 Q Low Risk 1 Best Practices for SQOL Security

Server Objects

Replication

PolyBase ©3 Failed (6) ¢ Passed (48)

Always On High Availability

Management 1D Security Check Category Risk Additional Information

HEEEHBEBE

Integration Services Catalogs
B 50L Server Agent (Agent XPs disabled) VA1020 Server principal GUEST should not be a member of any role Authentication and Authorization O High

{#] XEvent Profiler

Via1245 The dbo information should be consistent between the target DB and mas Surface Area Reduction D High

Va1285 Sensitive data columns should be identified Data Protection Medium Mo baseline set
VA1044 Remote Admin Connections should be disabled Surface Area Reduction Medium

Va1219 Transparent data encryption should be enabled Data Protection Medium

Vin1282 Orphan roles should be removed Authentication and Authorization O Low




Azure SQL & SQL Server Detekce

Data Classificatio...PM - _ . Ll [ata Classification - ShiraDB

G =

SQL Data Classification Report = Microsoft

Server name: .~ Report generated on: 2/9/2018 4:22:51 PM
Database name: ShiraDB

Classified columns Tables containing sensitive data Unique information types

39/486 19171 6

Label distribution Infarmation Type distribution

. Il Contactinfo
Il Confidential .
. Hl Credentials
Il Confidential - GOPR .
Hl Credit Card
BN General I Financial
I Highly Confidential

. I Mame
I Fublic Il Hational ID

Schema Table Column Information Type +  Sensitivity Label

-

dbo ErrorLog Usertame Credentials Confidential
HumanResources Emplayee MationallDMumber Mational 1D Confidential - GDPR

B FPerson Address Addressline Contact Info General

Address AddressLine2 Contact Info Confidential - GDPR
Address City Contact Info Highly Confidential
Address PostalCode Contact Info Confidential - GDPR




Eliminace rizika

Contoso Cloud - Risky Sign-ins # X

£D Last 90 days ! Download C) Refresh

RISK LEVEL DETECTION TYPE RISK EVENT TYPE RISK EVENTS CLOSED LAST UPDATED (UTCQ)

| High Offline Users with leaked credentials © 0 of 3 2/13/2017, 12:00 AM

I Medium Real-time Sign-ins from anonymous IP addresses @ 56 of 67 /16/2017, 9:18 PM
L ————
App registrations
I Medium Offline Impossible travels to atypical locations @ 10of 10 2/12/2017, 1:02 AM
Application Proxy o
i Medium Real-time Sign-ins from unfamiliar locations @ 39 of 51 2/16/2017, 9:18 PM
-]

Azure AD Connect

Low Offline Sign-ins from infected devices ® 0 of 28 2/12/2017, 12:38 AM

Domain names




Cloud App Security



