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Politika

DENNI MENU
pondeli 19. 12. 2016

SARO, AT SI JOHN ZMENI
HESLO! REKONSTRUKCE,
JAK RUSTI HACKERI
VYHRALI TRUMPOVI VOLBY

)st Kul

Komentovany vybér toho nejzajimavéjsiho ze svétovych médii
od pondéli do soboty.

Amerika je zaskocena - kupi se dalsi a dalsi podrobnosti o ruskych
hackerskych ttocich, které mély podle véeho za cil zahybat letoSnimi

prezidentskymi volbami a slavily bezprecedentni tispéch.

New York Times otiskly minuly tyden podrobnou rekonstrukci toho,
jak Rusové postupovali a jak se mohlo stat, Ze je nikdo nezastavil. O
vikendu pak piibyl dalsi dilek do mozaiky znepokojivych zprav
popisujicich to, co uz v USA nékteti kladou na tiroven ttoktim na Pearl
Harbor nebo na Svétové obchodni centrum. Jak upozornil list
Washinton Post, nejen CIA, ale i FBI uz se nyni shoduji v tom, Ze cilem
ruského vmésovani nebylo jen zviklat dévéru v americky volebni

systém, ale piimo pomoci ke zvoleni Donalda Trumpa.

Ni¢emu takovému dosud Spojené staty necelily - a zda se, Ze rozdélena
Amerika ani pofadné nevi, jak se k novému typu titoku postavit.
Trump angazma Rusti zatim vytrvale bagatelizuje, byt jeden z jeho lidi
jiz ptipustil, Ze v piipadé shody vsech americkych zpravodajskych
sluZzeb novému prezidentovi nezbude nic jiného nez vzit fakta o ruské

vypomoci na védomi.
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S e unikla data o mzdach, zrejmeé za tim
je rozvod manazerky

3. ledna 2014 5:41

Z unikly citlivé idaje o obchodnich planech banky véetné prijmu

nejvys$siho managementu v dcefinych spole¢nostech, jako je stavebni sporitelna a
penzijni spole€nost. Za unikem podle stoji rozvod jedné z manazZerek banky.
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Hackeri mesice stahovali data ze Zaoralkova
e-mailu, utok miril z ciziny

31.ledna 2017 12:01, aktualizovano 15:09

E-mailové Géty ministerstva zahraniéi napadli neznami hackefi. Utok trval nékolik

mésich, hackefi stahovali data také ze schranek ministra Lubomira Zaoralka (CSSD) i
jeho naméstkl. Podle $éfa diplomacie to pripominalo Utok na americkou Demokratickou

stranu pfed prezidentskymi volbami.

| Lide

Kazdy ma co fici iDNES.cz

Hackefi mésice stahovali data ze Zaoralkova e-mailu | (2:40) | video: CTK
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llustraéni snimek. | Foto: CTK

Operator podle uradu dostatecné nezabezpecil data svych
klientl a ma za to zaplatit pokutu ve vysi 3,6 milionu korun.
Byvaly zaméstnanec firmy nabizel na trhu data s udaji 1,2
milionu klientd
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Ve Velké Britanii hackersky utok
zablokoval pocitace Narodni zdravotni
sité. Zdravotnicka zarizeni byla terem i
v Jakart&, v Ciné zasazeni ohlasily
stfedni Skoly a univerzity. Ve Francii kvdli
utoku musela vyrobu zastavit
automobilka Renault.

Wainwright rekl, ze zranitelnost
zdravotnickych systému, a nejenom
toho v Britanii, je znepokojujici. Naproti
tomu je podle néj zfejmé, Ze mnoho
bank se dokazalo ubranit. Virus utoci
zejména na pocitace pouzivajici
operacni systém Windows XP, ktery uz
firma Microsoft nepodporuje. Aktualni
systém Windows 10 zasaZen neni.

Expert: Dalsi utok?
Mozna uz v pondéli
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Hackers hid malware in CCleaner, a free app
meant to clean out computers
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Windows 10 Enterprise - bezpecnost

Windows Defender AV d Prevence proti malware (EPP)
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UEFI Secure Boot

Threat

Mitigation

How does it
work

Windows 10
Changes

Considerations

Threat Actor replaces the firmware with malware with Firmware bootkits.
Threat Actor places bootkits to start malware before Windows starts.

= UEFI (Unified Extensible Firmware Interface) is a modern day replacement for legacy BIOS.
= UEFI's SecureBoot feature helps prevent pre-boot attacks that use boot and rootkits.

= PC with UEFI first verifies that the firmware is digitally signed.
= Secure Boot then examines the bootloader’s digital signature to verify that it hasn't been modified.
= |t starts before Windows boot process starts.

New devices
=  Must include UEFI and ship with its Secure Boot feature enabled.
= System firmware must be compliant with the UEFI Specification Version 2.3.1 or higher.

Windows 10

= Continues to support legacy BIOS for existing devices.

=  Some Windows 10 security features depend on UEFI 2.3.1 or greater.
Existing devices moving to Windows 10

= Switching from BIOS mode configuration on Windows 7 to UEFI mode on 10 requires hard drive
formatting.

= Features that take advantage of Virtualization Based Security (e.g.: Credential Guard) require the 64
bit version of Windows 10.

Windows 10 Device Protection




Trusted Boot with ELAM -

Mitigation

How does it
work

Early Launch

Anti -Malware
(ELAM)

Threat Actor installs system or driver rootkits to start kernel-level malware while Windows is starting,
before Windows Defender and antimalware solutions can start.

= Trusted Boot including Early Launch Anti-Malware helps prevent tampering Windows Kernel and
other components of the Windows startup process including the boot drivers and startup files.

= Trusted Boot takes over where Secure Boot leaves off.
= The bootloader verifies the digital signature of the Windows kernel before loading it.

= The Windows kernel, in turn, verifies every other component of the Windows startup process,
including the boot drivers, startup files, and ELAM.

= If a file has been modified, the bootloader detects the problem and refuses to load the corrupted
component.

= Because Secure Boot has protected the bootloader and Trusted Boot has protected the Windows
kernel, the next opportunity for malware to start is by infecting a non-Microsoft boot driver

= ELAM can load a Microsoft or non-Microsoft anti-malware driver before all non-Microsoft boot
drivers and applications, thus continuing the chain of trust established by Secure Boot and Trusted
Boot.

Windows 10 Device Protection
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Security Baseline mim

O — A security baseline is a collection of configurations items for a Microsoft product that provides
prescribed values to solve a specific use case or scenario.

= Domain joined devices
» Protected admin workstations

Scenarios

Windows 10 Security Baselines are available for

_ 1507
Windows 10 — 1511
Investments = 1607
= 1703
= 1709
Security = The SCM CAB files corresponding to these baselines are now published.
Compliance = Install and start SCM v4.0 on an internet-connected system: it will notify you that the new baselines
Manager are available if it is configured to check for updates automatically.

=  Windows Defender is recommended for enterprise use and important Defender settings are now
Major Changes part of the Windows baseline.

in 1607 = Enforcing the blocking of use of SSL 3.0 and out-of-date ActiveX controls in Internet Explorer.
= |mprovements in auditing settings.

Device Management
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BitLocker Overview

BitLocker is a device encryption Solution.
Available for all editions of Windows 10 (Pro, Enterprise, Education, and Home).
With Windows 10:

_ o Single sign-on for modern devices and configurable Windows 7 hardware
Overview (no longer startup PIN needed).

o BitLocker pre-provisioning, encrypting hard drives, and Used Space Only encryption allow
administrators to enable BitLocker quickly on new computers.

o Administrators can turn on BitLocker and the TPM from within the Windows Pre-installation
Environment before they install Windows or as part of an automated deployment task
sequence.

=  TPM 1.2 for key storage with Secure Boot.

= Recovery key back-up in Active Directory or/and MBAM backup in database.
= Full drive encryption when disks are being reused.

= Encrypt data on the go when using new disks.

Recommendations

Windows 10 Device Protection



What's New in BitLocker in Windows 10

= Provide additional protection from a class of attacks on encryption.
XTS-AES encryption = Support both 128-bit and 256-bit XTS-AES keys.

algorithm = The algorithm is FIPS-compliant.
= This is only recommended for fixed and operating system drives.

New Group Policy

for configuring pre - = Enable to configure the pre-boot recovery message and recover URL that is shown on the pre-

boot recovery screen.

boot recovery

Encrypt and recover = Non-domain joined scenario. Device encryption when the device is joined to Azure Active
your device with Directory (AD).
Azure Active =  When the device is encrypted, the BitLocker recovery key is automatically escrowed to Azure Active
Directory Directory.

Windows 10 Device Protection



Microsoft BitLocker
Administration &
Monitoring




Microsoft BitLocker Administration & Monitoring nim

Capability BitLocker + Active Directory MBAM + BitLocker Environment
Environment

Key Escrow X
Key Recovery X
Policy Application X

Advanced Compliance Reporting
Key Recovery Auditing
TPM Enablement/Deployment

X X X X X X X

Self Service Key Recovery

Windows 10 Device Protection
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Overview

Mitigation

Security

Configuration
Option

Threat Actor steals same administrative local account and password combination, and conducts lateral
movement across the servers and workstations on premises.

Local Administrator Password Solution (LAPS) provides a streamlined approach to:

Provide different random password on each machine.

Centrally store secrets in existing infrastructure - Active Directory (AD).

Control access through AD ACL permissions.

Transmit encrypted passwords from client to AD (using Kerberos encryption, AES cypher by default)

> > I

Random password that automatically regularly changes on managed machines.
Effective mitigation of Pass-the-hash attack.
Password is protected during the transport through Kerberos encryption.

> > > >

Password is protected in AD by AD ACL, so granular security model can be easily implemented.

>\

Name of local account to manage

>\

How often to change

>\

Length and complexity

Device Management
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Windows Defender
Exploit Guaro

Advanced intrusion prevention with next
generation vulnerability mitigations and
attack surface area reduction controls

Vulnerability mitigations make vulnerabilities
less exploitable

Enhanced Mitigation Experience Toolkit (EMET)
integrated within

Block intrusion with surface area reduction
(ASR) controls

Protects sensitive folders and processes from
unauthorize access

Empowers SecOps to respond with custom
anti-exploit mitigations

|9| Control Execution




Demo:
Control Execution

Blocking fileless based attacks with Windows Defender Exploit Guard
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