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ProĽ je bezpeĽnost a detekce takov® t®ma?

ÅProtoĤe zabezpeĽen² koncov® stanice je Ľasto st§le jen pomoc² antiviru

ÅProtoĤe ovŋśen² identity uĤivatele je Ľasto st§le pouze pomoc² hesla

ÅProtoĤe pśiĢly chytr® telefony a data opouĢtŋj² spoleĽnost a cestuj² pśirozenŋ

ÅProtoĤe uĤivatel® si hledaj² cesty jak sd²let data, avĢak ty jsou zcela mimo kontrolu IT

ÅProtoĤe ¼toĽn²ci pouĤ²vaj² modern² techniky a ne ty, proti kterĩ se br§n²te

ÅProtoĤe nechcete zaĤ²t nŋco n§sleduj²c²hoê



ProĽ je bezpeĽnost a detekce takov® t®ma?

ÅProtoĤe mnohem dţleĤitŋjĢ² je detekce abnormálních 

aktivit a moĤnost rychl® reakce

ÅA k Ľemu je detekce bez reakce?
Å93% napaden² probŋhne v ś§dech minut (zdroj: Fidelis)

Å83% napaden² trv§ tĩdny neĤ jsou detekov§ny a napraveny (zdroj: 

Fidelis)
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Zdroj: https://www.respekt.cz/denni-menu/saro-at-si-john-zmeni-heslo-rekonstrukce-jak-rusti-hackeri-vyhrali-trumpovi-volby





Zdroj: http://zpravy.idnes.cz/hackeri-ministerstvo-zahranici-lubomir-zaoralek-fb9-/domaci.aspx?c=A170131_115519_domaci_fer











NEBOJTE SE NELHAT SI



NEBOJTE SE ZMŊNIT PROCES



NEBOJTE SE CLOUDU



NEBOJTE SE UģIVATELŢ



NEBOJTE SE BÁT SE



Reaktivní ochranaPreventivní ochrana

Detekce naruĢen² a 

ochrana
Ochranazaś²zen² Ochrana identit Ochrana 

informací
Obrana proti 
¼tokţm

BezpeĽnostn² funkce Windows 7



Windows 10 ProfessionalðBezpeĽnostn² funkce

Reaktivní ochranaPreventivní ochrana

Detekce naruĢen² a 
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Windows 10 Enterprise E3ðBezpeĽnostn² funkce

Reaktivní ochranaPreventivní ochrana

Detekce naruĢen² a 

ochrana
Ochranazaś²zen² Ochrana identit Ochrana 

informací
Obrana proti 
¼tokţm



Windows 10 Enterprise E5ðBezpeĽnostn² funkce

Reaktivní ochranaPreventivní ochrana

Detekce naruĢen² a 

ochrana
Ochranazaś²zen² Ochrana identit Ochrana 

informací
Obrana proti 
¼tokţm
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Qualify
Lead

BezpeĽnĩ start PC

0% 10%

Opportunities

Develop
Strategy

Present
Value

Prove Value

BezpeĽn§ pr§ce s PC

20% 40% 60%

Agreement

Negotiate
Terms

Drive
Consumption

BezpeĽn§ pr§ce s informacemi

80% Post

Windows Defender ATP ðdetekce a śeĢen² trvalĩch a sofistikovanĩch hrozeb (EDR)

Vypnuté nebo startující PC

Windows 
Trusted Boot

Bitlocker & 
MBAM

Ovŋśen² uĤivatele a spouĢtŋn² programţ

Windows Hello for
Business & WD 
Credential Guard

WD SystemGuard
& Applocker

WD Antivirus + 
Exploit Guard

Pś²stup k souborţm a informac²m

Windows Information
Protection

WD Application Guard

Windows Defender AV ðPrevence proti malware (EPP)



Windows TrustedBoot



Device Health & Conditional AccessThreat Overview Device ManagementWindows 10 Device Protection

Threat

Windows 10

Changes

Mitigation

Considerations

How does it 
work



Device Health & Conditional AccessThreat Overview Device ManagementWindows 10 Device Protection

Threat

Mitigation

How does it 
work

Early Launch 
Anti -Malware 

(ELAM)



SecurityBaseline



Windows 10 Device Protection Device Health & Conditional AccessThreat Overview Device Management

Overview

Scenarios

Windows 10 
Investments

Major Changes 
in 1607

Security 
Compliance 

Manager



Windows Bitlocker



Device Health & Conditional AccessThreat Overview Device ManagementWindows 10 Device Protection

Overview

Recommendations



Device Health & Conditional AccessThreat Overview Device ManagementWindows 10 Device Protection

XTS-AES encryption 

algorithm

New Group Policy 

for configuring pre -

boot recovery

Encrypt and recover 

your device with 

Azure Active 

Directory





Device Health & Conditional AccessThreat Overview Device ManagementWindows 10 Device Protection

Capability BitLocker + Active Directory 

Environment

MBAM + BitLocker Environment

Key Escrow X X

Key Recovery X X

Policy Application X X

Advanced Compliance Reporting X

Key Recovery Auditing X

TPM Enablement/Deployment X

Self Service Key Recovery X



LocalAdministratorPasswordSolution



Windows 10 Device Protection Device Health & Conditional AccessThreat Overview Device Management

Threat Actor steals same administrative local account and password combination, and conducts lateral 

movement across the servers and workstations on premises.
Threat

Mitigation

Local Administrator Password Solution (LAPS) provides a streamlined approach to:

Á Provide different random password on each machine.

Á Centrally store secrets in existing infrastructure - Active Directory (AD).

Á Control access through AD ACL permissions.

Á Transmit encrypted passwords from client to AD (using Kerberos encryption, AES cypher by default).

Security

Á Random password that automatically regularly changes on managed machines.

Á Effective mitigation of Pass-the-hash attack.

Á Password is protected during the transport through Kerberos encryption.

Á Password is protected in AD by AD ACL, so granular security model can be easily implemented.

Configuration 
Option

Á Name of local account to manage

Á How often to change

Á Length and complexity



Device
Guard

&
Applocker

Oblast: Ochrana zaś²zen²

40



ProĽ v§s to m§ zaj²mat
Åģ§dn§ opravdová antimalware strategie se neobejde bez nástroje na omezení

spouĢtŋn²software

ÅProtoĤe chcete zajistit, aby se v rámci organizacenespouĢtŋlyprogramy, které

nejsou licencovány

ÅProtoĤe chcete zajistit, Ĥese budou spouĢtŋtpouze takové verze program, které

jsou otestované a schválenéIT



Windows Defender ExploitGuard
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Demo: 
Control Execution
Blocking fileless based attacks with Windows Defender Exploit Guard






