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Co nas ceka nebo bude cekat

Brute Force na HTTPS a jeho detekce

Brute Force na RDP a jeho detekce

Vytezeni dat ze Skype klienta

Dalsi obecne detekce (new user, add member to group, atd..)
Detekce vytvoreni ,Hide Enterprise administrator”
Detekce pruzkumu DNS

Brute Force na LDAP Simple Bind

Detekce autorizovaneho LDAP dotazu

Honey Token - navnada

Detekce Pass-the-hash

Detekce Pass-the-ticket

Detekce utoku na Golden ticket (Encryption downgrade aktivity
a Malicious replication)
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Co je ATA

Dete
Dete
Dete

KU

-/

KU
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KU

e vytezovani informaci z vnitrni infrastruktury
je podezrelé chovani v siti/doméne
je vyuziti nebezpecnych nastroju a vykradani hesel

ATA vyhledava
Skodlivé kody
Nestandardni chovani
Bezpecnostni problémy a rizika



Co ATA umi detekovat

Pass-the-Ticket (PtT)
Pass-the-Hash (PtH)
Overpass-the-Hash

Podvrzeni certifikatu v krbogt tiketu
Golden ticket

Skodlivé replikace

Rekognoskace

Hruba sila

Vzdalene spusteni

A spoustu dalsich...



Novinky ve verzi 1.7

Rekognoskace pomoci vyctu adresarovych sluzeb
Vylepseni proti utoku typu Pass-the-Hash
Vylepseni proti utoku typu Pass-the-Ticket
Vylepseni proti nestandardnimu chovani
Vylepseni proti necbvyklé implementaci protokolu

Management
Rizenf pristupu na zakladé role
Podpora Windows Serveru 2016 a Windows Server Core
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Sbery dat a informaci
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POzor na vykon

ATA Center

Paketu za sekundu ze viech radicu Procesor
domeny (jadra®)

1 000
10 000
40 000
100 000

400 000

*To zahrnuje fyzicka jadra, ne jadra typu Hyper.

**Primeérné pocty (pocty ve Spicce)

UloZisté databaze za den
(GB)

0.3

UloZité databaze za mésic
(GE)

90

360

900

3&600;

|OPS**

30 (100)

200 (300)

500 (1 000)

1000 (1 500)

4&.000;
(5&000:)




POzor na vykon

ATA Lightweight Gateway

Pakety za sekundu® Procesor (jadra™™) Pamét (GB)*™**

1000 2

C 000 [

10 Q00

ATA Gateway

Pakety za sekundu® Procesor (jadra®™) Pamét (GB)
1000 1 6
5,000 2 10

10 Q00 3 12

20000 i 24

50000 16 48




ATA Sizing Tool

ATA Sizing Tool -
TechNet

Hlawvni Knihowvna Certifikace Download Podpora Komunita Fora

Materialy pro IT specialisty > Galene » Aplikace > Microsoft Advanced Threat Analytics Sizing toel - Version 3.1.0

p eewereeness o Microsoft Advanced Threat Analytics Sizing tool
- Version 3.1.0

Rychly pristup
The sizing tool automates collection of the amount of traffic ATA would need to monitor and automatically provides
Me prispévky supportability and resource recommendations for both the ATA Center and ATA Lightweight Gateways.

Stahnout ATASizingTool.zip

Hodnoceni W i (0) Posledni aktualizace 11. 4, 2017

Mahrat pfispévek

Stazeno 278krat Licence Viastni

245

bodd
MepyEs 10%

Oblibens Pridat k oblibenym Sdilet B4 ..Qj E
Kategorie Aplikace

Podkategone Serverové aplikace

PreloZzeno v English

Eanrg | aliimichal (IRBMSETS


http://aka.ms/atasizingtool

Kritéria provozu sluzby

Agregované maximum 400 000 snimku za sekundu
20% volného mista — vzdy

Pokud 209% nebo 100GB zacnou se staré kolekce odmazavat az do 5%
nebo 50GB volného mista — pak se sluzba zastavi

Latence na disku Read/Write < 10ms
Power Management — High Performance
/akazat NUMA, pokud bezi server na fyzickém HW
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Instalace a nasazeni




Instalace

Microsoft Ad Ipsorft = A
Microsoft Advanced Threat Analytics "

Installing Visual C++ Redistributable 2013
|

Overall Progress




Detekce pomoci ATA



Jak se utocnik pohybuje po siti

V pripade proniknuti do site provede Utocnik
Mapovani site
Nalezeni doménovych radict
Nalezeni DNS Server(
Detekovani privilegovanych Uctd
Prazkum global catalogu v AD

Nasledne je zahajen utok na vnitrni infrastrukturu



Utok z vnitini sité

/akladni predpoklady
Mame pristup k pocitaci vdoméne
Mame heslo administratora
Mame heslo doménového uzivatele

Doménovy fadice/fadice je/jsou napojeny na ATA Center ¢ ’

\



Detekce pruzkumu DNS

Cil: Ziskat z DNS umisteného na doménovéem radici informaci o pocitacich
v siti a jejich IP
Popis:

Pouzit nslookup a dotazat se na jméno serveru

Vysledek: Dotaz do DNS nepovolen — ATA zastavila pozadavek jako
podezrele chovani

Odhadovany cas detekce: 20 sekund



Demo

Utok a detekce




Detekce pruzkumu DNS

C:\Windows\system32>nslookup
nslookup

Default Server: UnKnown
Address: 192.168.20.26

> 1s contoso.com

¥*#* Can't list domain contoso.com: Query refused

The DNS server refused to transfer the zone contoso.com to your computer. If this
is incorrect, check the zone transfer security settings for contoso.com on the DNS
server at IP address 192.168.20.26.

Microsoft Advanced Threat Analytics

[UnKnown]
o |

hich is not a

DNS queries

Reconnaissance using DNS

activi 1served, originating from hich is not a rver) against DC1.

Details

Via DNS Servers



Brute Force na LDAP Simple Bind

Cil: Cilem je na kompromitovanem PC zahajit Brute Force Utok na LDAP
Popis:

/iskat jména z Global Catalogu (verejna informace)
/Ziskat slovnik hesel

Spustit script

Cekat na vysledek

Vysledek: Zjisteni hesla se po nejaké dobe povede a heslo bude
prolomeno, nicméne délka zjisteni hesla bude v radu hodin — dni, pokud
budou pouzita slaba hesla

Odhadovany cas detekce:




Demo

Utok a detekce




Brute Force na LDAP Simple Bind

Brute force attack using LDAP simple bind

Via Domain Controllers

I

Microsoft Advanced Threat Analytics = Microsoft

20 guess attempts

L

Attacked Accounts Potential Guesses




Detekce autorizovaného LDAP dotazu

Cil: Prolomeni hesla se povedlo, ale Ucet dela dotaz do DNS, ktery je
nestandartnim chovanim uzivatele

Popis:
Na kompromitovaném PC spustit Idp.exe
Connection-Connect (Port: 389)
Connection — Bind (Type: Simple Bind, User: DEFENSE-OPS:User

Pa SSWO rd o kkkkkkkkkkkkkkkkkkkk

Vysledek: Pristup do systému je povolen, nicméne vse je zaznamenano do
systému. V systemu se objevi Sensitive Account credentials exposed

Odhadovany cas detekce: 20 sekund



Demo

Utok a detekce




Detekce autorizovaného LDAP dotazu

2.16.840.1.113730.3.4.9 = ( VLVREQUEST }; 2.16.840.1.113730.3.4.10 = { VLVRESPONSE },

1.2.640.113556.1.4.1504 = { ASQ ); 1.2.840.113556.1.4.1852 = ( QUOTA_CONTROL }; 1.2.840.113556.1.4.802 = (

RANGE_OPTION ); 1.2.840.113558.1.4.1807 = ( SHUTDOWN_NOTIFY }; 1.2.840.113556.1 41948 = [

RANGE_RETRIEVAL_NOERR }; 1.2.840.113555.1.4.1974 = ( FORCE_UPDATE ); 1.2.840.113556.1.41341 = {

RODC_DCPROMO ); 1.2.840.113555.1.4 2028 = { DN_INPUT }; 1.2.340.113558.1.4.2084 = [ SHOW_RECYCLED };

1.2.840.113556.1.4. 2065 = { SHOW_DEACTIWATED_LINK }; 1.2.840.113555.1.4.2086 = (

POLICY _HINTS_DEPRECATED }; 1.2.840.113556.1.4.2080 = ( DIRSYNC_EX ); 1.2.840.113555.1 4 2205 = (

UPDATE_STATS ); 1.2.840.113556.1.4.2204 = { TREE_DELETE_EX ); 1.2.840.113556.1.4.2206 = { SEARCH_HINTS };

1.2.840.113556.1.4.2211 = { EXPECTED_ENTRY_COUNT }; 1.2.840.113555.1.4.2238 = { POLICY_HINTS };

1.2.840.113556.1.4 2255; 1.2.840.113555.1.4.2255;

supportedl DAPPolicies (19): MaxPoolThreads; MaxPercentDirSyncRequests; MaxDatagramRecv; MaxReceiveBuffer;
InitRecvyTimeout, MaxConnections; MaxCennldleTime; MaxPageSize; MaxBatchReturniMessages; MaxCQueryDuration;
MaxTempTableSize, MaxResultSetSize; MinResultSets; MaxResultSetzPerConn; MaxNotificationPerConn;
MaxValRange, MaxValRangeTransitive; ThreadMemoryLimit; SystemMemoryLimitPercent;

supportedl DAPVersion (2): 3; 2;

supportedSASLMechanisms (4): GSSAP, GS5-SPNEGO; EXTERNAL; DIGEST-MDS;

oft Advanced Threat Analytics

1121 Sensitive account credentials exposed
User1 adm s credentials were exposed in cleartext using LDAP simple bind.

el Mote Share Export to Bxcel Details Open
I Ju|
res = ldap_simple_bind_s(ld, "contose’, <unavailable=); #f v.3 B
Authenticated as: "NT AUTHORMYANONYMOUS LOGON', Usert adm's credentials are exposed
res = ldap_simple_bind_s(ld, " | =unavailable=}; /f v.3
Authenticated as: [ s
CLENT2 D1
b
MUM
Recommendations
* Werify the configuration on the source computars and make sure not to use LDAP simple bind for User! adm
8:44 AM  Now
Tuesday, March 14, 2017
Brute force attack using LDAP simple bind
59 password guess attempts were made on User] adm from CLIENT2. 1 account password was sucessfully guessed,
Note Share Export ta Excel Details Open
Sensitive account credentials exposed
User1 adm's credentials were exposed in deartext using LDAP simple bind.
R — 59 guess attempts
ssae e
g AO
CLIENT2 DC1
Details Note Share Export to Excel Open
Attacked Accounts Potential Guesses
From Exposed Via Domain Controllers .'\rg User! adm '0 User! adm
E CLENT2 iy Usert ad L o

s, registry entries, unsi




Honey Token - navnada

Cil: Utocnik se snazi ziskat heslo k néjakému zajimavému Gctu (CxO nebo
Spravce, Admin, atd..)

Popls:
Administrator oznacil ucty, ktere slouzi jako navnada, Ucty jsou zakazany a nesmi
pristupovat do site.
Utocnik nasel zajimavy Ucet (SuperUser, atd..)
Uto¢nik nema heslo k danému Uctu, ale pokusi se s nim pfistoupit do sité

Vysledek: System detekoval, ze se nekdo snazi pristupovat do site pomoci
Honey Tokenu, Uctu ktery byl nastrazen pro Utocnika

Odhadovany cas detekce: 20 sekund



Demo

Utok a detekce




Honey Token - navnada

““dcl.contoso.com~cd Auser:contososSuperlser
to connect to ‘dcl.contoso.com’:

CAWindows\system32\cmd.exe

slUserssuser2 net use y:
nter the password for ‘contososSuperlser’

ystem error B6 has occurred.
Honeytoken activity

he specified network password iz not correct.

slserssuserd

Microsoft Advanced Threat Analytics

e [ ed by
1 to CLIENTZ via

Via Domain Controllers




Detekce Pass-the-hash

Cil: Uto¢nik se pokus pfistoupit s uzivatelskym opravnénim na doménovy
radic, poté co ziska NTLM Hash uzivatele v doméne
Popis:

Pokus o otevreni a pristup na doménovy radic

/ajisteni NTLM Hashe z pocitace
Otevreni sdileni s NTLM Hashem

Vysledek: Utoc¢nikovi se pristup povede, ziska piistup do sdileni na
domeénovem radici, ale jeho pocin je detekovan

Odhadovany cas detekce: 2,5 minuty



Demo

Utok a detekce




Detekce Pass-the-hash

CAWindows\system32\cmd.exe

tsllserssuser2 »dir SSdel.contoso.comsc$
Access is denied.

sUzerssuser2 d o

Administrator: CA\Windows\SYSTEM32\cmd.exe

icrosoft Windows [Uersion 6.3.76881
{c> 2813 Microsoft Corporation. All rights reserved.

sMWindowsssystem3d23dir ““del._contoso.com~cSd !
Uolume in drive ““del.contoso.comscé is DC1 5
Volume Serial Mumber is SE2B-FF81

Directory of ““dcl.contoso.comsch

B2/26-2016 B2:11 <DIR> inetpub
Ag:52 <DIR> PerfLogs
A3:52 <DIR> Program Files
12:44 <DIR> Program Filez (x86>
108:01 <DIR>
AL -24-20816 @9:56 AM <DIR>
@ File<s>
6 Dirce> 128.197.41%.888 hytesz free

ssWindowsssystem3d2»




Detekce Pass-the-Ticket

Cil: Uto¢nik se chce maskovat a pfistupit k pozadovaném zdroji jinym
Uctem a z pocitace nez, na kterem je skutecne prihlasen. Tudiz vyuzije
administratorsky tiket z jednoho PC a vyuzije jej na pocitaci jinem
Popis:

Uto¢nik pristoupf na jeden z doménovych pocitact

Spusti pripraveny script

Prejde na pocitac jiny a injektuje ziskany tiket

Otevre network share na doménovem radici
Vysledek: Pristup je detekovan, ale administrator ziskal pristup

Odhadovany cas detekce: 35 sekund



Detekce Pass-the-ticket

= C\Windows\system32\cmd.exe [=lo] x [[=] [ 4 = | Drive Tools This PC

sersillser del.contoso.comic¥ “ - t v "
"\wdcl.contoso.comic$” omputer iew anage

3
CMD does not support UHC paths as current directoeries. © - |:‘i ) ThisPC »

=/

C:\Users\lseri>dir \\dc1.contoso.com\c$
Uolume in drive \\dcl.contoso.comic$ 1s DC1
Uolume Serial Humber is SE2B-FF$1 or Favorites 4 Folders (6)

Directory of “udcl.contoso.comic$ B Desktop

0272672016 <DIRY inetpub & Downloads i Desktop l- B Documents
08/22/2013 oM <DIR> Perflogs 5 Recent pl 4

03/14/2017 2 M <DIR> Program Files 4 Tecent places

03/08/2016 aH  <DIR> Program Files (x86)

05724/ 2016 o <DIR> Users - J I Music h Pictures
05/ 2472016 A <DIR> Windows 1% This PC !

0 FileCs) 0 bytes
6 Dir(s) 119,295,479,808 bytes free &2 Con NOTEEOOK

5 D on NOTEBOOK

4 Devices and drives (6)

C:\Usersillseri>net use z: \\dcl.contoso.comc$
[The command completed successfully. ju Desktop

C on NOTEBOOK

e DonNOTEBOOK
B

Documents

C:\lUsers\lseri> & Downloads

5# Eon NOTEBOOK
5 Fon NOTEBOOK

Client1 (C:)
Fon NOTEBOOK L

7 GB free of 126 GB

d Music 4 Network locations (1)
=| Pictures
c$ M\dcl.contoso.com) (Z:) o
B Videos - 6:57 AM » Now

- - Thursday, March 16, 2017 ‘g’ Kew
Client1 (C:) “e@” 111 GB free of 126 GB

&% DVD Drive (D:) 2016(
5 8 (\dcl.contose.c

Identity theft using Pass-the-Ticket attack @
Administrator's Kerberos tickets were stolen from CLIENT2 to CLIENTT and used to access 2 resources,

Mote Share Export

Excel Details @) Input Open

Are any of these computers NAT devices, DirectAccess servers or computers connecting via NAT or DirectAcces:

E‘y MNetwork

13 items 1 jtem selected

Identity theft using Pass-the-Ticket attack &)

Computers

’ Administrator’s Kerberos tickets were stolen from CLIER NT1 and used to access 2 resources.
o No I Ves
+/ =| CUENT1
-
Mo (I Yes
Details Note Share Export Input g =] CLIENTZ
Save Cancel

&

Stolen from To Accessed Via Domain Controllers

rom the network or move them into an iso 25, and more

CLENT2 o CuEnT \a 2resources [\D pa



Detekce Utoku s Golden ticket

Cil: Utocnik se bude snazit ziskat ticket sluzby krbgt, tak aby jej mohl i v
budouc|nu pouzivat a pristupovat do site jako krbgt nebo jako jakykoliv jiny
uzivatel.

Popis:
Navazujeme na cast Pass-The-Ticket
Provedeme DCSync pomoci mimikatz — ATA detekuje za 2,5 minuty

Vytvoreni Golden Ticket — ATA detekuje az se nauci jak se uzivatelé autentizuji (by default 5
dni chovani uzivateld v doméne)

Vytvoreni Golden Ticket s uzivatelem User2 a pouziti v User1 session (délka platnosti 10 let)
Pristup do site
Vysledek: Administrator ziskal Kerberos ticket uctu krbgt, monl se tak vydavat za
jakehokoliv uzivatele, pricemz proved| modifikaci tiketu a zmenil platnost na

délku 10 let
Odhadovany cas detekce: 2,5 minuty



Detekce Utoku s Golden ticket

Malicious replication of directory services
Malicious replication requests were successfully performed by Administrator, from Cl

1 against DC1.

Details @ Input Open

Is the source e a newly promoted Domain Controller, or a machine used for AADSynC?

Mote S

registry entries. unsign

Details Mote Share Export to Bucel Input Open

CLIENTT

Accounts Result Against Domain Controllers

'ﬁ Administrator @ Success B@ ol



Detekce Utoku s Golden ticket

Encryption downgrade activity

Mote Share Export to Excel Details

Encryption Downgrade

& H A,

User 2 CLIENTT el DC1

TG5_REQ: TGT

nt and start a forensics procedure by inw ting: Unknown processes, services, registry entries, unsigned files, and mare

Encryption downgrade activity
The encryption method of the TGT field of TGS_REQ message from CLIENTT has been downgraded based on previously leamed behavior. This may be a result of & Golden Ticket in-use on CLIENTT.

Details Mote Share ort to Excel Orpen

Accounts From Accessed Via Domain Controllers

& user2 E CLIENTT ‘!_'\ﬁ G ‘{\ﬁ DC






ATA Demo v Microsoftu

Ukazka zakladni konzole
Omezene funkcionality
DEMO:

& &l & Zaberpeceno | hitps://atademouiazurewebsites.net/#

Microsoft Advanced Threat Analytics a Microsoft | ]

This is a demo site of ATA with reduced functionality. Not all controls and clicks are enabled. X
Filter by [7]
All [71 11:57 PM
CAllEe Thursday, April 20, 201
C Open [7]
M High [2] .
) < 1_[ . Remote Execution Attempt Detected
"']':'”I_L' = The following remote execution attempts were performed on DCO1 from EXTVENDOR-TS:
e " Successful remote creation of PSEXESVC by Administrator.

ate Shara Evnort to Ex

Remote execution



https://atademoui.azurewebsites.net/

/Zaverecna doporuceni

wVenujte se anomaliim

mNasazujte bezpecnostni systemy komplexne

®wPamatujte, ze utok prijde spise z vnitrni site nez
Z Internetu

“Logy, procesy, autorizace

wPri nasazeni ATA premyslejte nad nutnym
vykonem DCcek

“Myslite to s bezpecnostni vazne?
m KPCS ATOM - https://atom.kpcs.cz



https://atom.kpcs.cz/
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