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[dentita v organizacich pochazi z mnoha zdroju

HR SYSTEM Jmeno Petr
, Prijmeni Vik ] :
:i' Jméno Petr Nazev VIK, Petr (KPCS CZ) mm \Vindows Server
Prijmeni Vik ID 007 Active Directory
ID 007 Pozice Project Manager
EEm E-mail vik@kpcs.cz
D?G DATABASE Telefon 123 456 789
90 Nazev VIk, Petr (KPCS CZ) .
jm Pozice Project Manager Microsoft Azure

Active Directory

EXCHANGE
E-mail vik@kpcs.cz

ER
LDAP

Telefon 123 456 789

SQL (ODBC), Web services (SOAP, JAVA, REST),
PowerShell (LDAP v3)
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Azure Active Directory



V/7 V

Sjednocene identity napric systémy

Jednoducha Zarizeni Jednotné
sprava

prinlasovani

Windows Server
Active Directory

r' Dalsi systémy a aplikace

On Premise Microsoft Azure Active Directory Cloud

[T Camps



[dentita jako sluzba

Azure Active Directory

On-premises
infrastructure

integration
I

User accounts

Devices

Partner
collaboration

Customer account
management

|
Application

integration

Administration

Synchronization or
federation of
identities

MyApps Panel

Mobile device
management with
Intune

Self-service password
reset with write back
to on-premises
directories

Multi-factor
authentication (MFA)

Windows 10 Azure
AD Join and SSO

Secure collaboration
with your business
partners using Azure
AD B2B collaboration

Self-registration for
your customers using
a unique identity or
an existing social
identity with
Azure AD B2C

Pre-integrated with
thousands of SaaS
applications

Reporting

Deep integration with
Office 365 features

Global telemetry and
machine learning

Web App Proxy for
authentication
against on-premises
web-based
applications

Conditional access to
resources and
applications

Behavior and risk-
based access control
with
Azure AD ldentity
Protection

Device registration
and management for
non-Windows
devices (iOS, Android,
Mac)

Cloud App Discovery

Enterprise scale

PaaS application
integration

Worldwide
availability

Domain Services

Connect Health

Integration with other
cloud providers, such as
Amazon Web Services

[T Camps




Scénare propojeni identit



Oftice 365 ldentity Management Options

Cloud Managed Password Hash Sync 8 Federated Identity J 3rd Party Federated

1] Office 365 1] Office 365 1] Office 365 1] Office 365

@ Azure Active Directory

Azure AD Connect Azure AD Connect

Azure AD ADES Azure AD Federation Provisioning

Connect sync Ping Federate Connect sync

Pros: No deployment time, No on- Pros: Quick to deploy, same Pros: Windows Integrated Desktop ~ Pros: 3 party tools and ser.vices.pre—

premises equipment. password as on-premises SSO, Client access control, 31 Party tested for basic auth scenarios with

Cons: no SSO and Identity lifecycle MFA integration. WS-Fed

integration with directory on Cons: Currently Not Desktop SSO End to End ongoing, validation and . .

premises support with Office 365 Cons: Second directory store in cloud.
Multiple support channels

Provisioning only using P(ﬁNﬁrShell

Cons: On premises deployment
g ey and Graph API amps



Common identity with sync and federation

SYNCHRONIZATION

BR Windows Server

Active Directory

*Write back of attributes to support
cloud first and co-existence

FEDERATION

BR Windows Server

Active Directory

AD FS provides conditional access to resources,
workplace Join for device registration and
integrated multi-factor authentication

|dentity Sync with
password hash sync

ldentity Sync

O

AD FS

&

Microsoft Azure

Active Directory

User attributes are synchronized including the password
hash, authentication can be completed against either
Microsoft Azure or Windows Server Active Directory

Microsoft Azure

Active Directory

User attributes are synchronized, authentication
is passed back through federation and completed
against Windows Server Active Directory

*Coming soon [T Camps



Sluzby Azure Active Directory



Firemni identita

CHIKPCS

Sign in with your work or school account

admin2@hwstechnet.onmicrosoft.com

Password

[]Keep me signed in

Can't access your account?

[T Camps



Dynamicke skupiny zabezpeceni

Clenstvi je automatizovano pomaoci podminek

Microsoft Azure

marketing

MEMBERS OWMERS PROPERTIES COMFIGURE SELF SERVICE ACTIVITY

dynamic memberships

@ Admind @GraphDirl.onmicrosoft.com @

ENABLE DYNAMIC MEMBERSHIPS NO PREVIEW

© ADD USERS WHERE I department v ‘ [ Equals (-eq)

¥ l |Marketing|

©  ADVANCED RULE

[T Camps



Bezpecnostni reporty

» Detekce potencionalne nebezpecného chovani a utoku
 Prihlasenti z jinych lokalit, nedspesné pokusy o prihlaseni, resety hesel...

REPORT DESCRIPTION
ANOMALOUS ACTIVITY
Sign ins from unknown sources May indicate an attempt to sign in without being traced.
Sign ins after multiple failures May indicate a successful brute force attack.
Sign ins from multiple geographies May indicate that multiple users are signing in with the same account.
Sign ins from IP addresses with suspicious activity May indicate a successful sign in after a sustained intrusion attempt.
Sign ins from possibly infected devices May indicate an attempt to sign in from possibly infected devices.
Irregular sign in activity May indicate events anomalous to users’ sign in patterns.
Users with anomalous sign in activity Indicates users whose accounts may have been compromised.
ERROR REPORTS
Account provisioning errors Indicates an impact to users’ access to external applications.
4 INTEGRATED APPLICATIONS

[T Camps

Application usage Provides a usage summary for all SaaS applications integrated with your directory.



Azure MFA

MOBILNiI APLIKACE TELEFONAT SMS

&

I
145676



Self Service Password Reset

« Bezpecné overeni identity uzivatele pri zmene hesla
* |T nepotrebuje znat heslo uzivatele

user password reset policy

USERS EMABLED FOR PASSWORD RESET YES NO
RESTRICT ACCESS TO PASSWORD RESET YES NO

Before users can reset their passwords, they must first have at least one authentication method defined. Edit users in 'Netrix EBC' now.

AUTHENTICATION METHODS AVAILABLETO ¥ Office Phone

USERS Mobile Phone
M Alternate Email Address
L] Security Questions

NUMBER OF AUTHENTICATION METHODS 1 IT Camps
REQUIRED



Delegace opravneni (Self Service)

Delegace opravneni pro spravu pristupu na vlastniky ¢i garanty jednotlivych sluzeb

« Pristup k aplikacim pomoci skupin zabezpeceni

. Z&dosti uzivatell a jejich schvalovani

applications

All groups

L'

Create a group

grou pSPRE'LI'I EW

Aaron's Group

PREVIEW
approvals

Test Group 01

profile

Test Group 02

Test Group 02

Test Group 04

Search groups D

Test Group 05
all I[JD



Kratkodoba elevace prav

« Doba trvani e s s

ﬂ'llllillllllllllHIIIIIIIIIIIIIIIIIIllllllIIIIIIIIII | I

« Typ opravneni st
yp Op N o

¥

¢ NOtl-ﬁ kace quwemu?;:::runhmumonmmww

» Schvalovani

......

AdHoc License Admenestrator
Complance adminsstrator
Directory Winters

Exchange Administrator

Madbox Adminstrator

Partner Tier2 Support

Security Admunistrator
SharePont Service Admunsstrator

User Administrator

V] Billing Administrator

V| Directory Readers

(W] Email Verified User Creator

C\Z} Global Administrator

Ez] Partner Tier1 Support

:/] Password Admunestrator

{\7] Service Admunistrator

' \/] Skype for Business Admnistrator
\—/] Workplace Device Jon

r
{
-

—

——

I LdImps



Azure AD DS



Standardni a bézné scénare

: VPN
‘ connection Pripojeni k AD v DC pres
VPN

. Windolws Server
h Active Directory

On-premise
apps

1 - VPN Gateway/ExpressRoute connection

Pripojeni
k AD ve VM

. Windows Server
] Active Directory

2 - Domain Cc

On-premise
apps

troller VM in Azure



Jednodussi alternativa v AD DS

Jednoduchost Dostupnost

« Neni potreba nasadit DC * \ysoce dostupna domeéna

« Neni potreba aktualizovat DC * Automaticka oprava
« Automaticka zaloha

Kompatibilita
«  Kompatibilni s Windows Server AD
« Aplikace pracuji stejne

Cenova efektivita
* Platba za vyuziti
* Negjsou potreba sitove prvky

[T Camps



Vlastnosti AD DS

« Jednoduché nasazeni

« Sprava pomoci Azure AD
— * Vysoka dostupnost

« Automaticka kontrola zdravi

C) « Automaticka synchronizace objektl z Azure AD — Stejna jména, hesla, objekty
« Lokalni SID jsou synchronizovany do SIDHistory

* Domain join

OQ « Windows Integrated Authentication (Kerberos, NTLM)
« LDAP bind and LDAP read
e Secure LDAP

/9 « MozZnost vytvareni vlastnich OU, skupin, objektd
« Sprava pres portal ¢i PowerShell

o Administrace DNS
IT Camps



Azure AD a Saa$ aplikace



Integrace Saas

Detekce pouzivanych aplikaci (Cloud App Discovery)
» Ruzné Urovne integrace aplikaci

last 30 days - business cloud apps -




Priklad integrovanych aplikaci

msdn

Microsoft Developer

Network (MSDN)
By Microsoft Corporation

gZ/Alibaba.com
MREE

Alibaba.com
By Alibaba.com Hong Kong
Limited

asus & webstorage

ASUS WebStorage
By ASUS Cloud Corporation

d dreambox

LEARNING

DreamBox Learning
By DreamBox Learning, Inc.

AccuWeather.com

Premium

AccuWeather Premium
By AccuWeather, Inc.

) Office 365

Microsoft Office365
Exchange Online
(Outlook)

By Microsoft Corporation

Alix2Xxpress

AliExpress
By Alibaba.com Heng Kong
Limited

/.‘
ASYNC

INTERVIEW

Async Interview
By Async Interview

% Dropbox

DropBox for Business
By DropBox

AccuWeather.com
Professional

AccuWeather
Professional
By AccuWeather, Inc.

) Office 365

Microsoft Office365
SharePoint Online

By Microsoft Corporation

-

_ N
ffamazon

“F webservices

Amazon Web Services
(AWS)

—
= atat
AT&T

By AT&T

e,

ol
Gogleapps

&

|

@D

Google Apps
By Google

g

AccuWeather.com

RadarPlus

AccuWeather RadarPlus
By AccuWeather, Inc.

& SkyDrive

Microsoft SkyDrive
By Microsoft Corporation

American Airlines “g

American Airlines

By American Airlines

cCOMODO

Comodo Certificate
Authority

By Comodo Group, Inc.

guardian

Guardian
By Guardian News and Media
Limited

\CI

payment systems

ACI Worldwide
Electronic Distribution
By ACI Worldwide, Inc

B-Kin

B-kin
By B-kin Software

booker ®

Booker
By Booker Software, Inc.

C.ncur

click. done.™

Concur
By Concur

GXS Trading Grid
Online

GXS Trading Grid
Online
By GXS

@rackspace

Rackspace Cloud

Control Panel
By Rackspace, US Inc.

elapestry

Blackbaud eTapestry
By Blackbaud, Inc.

Booking.com

Booking.com
By Booking.com B.

from Concur

Concur Tripit
By Tripit.

IBM Sterling Commerce

Customer Center
By IBM Corp

Skype

By Microsoft Corporation

© Bilitline

Blitline
By BLITLINE LLC

Boomi

Boomi
By Dell

Configit

Configit Customer and
Partner
By Configit A/S

IMDb

By Amazon.com

salesforce.com

@yccess On Demandt”

Salesforce

By Salesforce.com

B Blogger

Blogger
By Google

Costco
By Costco Wholesale
Corporation

NETELIX

Netflix
By Netflix, Inc.

samanage

Samanage
By Samanage Itd

chequed

Chequed
By Chequed.com, Inc.

GoloMeeting

Citrix GoToMeeting
By Citrix

Docu%na

Docusign
By DocuSign Inc.

<<= OpenTable*

QOpenTable
By OpenTable, Inc.

SAP BusinessObjects BI
OnDemand
By SAP

Cigna
By Cigna

CiTRIX

Sharefile

Citrix ShareFile
By Citrix

DOW JONES

Dow Jones Bankruptcy

and Debt
By Dow Jones & Company, Inc.

= Opeslabie

Restaurant Center

OpenTable Restaurant

Center
By OpenTable, Inc.

twitterd

Twitter
By Twitter

Cisco

webex

Cisco Webex
By Cisco

CLARABRIDGE

7R

Clarabridge
By Clarabridge

g EVERNOTE

Evernote
By Evernote Corporation

ORACLE

Oracle SRM

By Oracle Corporation

7\
workday.

Workday
By Workday



ldentita zarizeni
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Zarizeni napric typem spravy

BEZ SPRAVY BYOD A AZURE AD ACTIVE DIRECTORY

B 4
i

Organizace Omezena Ci
zadna kontrola

L Omezeny pristup k

Uzivatel datlm a aplikacim

Caste¢na
kontrola

Castecny pfistup k
datdm a aplikacim

Uplna kontrola

Plny pristup k datim a
aplikacim

Active Directory

[T Camps



Windows 10 + Office 365 + Office 2016

SYSTEM

Choose how yo

Display
You can connect Windows to you

g Join Azure AD
R Join a domain

Choose this option if your organi
organisation may collect info abo
delete content, or reset your devi

Motifications & actions

Apps & features

Multitasking

Tablet mode

Battery saver

Power & sleep

ACCOUNTS

Your email and accounts

Sign-in options

Work access

Other users

Sync your settings

Connect to work or school

(Gain access to your organization’s resources (things like apps, the
network, and email) by choosing one of the two options below.
When you connect, your work or school might enforce certain
policies on your device.

Sign in to Azure AD

Select this option if you use Office 365 or other business services

from Microsoft. Follow the link below to go to your account page,
then select Add a work or school account again and provide your
info. (If that option isn't available, you're already signed in.)

Enroll in to device management

Select this option if your support person told you to enroll in to
device management (MDM).

KPCS CZ, s.r.o.
vik@kpcs.cz

sync Info Remove
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