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°roC zrovna bezpecn
nybridniho cloudu?




/akladni problemy bezpecnosti hybridniho cloudu

Cloudova reseni jsou budovana stejne jako lokalni

Koncept lokalnich datovych center neni efektivne aplikovatelny na cloudova datova
centra, nebo hybridni cloudy

Ochrana by Design / by Default

Komponenty v Azure a Office365/M365 jsou vyuzivany tak, jak je pripravil provozovatel
a otevreny celému svetu

Neni dbano na hardening sluzeb ze strany spolecnosti, tedy na ochranu pristupu a
ochranu dat (ochrana na perimetru cloudu je maximalni)

Nejsou aktivovany sondy pro detekci potencionalnich problemd

Spatné, staré nebo z4dné standardy a postupy, tedy Governance
Neznalost prostredi, sluzeb a dalsich komponent vede ke zbytecne nadmernym
nakladdm za provoz datového centra (zbytecne vysoké TCO)

Diky komplexnosti prostredi se ztraci zamereni na detail

Casto jsou vyuzivany sluzby, tak jak lezi a bezi, je vynucen jakysi ,standard”, ktery vsak
neni vynucen, kontrolovan, udrzovan a zlepsovan



Jaka uskali nam prinasi hybridni cloud?

Zvyseni komplexity prostredi (Lokalni prostredi, Azure, Office365, Intune,
Cloud App Security, Windows Defender ATRE Azure ATA, atd..

Agilni rozvoj reseni (sluzby svevolne vznikaji a zanikaji (obcas))
Delegace prostredkt a opravneni k jednotlivym zdrojum a blokim cloudu

Nerovnovaha v bezpecnosti
lokalni prostredi stale zlepSovano v oblasti bezpecnost a cloud zlstava netknuty

Nefunkcni procesy vyuzivani sluzeb cloudu
Spravci celkl cloudu, dodavatelé a jini si délaji co chteji, kdy chteji a jak chteji
Velice casté zmeny v cloudovem prostredi (,co bylo dnes, zitra byt nemusi )



Jak z toho ven?




Ochranne prvky cloudu Microsoft Azure

Azure Blueprint
Azure Policy
Azure Key Vault
PIM/PAM/PAW/JIT
Azure MFA

Azure Information
Protection

Azure Sentinel
Playbooks

Reaktivni
ASC Playbooks

ASC Adaptive network
hardening

Windows Defender ATP
Azure Sentinel
Automation

Azure Security Center

ASC Reqgulatory
compliance

ASC Security policy
Azure Monitor



Ochranne prvky cloudu Microsoft Azure

Reaktivni
Azure Blueprint ASC Playbooks
Azure Policy ASC Adaptive network ASC Regulatory
Azure Key Vault gElfelSipligle compliance
PIM/PAM/PAW/JIT Windows Defender ATP ASC Security policy
Azure MFA Azure Sentinel
Azure Information Automation

Protection

Azure Sentinel
Playbooks
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Co se v Microsoft Azure (Security) zmenilo?

Log Analytics = Azure Monitor
Intelligence Packs = ...777....

Application Insights = Azure Monitor

Azure Security Center = Azure Sentinel (Castecny prechod)
Azure Dashboards v Sentinel = Azure Workbooks

Azure Workbooks = Export Excel

Azure Monitor = latency, recuring, smart groups, atd...
Windows Admin Center >integrace< Azure Security Center



Koncepce?

Governance cloudovych sluzeb
Postupy
Politiky
Standardy
Konvence
Metodiky
Referencni architektury

Quality Assurance / Quality Control
Nastaveni procesu kontroly
Nastaveni procesu zlepsovani
Budovani znalostni baze



5 dGvodU proc vyuzivat vse dohromady?

Jednotneé uloziste logu a auditnich stop

Snadnéjsi dotazovani do auditniho logl a provadené threat hunting
Jednoduchost nasazeni

Centralni pohledy napric informacemi (semafor pro detekce)
Automatizace nasazeni (deploy, re-deploy)



Automatizace nasazeni

Klientska cast
pomoci Automation Hybrid Worker na koncovem zarizeni

Managementoveé prostredi
Nasazeni pomoci ARM sablon
Vcetne konfigurace



Azure Monitor

Monitoring & Log Management




Azure Monitor

Nastroj pro monitoring hybridniho prostredi
Windows
Linux
Cokoliv

Komponenty
Zpracovani a fizeni alertd
Globalni metriky
Globalni aletry
Application Insights
Virtual Machine Insights
Container Insights
Log Analytics
Workbooks

Dokumentace zde:

= Monitor - Overview
Microsoft

B Workbooks (preview)

Insights

Q Applications

ics settings



https://github.com/MicrosoftDocs/azure-docs/tree/master/articles/azure-monitor

Nasazeni agentu pro monitoring

Rozsireni v ramci prostredi Microsoft Azure

Lokalni instalace
Log Analytics Agent (MMA Agent SCOM)
Dependency Agent (sber informaci o sitovém provozu)
Windows Defender Script PS1

Network Peformance Monitor Script
TCP Monitor - povoluje port 8084 skrze PST - TCP SYN-SYNACK-ACK
|ICM Monitor — povoluje ICMPv4, ICMPv6 - ICMP ECHO ICMP ECHO REPLY

Aplikacni monitoring
Nasazeni do Windows IIS — Web Platform Installer — Application Insights
Nasazeni do dalSich systémU — cast kddu napr. do header/footer.php



Prostupy vyzadované ke spravnému fungovani

Monitorované zarizeni musi
mit pristup do internetu na
portu 443 (HTTPS)

laaS v Azure

Lokalni server

Lze provést Upravu a vyuzit
OMS Gateway

Proxy je podporovano, ale je
vzdy doporuceno provest

bypass na stanovené URL
adre Sy *.ods.opinsights.azure.com

*.oms.opinsights.azure.com

* blob.core.windows.net

* azure-automation.net




Azure Security Center

User and entity behavior analytics (UEBA)



Azure Security Center

UEBA pro sledovani chovani systémU a ochrana pred hrozbami (cca 140 hrozeb)
Mapa security alertd
Vlastni alerty
Alerty detekované Microsoftem

Kontrola compliance
Secure Score
Compliance
Security Policy

Hygiena prostredi
Kontrola sluzeb a jegjich nastaveni

Rozsirena ochrana sluzeb
Just-In-Time (pouze Azure resources)
Adaptive application controls
Adaptive network hardening (pouze Azure resources)
File Integrity Monitoring

Orchestrace a auto-remediace (Playbook)



DalsSi moznosti nastaveni

Cileni na zdroje (pmoci Solution Targeting)

Pripojeno pomoci Log Analytics Agenta, tedy neni vyzadovana dalsi
konfigurace

Rozsiruje datovou zakladu Log Analytics

Pozor: Jiz neni dostupna Investigation Map



Windows Defender A

Threat Management & End-point Protection



Windows Defender ATP

Ochrana koncového bodu (detekcni zdroje EDR, Anitivirus, Smart Screen, ...)

Detection sources Sat Sep 14 2019

Secure score — vyber moznosti nastaveni,

které se budou pocitat do Secure Score
Windows Defender Antivirus
Windows Defender Exploit Guard
Windows Defender Application Guard
Windows Defender SmartScreen
Windows Defender Firewall
Windows Defender Credential Guard
BitLocker
OS Platform

Integrace se SIEM (HP ArcSight, Splunk, Generic API)

Azure Sentinel Integrace - 7777

Mnoho moznosti, mnoho kontrol, mnoho rdznych integraci ochrany
Threat & Vulnerability Management




Integrace s treti stranou
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Pripojeni klientd

Je vyzadovano povoleni portu 443
z koncového zarizeni

/pusoby nasazeni na server

WS2008R2 SP1, 2012 R2 a 2016 —
pridat Workspace 1D

WS 1803 a 2019 — nasazeno pomocdi
scriptu

Linux — jedine s vyuzitim reseni tretich
stran

winatp-gw-cus.microsoft.com
winatp-gw-eus.microsoft.com
winatp-gw-neu.microsoft.com

winatp-gw-weu.microsoft.com

winatp-gw-uks.microsoft.com

winatp-gw-ukw.microsoft.com

winatp-gw-aus.microsoft.com

winatp-gw-aue.microsoft.com



Azure Sentinel

nextGen SIEM




Azure Sentinel

Nova generace SIEM reseni (vyuziti ML a Al)

Moznost vyuziti expertl pro investigace problemd
Microsoftu (sluzba Microsoft Threat Experts)

ATOM (sluzba KPCS CZ, s.ro.)

Nadstavba nad Log Analytics Workspace (rozsireni datové zaklady a schématu)

Threat Management
Incidenty
Workbooky
Dashboards
Huning
Notebooks
Rozsireni a konfigurace
Konektory (AAD, AIR AWS, ASC, AATP (ATA v Cloudu), Check Point, Cisco ASA, ...)

Custom Alerty
Playbooky


https://www.microsoft.com/security/blog/2019/02/28/announcing-microsoft-threat-experts/
https://www.atom.ms/atom
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